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Reducing Resource Consumption in Asynchronous Network-on-

Chip Based on Null Convention Logic (NCL)

Abstract
As system on a chip (SoC) complexity grows, asynchronous networks on
chip (NoC) emerge as effective solutions for interconnecting components,
offering benefits like power efficiency, scalability, and elimination of
synchronization issues. These networks consist of routers, links, and
interfaces with system's functional blocks, and using pipeline technique,
which is widely used in asynchronous architectures to enhance throughput
performance and control data flow within the network in the absence of

clock synchronization.

Recently, there has been increasing interest in using Null Convention
Logic (NCL) for implementing Networks—on—Chip, as it is considered one
of the promising design paradigms for constructing low—power robust
asynchronous circuits. However, it suffers from increased resource
consumption compared to other design paradigms, due to its use of

specialized gates and dual-rail encoding.

This research introduces a resource—efficient method for implementing
NCL-based NOC router architectures using Register—-Less—NCL pipeline
technique, and propose new method to design NCL gates, which
eliminating the need for Multi-threshold NCL (MTNCL) gates in this

pipeline, and can be implemented even in Field Programmable Gate
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Arrays (FPGAs) or using the standard NCL cells method. Simulation
results show that The new design of NOC router using the proposed RL-
NCL pipeline architecture was able to achieve a significant reduction in
resource consumption by 27,32% compared with the conventional NCL
pipeline architecture. This reduction in resource consumption, in turn,

leads to an improvement in router latency and power savings.

Keywords: Asynchronous Circuits, NOC, NCL, FPGA, Pipeline, RL—NCL.
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Studying Routing Techniques in SDN Software-Defined
Networking Using Machine Learning

ENG.Ahmad Alshiekh Dr.Ali Alhatem
Abstract

Flow routing enables fine—grained improvements in network performance
by directing different data packet flows through diverse network paths.
Centralized control in Software-Defined Networking (SDN) provides a
framework for centralized network optimizations, such as optimal flow
routing. However, adaptive flow routing that responds to dynamic traffic
load variations requires sophisticated models. This study adopts a
reinforcement learning—based approach, where direct flow routing
generates a state—action pair space that grows with the number of active
flows, leading to a potential scalability issue. This problem primarily arises
from the large memory space required to store the Q-table containing

flow—specific state—action pairs, as well as the prolonged learning time
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needed to reach convergence, which involves exploring this vast state-
action space. On the other hand, the computational overhead per step
remains low, as it only requires updating Q-values at each step. To
address this scalability challenge, we propose a distributed approach
employing multiple SDN controllers, where each controller manages a
smaller subset of network nodes and flows. Consequently, each controller
operates with a smaller Q-table and a reduced state—action space. Each
controller independently optimizes flow routing within its manageable
subnetwork using reinforcement learning, with every Autonomous System
(AS) improving routing within its own domain. Experimental results
demonstrate that this approach achieves significant performance
improvements: the average convergence time for multi—controller setups
is only 10 steps, compared to 4(0.5 steps in the single centralized
controller case. Furthermore, the average latency decreased from 31.30
ms (in the single—controller system) to 23.14 ms and 23.99 ms in the
multi-controller systems. These results confirm that distributing control
responsibilities effectively reduces the complexity of the learning space,
accelerates convergence, and enhances flow routing efficiency, making

the proposed solution suitable for large—scale and dynamic networks.

Keywords: Software-Defined Networking (SDN), Flow Routing,

Reinforcement Learning, Scalability.
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Design of a Real-Time DDoS Detection Framework in SDN Based on P4
Data-Plane Programming and XGBoost

Abstract

This research introduces an integrated framework that unites the data
plane programming language P4, the Ryu controller, and an artificial
intelligence model (XGBoost) for real-time attack detection in Software-
Defined Networks (SDNs). The system captures and extracts flow features
directly within the data plane, forwarding them to the controller for
analysis by a pre-trained Al model. To improve detection accuracy, an
Adaptive Thresholding mechanism dynamically adjusts thresholds based
on live performance. The proposed approach achieved exceptional
detection times, consistently under 0.3 seconds, demonstrating high
responsiveness. Moreover, performance metrics, including Accuracy, F1-
score, Precision, and Recall, surpassed 99.9%, highlighting the system's
suitability for critical environments.

Keywords: Software-Defined Networks, Machine Learning, P4 Language,
Distributed Denial of Service (DDoS) Attacks.
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5 DDOS-SDN lilyll e sesa Y 2LYL ¢EstiNet 3Slas aladiuly dall g )l
Random Forest s Decision Tree dJie 4padiill z3laill Lo (3585 pUaill ,ekal InNSDN
Gl e oo pp Cteal JSab Bk Juady ((F1 = 1) S il
 Jbama pllai aranat e [4] Al all S Lan bl ) 58 ade A1 sl (HMIC)
e sana aladinly ¢@adaill  Jaill il & DDOS Gilaaa (e Sl angill Jili g ) 1
LSTM 5 GRU il (3 gilidl) & jelal ,CICD0S2017 5 CICDD0S2019 il
Aoy g 3l sall DOlgiul 8 Adle 36l aa <95% (35hy LA Jara599% ) slad Al
e L 183 50 [SJAml )l el (Bilan GSlaw by Aundl 5 3lSlas 2y aa dalladl

LSTM) (aaend) alaill = 3lai 5 63 jluda de 32 250 Jsl I Saall oSl Ly 5 551 o sbasd oy
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[6] Al ol el 199,429 il 38s liaa «ilangl) ¢ 55l Caieail (MLP <RNN <GRU ¢
SVM «KNN 4l ilaa ) ) sall s (CNN- LSTM) Gaandl alaill z3lad (i )8 asd
(99.4%) 48 eI KNN z3sai (33 Cua <Mininet 3\Slas 44y (e Naive Bayes s
il 8485 e ST aleny Laa cole i) s 282 (o3l 5 Judl LSTM el con B«
ot 1Sine L T3 00 [7]300 ) a3 cpanll g A8al) (ot ) 5, dall 40
Glly de gemse oladils CNN & Transformer <2 e iDDosTC
4 «CNNs GRU 5 LSTM gz e i 99.82% 4y liias «CICDD052019
) [8] el yall Caape of pal | Leall HLEAY) g Al AN Cum (pa anil) A0 gane
O Uil 3aasa SDN aSad a5 Alead CC-Guard anby <am Juld elds Jae
i) 1P (e shie L) a2t 1Y) Ala jall sl jall A (S e adid Ay DA
CNN- zisal e 4l As yall aaied Laiy ¢ Sasal) aiSU (1.0 dgasll 2.5 aadll
vl LS 0,999% 48 litaa (3833 Jghaa (e dpals 24 Jilaid GRU-Attention
Al e 3 )08 ae chlaSadiall (e Jarall Cadds g Yol Jaa il Agiaa dga ) )l 6& Uil
) 8 Uasale le g bl cilulall cijelsl ol 8 10-8 JDA dpmplall Al
A8 peat e &S Eua ((DDOS) e ) sall deaddl Cas Glasa dia ) Aeadiill
GOV s pe AlKGe Calle 5 8 )shia 5 dwe elihal oS3 il aladiily AN o)
bl
Laadll s Glaaa e oS Aaadiual) ol 8 el 5 e 05 48000 il )l &yl
Al il o Jlee ) any Ciaaie) Cus lina g 4 jaall AN 3 (DDOS) de 54l
<l )2 &S ) Leiw <tHMCs Random Forest s Decision Tree Jic aSaiall Jala I
«ayiaill 848y Jlef 383 CNN 5 GRU 5 LSTM i Gpeaall alail) z3las e (5 Al

e Apnanll G mad 5 s EY) Slo il diaa il dla) iyl g
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s dal el Baasia gl Lalail il Hall any <l s s 8 ¢(Transformers) <Y sl
3k 258 b il Ll V) o seadl oda dparl ae iUl 3axeie CileSadiall 4las S

e Sl (e 323 A3 e aladind ) ddlia) «ClSH ey @b g oSaiall e sl
A% (& (P4) Cllall (5 gina Aaa yo Gl )38 (e BaLELY) aae g 3 patall ) pall &S ja

Ldaad e aall
O e Al )y e (8 et 4 S e Aing 3 pad el (i) sda Jilad e WU
=bihal ¢85 #3508 G5 P4 aladiuly Clild) (5 sive (85 il G <l e ) A
ity 48y ST Glaad i€ o 4Kl dte A0l Badad ae caSaiall Jaly oY) e
58 el G Bandl s Riia e sl (B il s ) i) coSaiall e sl
Allall A8l 5 bl 5 stue e Saal) 2 jaid e o () g JalSia jUal ) Zalall
Jlsi g cAdaptive Thresholding e s <!l 4S ja ae caSall e 3 a8l 5 ccaiatl)
P4 O e pldad e Lgiiiad ) Conall 13 ooy Al ClLliall 2o 5 ¢pSaiall e Jaaial)
.SDN (& DD0S <and (e Gall Jaalll Calsll 49l A5l 401 5 <XGBoost <Ryu ¢

Ralgay Cad) (3ihha .3
Ll aSaid) o ST ek a3 Cus (Mlininet dw aladiuly Al Uil 3lSlae
daie LleXGBOOSt Fdset cu i Glilee Cy al P4 alasinly Jall 4as 5 sPython
o Ulae il jlEal (g ja cpa A dalladl 4o sall 5 ) s (e 33LEWGoO0gle Colab
38105 jdlall diall e Intel Core i5 gl 253« cUbuntu 20.04 alab ey Slea
Aoy ol Can LAY 8 Laga T30 Jlead) pallnd Cual Culilas 8 day 40 sde

Laadivaall 3 SN da Canlil 5 e jun i) ClEaN dadlae b aUail) 5508 e mlladll
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alaill 483 5 (Sl (he ) ansi (e (Ke Lae ¢ i€ 5ali () 93 73 gaill Qa5 BlSLaall 4 5 )
Al gl g lall 8 ad giall ) Sy JURd (S

A ) 1.3

bl ISl daaine JSE5 A i) Lyl 5 aliall (o de gene ) Canll 138 Ay
Al i) e HS N oda (el (K i) HUaill

ASall (5 ginna (o Joay SIGAD (5 jlara 73 a5 o 2(SDIN) Lime o 487yl Sl 1
GULall (5 gy echbubandl 5 axa g8l <l ) B &S e Jg5all (Control Plane)
zisall 1aa Sadiy 1]l ol Gy o5all 5 ya5 ge Jssadl (Data Plane)
(Global View) 4kli 435 ) clliay (Controller) aSaie JMA (e 3 laY) 4338 ja
8 e Slllaie ga) sl Lialinn Lt s Ll 8 Alle 405 50 4niay Las Al

213y Claagall el 8 Ly

S shos e ol w285 jaaall A gide dna gy A3 (o P4 ARk UL (5 sise Aaa 2
zanti Y S5l e Jiie JS8 (@V2IS) CISA 5 jeal 8 Glild) (s sl
ball lleaall Sins Y S5l Gass O e p el Aallae 248 iy P4
Cliban) Jie) s all A8 ja Jolatl diavade @l jae 2l Akl e (Ray Lae cBainall

) Sl Ui B Galad) s a2d Le a5 ¢[13] Jasal) Jala 5 e (8

& 5,8 aal (Machine Learning) V! alsill as) :ileagdl e caislly V) ALl 3
Laphall el aad o 508 3l el (V) alaill el 53 a0dd ey uan
e sl IS Gl 138 Ay 10 el Jlae 85 Ll @lli (e 5 yall 4S 1l
el XGBoost i Ashl iy ) Taliu) dlldy « XGBoost e sa
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«“he8ie (Gradient Boosting) 05 il A )l A
L) G e Wiy ddaad )5 ddhial) Glibull Aallae 8 Adlall LieliSy et
Clangd) uad (8 doulad daw a3 il 5 AS0all g 5all 4S a clily 8 dgladll e
Dl e S 230 G pand ) il 8 XGBoOst 58 (5aSE Apalall AS jall (e
Glallias (paal s ¢ 8 ensemble z s & (Weak Learners) ddmall )yl
L ¢(Overfitting) pavasill & Ll 8Y) 3 jals (e 2all (Regularization) sk
& s sale T8 565 XGBoOSE Lelal .[10] Aisall e cliladl o Jadl Lasant anay
Yoo AN Al V) bl il ) s e 40 lally S Cayiatl) alga (e 22l
sRandom Forest Jie Gl )l sa o @l i G (il el Jlaa Lo
halll Caisll dadail i aula Jale 8 5 ([15] Aoyl 5 480l Cum 0 KNN- 5SVM
Jie AL Cilliaia padind Auaddil) GlaSatall e adiad Lr\S\ il Hall eku eSaidl 4

SV aledll a3l 5 mad 8 Ls e Jil 23 315 <OpenDaylight SONOS
Ane yn Asguy 43y 483 jadhy A Ryu pSaiey 4 papadill dmay
il iy Aallee s XGBOOSE Uie zilai el Liulia aleay Las <[14]Python 3al
B EAERRN

) el . (Threshold) 42l :(Adaptive Thresholding) 4l el 4401 5
i) e Yoy Y of Lo saa @8l 1S Le 13 aanil Ly Caiusail] 3 gl il 45 e 3
oy LSl Agial) 400 0 685 ¢ g pall AS pa gk apend Aunlia (0S5 Y N8 A4 Aie

ol Laa 68yl g yall A8 ja dagda g pUaill Jaalll claY) e 2Ly Coldls dall 038

[4,7] (False Positives) 43Sl <l )y 4 Jolas g CadSl 48y (st
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Al slaall g A gl g Sl Dpntigh g slal) Al aan daaly Al
A2 e a8 saa) culf Cuuna 2025 ol 13 ) 47 dadl)
(P4,RYU, XGBoost, Adaptive Thresholding) 4=, il sSall s2a JalSi J<iy

i) s Claagd) e il JalSiall 4t canll 138 agle iy @3 Giall okl eyl
Olle Ao pu g Adlady SDN iy 8 Ll

g A Jall 2.3

ASall sas g 5 i) sas gzl (ian g (e 38 i el e il Jal) aaing
3 jn il s s bl Bam s o5 o _siball oLl bl Al (1) JSEN aia
Aalal ) Hat s (ol Ale oSt an 5 (15 Laky S e 31y 55l

Al Agall 4l 5 XGBoost s e dlaie Yl cilangll (o il

Data Plane Controller

(p4 switch) (Ryu)
Extract Update

Features

flow_IAT_mean
flow_packets
flow_bytes
flow_duration

XGBoost,
Adaptive Thresholding

£l Uil Zalall ) (1) S
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(P4 Switch) Ul a5 .1.2.3

GﬁLAS [9]2\3.\\.“?_%\31;(;9 ;\_ua_\uu.\)e‘.g_n'é.luc)hd\ EM\GSQDL\.\:\\ E.J;}e}?j
:‘;LG_AM oda Jaiit c(2) Jal

.(Ethernet, IPv4, TCP) ¥ S sigyll (o5 pxi o
L3030 330 ¢ JAThaw e ) aas o jadl 2ae 138NN &) e Sl o
P4Runtime/Thrift se Saiall ) 2050 a8

S P4 S 8 lgie auntl) (e

header ethernet t { ... }
header ipv4 t { ... }
action compute flow stats() {

meta.packet count = meta.packet count + 1;
meta.byte count = meta.byte count +
packet length;
meta.iat = now - meta.last packet time;
meta.last packet time = now;
}
control egress (inout headers hdr, inout

metadata meta) {

apply {
if (meta.packet count % sampling rate
== 0) {

send to controller (meta);
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Aia gl g Ay 9 5 ASilal) Apuatigh) slall Aluades

A e .0

daa) cull Cpuna .8

aaa daaly Ay
2025 sl 13 a3l 47 adad)

Incoming
packet

—>

Analyze:

Create registers:

headerfields | I Olo”rgﬁﬁnfzan ,| calculate_index:
Table: flow_duration L EL
match + action flow_packets
update statistics_flows: <

registers()

[9] il 2 g Jac 41 (2) Jal

aSaiall Ll 55 il sas 5 Lean5ad il Cllaidl g 53l (1) Jsaadl sy

Ul Bas 5 (e a3 Al Sl #1530 (1) Jsaa

P4 2 Jaud) ol

a gll

flow_bytes_reg

Bl b S el Jan

flow_packets_reg

Gl 5 al Jeal o

flow_duration_reg

éﬁﬁ\ Ry d;.u:

flow_total_IAT reg

(IAT) aoad o ) 38 & gena Jau
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(Ryu Controller) pSaill 3325 .2.2.3
VA (e Sl MAT) el cililee 51 el ARl b oSall Ban g ) g
.Python 4l RyuApp Gukicly o
Scaler liuse ()2 XGBoOSt zisai Jreal o
switch (e (SOlawll) @xill Glebiaa) Juiiul o
.(feature vector) & juall 4aia el g pailadll &) ASul o
sl aladiuly (Benign vs Attack) cauiaill Guki o
Al elal G Jualdl) aal) Jaail Adaptive Thresholding alaivl o
.drop )& sl ml_results Jsaa e switchJ) ) <l ) g4l sale) o
2(3) Jsally Jull o sl 28 (8 aSaill 3aa g Jae e ) (S

class DDoSDetector (app manager.RyuApp) :

def init (self, *args, **kwargs):
super (DDoSDetector, self). init (*args,
**kwargs)

self.model =

pickle.load (open ('xgboost model.pkl', 'rb'))
self.scaler = pickle.load(open('scaler.pkl',
'rb'))

@set ev cls(ofp event.EventOFPPacketIn,

MAIN DISPATCHER)

self.adaptive threshold = 0.5
self.target fpr = 0.01

96



Aila glaal) g Ay ) 5 ASilaal) Lpndigh o slal) el oana sl Al
A2 g a0 saa) ol puna o 2025 ple 13 2l 47 daal

self.delta = 0.01
self.window size = 100
self.decision history = []

self.fpr history = []

0.3
0.99

self .MIN THRESHOLD
self.MAX THRESHOLD

def packet in handler (self, ev):

features = self.extract features (ev)

features scaled =
self.scaler.transform([features])

prediction = self.model.predict (features scaled)
probability=self.model.predict proba (features sca
led)

threshold = self.compute adaptive threshold()

if probability[0][1] > threshold:

self.block flow(ev) wall | y>|

def compute adaptive threshold(self):

return adaptive threshold
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XGBoost Model
Benign vs Attack
— _S
) i .
Adaptive
L Thresholding P

ASaill 3as g Jae al (3) Jsal

UL apand A8y sk g da jddeal) @) jaal) 13.2.3
san s OO (e USaalinn A aiisall 4y gl Aglan V) 0l jaal) (e e gena o allaill adia,
D) 5 (ke A8 o o saa) Ciutadll ) 34T (e aSatdl pSal (P4 Jase) bl
:25 [9]DDOS lana )5 e 4S8 jal Al el ludl uSe e 163 380 <l jaall 238

33U (paa a3all JaaY) 222ll :(flow_packets_reg) Gaxill d aall Ja) o

(e (3035l dia )
i e Slilall KN aaall s(flow_bytes_reg) @il 4 <l Jka) o

CE!
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e glacall g il ) 9 ASilSaal) Luutigh) o glal) Aloids e dadls Aae
A g a saa) culh s o 2025 pls 13 23l 47 sdaal
.Gaaill oLl 40K 4 30 5yl o (flow_duration_reg) (8xill s @

<yl S|y g ganal) c(flow_total _IAT_reg) posdl om <l 36l ¢ sana @

D504 ga P4 Jase J31a 6 pdlie Sl oda Euaa o5 AU Al g i )

Caa ((Sampling) il a0 40 dlaie ) 25y ¢aSaill sas 5 @l ) cindl daja S
Ryu pSaie ) clibaay) ol (adle Jlu ) o

psaa BlSlan ol Jasall e aSaiall Leliing il deesal) bl die (4) JSAN Gy
.DDoS

Flow Packets: 9
= Flow Bytes: 486

& Flow Duration: 5.229738s
©® Flow IAT Mean: 0.581082s
™ Total Packets: 68664
™ Total Bytes: 3751340

aSadiall Lelading o lilall 3as 5 Lezand Al bl (e die (4) S
(Adaptive Thresholding) 4dsil ddall Jas 43 .4.2.3
DAl A a el HUl 3By el aSatll Ban s (panm A Atial) AT e 3
Loasn Y o3 lids | Sualios J< (DDOS) de sall daadll ina ilana 5 Anlall
538 L&l Cua ((Static Threshold) 4l dse e aaiad Al Ll ol dalail oo
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aldaill Laalll 1o e 2l Lalal Copuatll ) 8 MY daadivudl Agiall dad Jiaed o
Y Qa8 G e ()58 Biad sa el Caagll 3 il g all AS ga dagda
Qi casan Ll o due Ll A8 jall Cayual e 423l (False Positives) 4alsll

Al (4S5 08 Al Gilesa LIES) GUaill e & o5 ll(False Negatives)

:L“;USIS Ryu Sata (;% A00Kil) Aiall Jaad
2y b o (0.5 «dliall Jasme o) 451 Aty sadl iy 1Al ) Aial) yaat 1
ol iy e z35aill Y Y1 Jidadl e
ey 3380 DA Gyl il oy a3 5 481 ey plaill o g8y s Baall) o aY) 481 5 2
(Caia 100 AT Slie) culidaill (e 236 sl Jodi (Sliding Window) 48 _yaie
Sl LA Y Jare lus &5 3(FPR) 43S @l i) Joa Glua 3
‘;"\S\ Aopdall Ciladntl) A Jaxall 138 Jia AS il 32801 038 (pesa (current_fpr)
psb Ll e U Ledias o
Caagiual) L3SN @l HIAY) Javas current_fpr 4olie 3 sciagdly ¢1Y) 480 4
(001 5 1% Sia) £1Y) 325 (lesal (target_fpr)

AR A e ey 1Ll Agal) Jos 5

Oe s ja€aae asas 13l scurrent_fpr > target_fpr O\ 1Y) e
e delta) cul laie Aall dgiall Ao saly) &3 (A LIKY ) Hlasy)
oo Glel A8 Gl L daasn T Gl dlee Jeal (0.01

Lossa 303 i Y (probability[0][1]) z3.sell
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4 Loy (380 ol of ) 13 iy scurrent_fpr <= target_fpr oS 13 o
(delta /2 Sia) Ciudla (S dginll Aad mds (K llall o34 & 3
Jsiia (5 simn o Llial) ae dpiald) Cilangdl CLESY kil dpulua 30l 3

A @l AN e

il aa 5 (0.5 SHe) Aol aa s saaal) Aadl) a2 cAdall AiaY) a9l 6
Jlad g ilaie (33 b Aal) eli laal (0.99 <Dlie)

JS Jas G el Agall 43015 XGBOOSE el 55 e alldl) Cariaill 23 gt JalSiy
Jadll" 50 celiaaVl olSAl 73 gad sty Laiy Aglle 4l 30US (Gaaal (6 )AY) Legia
A aiuall dbasy) @ jadl e sl Losan 3axll o 6S of Adlaal) 3 ) "yl
iy (Ll lee )8 ) oVLaa Yl oda aa i "S53 adie" € 4ail) Al 40 s
U o g2 (38 Canial & 438 e i (1 50 ) ow Adllaial As )0 XGBoost g3 s
dgiall Ao llaia¥) da all G )glad 1)) Can ey (g JlixaS Al Al Jaam
Spelall Gkl ) i Jy caad) 13 die A8l el Vg a gagS (B8N Cala) dAlall
Lo Jlad 5 (L3I ol HIAY) Jana) Aol A bl i) 8 =3 galll elal 20Y1 () 5 Caa
iy Slaagll Al dpuball cp BBV 515 Giadl Ungin o T3 saaa Ll dsal

AN gy

A S5 il pUas Y A Gl e aiay ol CalIS (e aUaill oS3l 138 J3ay
s 2l Al 5 pall AS a5 puiall CagpBall A3 5 ey Alaiu¥) s (ol 4y auas e
) (DDOS) de ) sall daddll Cana cilaad LY Tilad () 5S40 JSS il 5 4,630 dgal)

eSadl) (3axl) cililian) 85 S ol ity
rdga ) sAd) G 43,3
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3 .[11] CICDD0S2019 (x Syn.csv s DrDoS_UDP.csv <lilull de gana LA o3
e Olladl dawm ae XGBoost  Amelsa aladiuly zieadl  cwd
:JulSRandomizedSearchCV

learning_rate = 0.1

max_depth=6

n_estimators =200 e

subsample=0.9 e

colsample_bytree=0.8

scale_pos_weight=1

eval_metric ='logloss' e

objective = 'binary:logistic' e
S Tl Caunaill Bl Aial) 33 o3 WS ol iy 35S Fl-score plaaiul o
flow_duration Jeds daubud < e e 38 5l a3 )l 48 ueadl Youdendsibias)
Gl pallad e i Sl flow_packets s «flow_bytes «flow_IAT_mean ¢

Slaagl) caliasly Aball il Sull)

ekl StandardScaler Gk ae < LA 30% 5 <3l 70% () Lkl anndi (6 2
) Jals an L._sﬁi bl ) 58 aae Al dallae s Ll 431 gal SMOTE 5 al
B c(Recall) slexiw¥l ¢(Accuracy) Ml Jedi mamie  Geslie Hlasiuly
< el Apeal Qs ) 48la) <ROC-AUC 5 F1-Score «(Precision )4zl
kel maan s 3 saill Lada 3 ol il LS dlee 8 1,80 (ailadll ST aail

.(label_encoder s scaler) Jis sacluall
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e slaall g Ay g 9 LlSiall dpntig) o glall Aluaus oaes dasly dlaa
S e a0 03] Sl e g 2025 ple 13 332l 47 daad
canfil) Lpanlia Calidae e 8 haaia il 5 Wlle o)af Aeadiuall Zaa ) ) sall o a8 il & elal

1.0 4nlayy) 48 4o clas Liw ¢0,9981 (Accuracy) gisadl 48y Culy dua

€0.9991 <l F1 4asf (e Liul La <0.9982 (Recall) slexiuw¥) Jaee 5 «(Precision)
(5) JSall L LS e 36 Sxy Lae 0.9598 dad  ROC-AU

- **Dataset®™*: CICDD0S2019 -

## Performance Metrics
- **Accuracy®*: 0.9981
- **precision®*: 1.0000
- **Recall**: ©.9982

- **F1 Score®*: 90,9991

- *¥ROC AUC**: ©.9598

- **0ptimal Threshold**: 8.3785

## Features
['flow duration', 'flow IAT mean', 'flow bytes', 'flow packets']

A Al i il (5) JLal)
1Rl B LSS 4.3
ol daaal 5 A8 Lis sl sha ¢ L3Y [12]Mininet 4w Gana - yiall plaill 3lSlas s
¢(Hosts) (s 43l Open vSwitch (OVS) & 55 (e (Switches) <¥aw day )l
¢ (IP =10.0.0.2) asaall S h2 Cpadl anadd &5 Ryu aSaie by ) soa dua
LeS Balina g Apasnd 5 0 A8 pa gl Adlise Wase e AV Guiaal) o) 58 5 Laiy
(6) JS3
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rommlsd (80 383 e avaaidll 1o jlas) S5,
“de ) 5all DDOS Cilangl duadl 5 5lSlaa 11

2 o aaiad Cua L€us s Wil jaa 3 i) Lgianday de ) sall 202dl) Cian Cilead
Cnaaleal) i) w355 priar aagl olatly 5 )lia 5 e A8 A5 A sbeadll e S
Ay Adlaae e La clangdl a8l 0 sl 1) sl (8 s s00mte <3 e

il

BASM&.IS.LAI‘*_‘\:U & bl L‘:J‘-' eun.ﬂ\ BJ.ﬁ )Lﬂ;\ 2

A 5n e Can () ) darie (Sod Bln e CaSSH AT sl GV 3ie B2 3 5a g ey
QNLM‘;L?M\BJJE)M‘@&JMMAQJ\}MMBMQ\JM}QJ})A\
Baina Aty <l Ahiia lSud d adlal ) 8 T e 8 Lo cidane e Ay 8 i)

Ac jsag

Alise Y e (e ) ge (pniaa Bac (e ey Cun (DDOS) & 5 sall 4 gl ananali o
A ¢l hping3 aladiul &3 (JEall Jaw Je laagll Zamd) 6l Cila g )Ll 3lSaal @lld
;A";ums h2 asaall e saaeia jabas (e UDP Flood <ilena

h1 hping3 --udp -p 80 --flood 10.0.0.2
h3 hping3 --udp -p 80 --flood 10.0.0.2
h4 hping3 --udp -p 80 --flood 10.0.0.2
(AAE h2 sl saisaais jalias (e Syn Flood Sleaa a6 o
h1 hping3 -p 80 --flood 10.0.0.2
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h3 hping3 -p 80 --flood 10.0.0.2

h4 hping3 -p 80 --flood 10.0.0.2

i€l e aUail) 5 58 a5 Al Jal Bl sae o e sagdl Jaadl w55 138 (g
Ulad 353 90 10.0.0.2 dunall [P o)gie oF (pe el 25 LS, Aag puad) lata¥) 5 aall
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SDN Software-Defined Networking
DDoS Distributed Denial-of-Service
P4 Programming Protocol-Independent Packet Processors
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ROC-AUC Receiver Operating Characteristic - Area Under Curve
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