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Confidentiality Enhancement of
OCDMA Networks Based on Zero-Cross
Correlation Codes

and Logic Gates

Eng. Hanan Hassan Dr. Jouman Abou Jeib Pro.
Abdulkarim Assalem

Abstract

The importance of security in optical communications networks is
increasing day by day since an eavesdropper can intercept data
using advanced equipment and can also tap this data. In this paper,
confidentiality has been improved by incorporating zero cross-
correlation codes with an optical EX-OR gate using in the
encryption process. The data in the OCDMA network is encoded
and then encrypted to protect data from eavesdroppers and any
others attackers.
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In this work, the network performance before and after being
eavesdropped using optisystem17 is analyzed , and evaluated in
term of bit error rate (BER), quality factor and eye diagram at
different transmission distances is also analyzed. The results
showed that the encoding process using ZCC codes has higher
quality and better performance compared to other 1D codes, in
addition to ensuring the confidentiality of the transmitted data by
using EX-OR gate.

Key Words: Optical Code Division Multiple Access Networks
(OCDMA Networks), Optical EX-OR Gate, Zero Cross
Correlation Code (ZCCC), Bit Error Rate (BER), Q-factor.
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