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Design of a Network Intrusion Detection System
‘Using Complex Deep Neuronal Networks

D. Basim Oumran Malak Fetaroni

Abstract:

With the tremendous scientific development in various scientific
and industrial fields, and as a result of the use of networks of
various kinds (computer — communications and information), and
in order to protect these networks from penetrations, scientific
studies began to detect intrusion of all types. In this research: 1-
a new network intrusion detection system has been designed
using complex deep neuronal networks capable of detecting
cyber—attacks, 2— and it is also trained and tested on the standard
dataset KDDCUP99 on pycharm program, 3- good results were
obtained, 4- as it was compared with intrusion detection methods
using similar deep neuronal networks and traditional machine

learning algorithms.

Keywords: Cyber Security, Intrusion Detection System, complex
Deep Neural Networks, Deep Learning, KDDCUP99 dataset,

Computer Network.
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oufput: | [(?, 13)]

concatenate: Concatenate

dense 2: Dense

dense 3: Dense

mput: | [(2,64), (2,9), (%, 13)] 553 (3,4,5) Lasdll il
ouput 08 |« s e oseae (86,128,128)
mput: | (7, 86)
output: | (2, 128) 19 (s a3 AN Ja) dada
mput: | (2, 128 - wmput: | [(7,19
1 ( ) Time based fraffic_features: InpufLayer 1 [ 1901
output: | (?,128) output: | [(?, 19)]
mput: | [(?,128), (2, 13), (2, 19
concatenate 1: Concatenate ! d h( - ), ()
output: (7, 160}
/
mput: | (2, 160)
dense_4: Dense
- output: | (?, 236) daad ) calashal)
¢53(6,7,8)
(160,256,128)
mpuk: | (7,256 .
dense_5: Dense 1 ¢ 25 g\\}d\ e
oufput: | (?, 128)
nput: | (7, 128) s goall dsh
outputs: Dense ) gtac
o output: | (2, 1) 4/ o5

Algenll 4 gumal) 4031 4 16 JS2
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A Rally milist) .11

Al iy 4SO Gl lsall Gada sale) & Rl masaill sl
o dacadl aiadl diaall dugaanll AE QUK cdalel) dfseal) digrasl)
3l aran A3lae sale) &3 Capyaill JWS) aayy (KDDCUP—99 chlilyll e sanse
U ae A8laay Xl aay el sl #asaill Hlad) 250 (4) Jsaall mas
Nl sale) &5 ) (65831 il lsall

(@AY eyl pe dibliay saall gz dgaill HLasl il 1(4) Jsaa

Algorithm Accuracy | Precision | Recall flscore FPR
DNN-New 0.949 0.999 0.915 0.955 0.001
DNN-3 0.928 0.999 0.915 0.956 0.001
Ada Boost 0.925 0.995 0.911 0.951 0.005
Decision Tree 0.931 0.999 0.915 0.955 0.001
K-Nearest 0.929 0.998 0.913 0.954 0.002
Neighbour

Linear Regression 0.846 0.988 0.819 0.896 0.012

Navie Bayes 0.929 0.988 0.923 0.955 0.012
Random Forest 0.927 0.999 0.910 0.953 0.001
SVM-Linear 0.811 0.994 0.770 0.868 0.006
SVM-rbf 0.811 0.992 0.772 0.868 0.008

AGE e A i e Jeml LA el daapsla of a3 o(4) Jsaad) o
bl b Leadied) L ) e e o a il cdolal) Liseall Al
Lokl ddiaal) A0ED e saaall ddieal) AGEN G0 Laadl oSl ¢ [7]4alld

sl DNNs )8 Caw 138 oY) RIS V) alall ey lss aaens
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Caidy M) J2al) ayg ) ALYl ¢ Jall appmall cld clyually clilall A
Clad)lsally 4lie vie Ball () Gl ISl dladl) aae S Lo el
il of ((10) AL Cappaill e 232 e a2 e 382 Jumdl cilae L5 2V
Sle Jsanll 1000 Llall dipenl) Lgumall 4l Cupsi 3 a3 o J8F L)
S Wylaed) Al Gaaeaal) A58l of alad) as 23S iy () g 0.93 480
IS Djlie 48Y) cllabaiall maag L J3al) a)si o capaill e e ) Lega

(7) JS& e piall (ki

Accuracy

0.949 | 0.928 § 0.93 § 0.925 | 0.931 ] 0.929 0.929 | 0.927

.811; 0.811
0.8 J_08

Accuracy il 43)la. :(7) J<a)

ijlie 0.949 48y Juail o Jias 58l zisaill of ¢(7) JSEN e L

AV Sl Al

FPR

0.001 | 0.001 | - I 0.005 | 0.001 o.oon_o.o1zJ_o.o1zo.oo1o.ooeJ_o.oos

SR, S P e R A e
S & & ¥ © & &

AN cllady) Jaee 3l £(8) JSal
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0.001 338 cililay Jone e duas i) g3l o(8) JSaN Ga Laadls

gt Cudlh e lsd cllin 8 Jan Aumbiie A
Recall

0.915 1 0.915 1 0.915 § 0.911 } 0.915 § 0.913

Aggaal) lolady) Jase 45lie 1(9) il

P cAiis Glalay) Jaxa Sl o Jpasl) s Navie Bayes 4} )lsa < o8
.0.915 4ad 3is 7 yiall z3gaill 8150.923

scala yiial)y il .13
Slo laagd) Galimgy Jlaal) (o€ Aakil 8 Lelled cidl Guaad) alaall @l
Sl Al iy . V) aledl) (3hh ae Ajlhe Al (RS Ay a3 (S,
o boan ) duadl Cand) 138 8 aalill 5 o) saiea) Aipendl S0 e 3l
¥ caay A8l Balyl AL e Al o) ASHn Gua e agy caa

ST il 3l
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