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Study and enhancing the performance of
hiding steganography algorithms inside
video files

ABSTRACT

In recent times, the importance of the communication over the Internet
has increased rapidly. Accordingly, data security becomes a vital issue,
as there are many hackers empting to accessing private data of others
and steal or modify them. Hence, hiding information appeared as a way
to hide the existence of secret data within another cover. This cover
could be an image, audio and video. Using the video as a cover to hide
secret data is safe against hacker attacks compared to other multimedia
due to its relative complexity compared to other types and due to the
redundancy of data that allow it to be included in a large amount of
secret data in addition to the fact that video streaming over the Internet
is very common and therefore it is unlikely that be suspicious of
hackers.

In this paper, an image is hidden within a video. First, the secret image
is compressed using an algorithm Deflate, the header information is
encrypted and then the header is hidden in the first frame , the secret
data are hidden into selected number of video frames after finding an
optimal algorithm to find the best frames for hiding. Therefore, there is
an extra safety. thus, reduces the chance that the hidden message being
detected. This offers the best ratio MSE (Mean Square Error) and
PSNR (Peak Signal to Noise Ratio) Compared to other methods.

Keywords: Video Steganography, Deflate, LSB, Robustness, MSE,
and PSNR.
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from HK _F)
(SUM_1F
).
2 10 195 8 0.975 80 200 4 1
3 160 190 7 0.95 20 170 6 0.85
4 30 160 3 0.8 140 140 3 0.7
5 90 150 6 0.75 200 90 5 0.45
6 150 90 5 0.45 99 80 1 0.4
7 190 30 4 0.15 170 20 2 0.1
8 195 10 2 0.05 3 3 7 0.015
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Frame Number of
Video file
Dimensions frames(max)
drop.avi 256%240 153
flame.avi 256*240 80
xylophone.avi 320*240 141
(3) Jsaad

leaailind g Ay Sl S Aariiaall unajall jgall (g e gana 4 Jsiall (e
~9 A

Image
Secret Image Size(KB)
Dimensions
Barbara.png 512*%512 31.5
Lena.png 512*512 500
Baboon.png 512*512 55.4
Colored
Peppers.png 512*512 32
Airplane.png 512*512 27.2
Clock.png 768*1024 62.5
Cameraman.png 64*64 2.65
Cameraman.png 128*128 7.39
Grayscale

Cameraman.png 158*158 10.5
Cameraman.png 256*256 37.8
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