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Improving The Performance of
Classification Algorithms for Internet
Protocol Traffic in 5G Networks Using

Dimension Reduction Techniques

Abstract:

With the increasing number of internet users due to its rapid
development and expansion, there has been a surge in network traffic.
Consequently, the classification of logical IP traffic addresses has
become a pressing necessity. The utilization of classification methods
relying on packet payload inspection and port examination has
decreased in most modern applications. Research endeavors have not
delved into studying traffic in 5G networks, nor have they addressed
the challenge of massive dimensions in datasets, rendering the
classification process costly. To address this, we employed a model
for classifying traffic in 4G networks and enhanced it to operate
efficiently in 5G networks, characterized by denser traffic. This was
achieved by increasing the classification accuracy by 4% to reach
88.45% and reducing the training and prediction costs by an
impressive 98% after dimension reduction using the Fisher Score
algorithm, which selected 28 features instead of the original 64. The
same classification algorithms were applied to the proposed old
model, including Decision Tree, SVM, K-nearest Neighbours,
Random Forest, and Naive Bayes.

Keywords: IP traffic, packet payload, Fisher Score algorithm,
classification algorithms
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Recall = TP / (TP + FN)
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F-score = 2 * (precision * recall) / (precision + recall)
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Random Forest 4usj lss alosiul dles¥) (s S Lula¥) ULl de sane Ao 7 3saill (1) ilii 23 Jpand)

Correctly Classified Instances 1614 84.99%
Incorrectly Classified Instances 285 Vo, %
Mean absolute error 0.12

Root mean squared error 0.21

Total Number of Instances 1899

Training Time 1.38368 s

Prediction Time 0.10853 s

TP Rate 85%

FP Rate 13.6%

Precision 84.9%

Recall 85%

F-Measure 83.7%

Random 4 lss alasiiuly sles¥) s Jd la¥) bl de pans Ao coprall z3saill SI5)Y) ddsdens 4 Jpanl)

Forest

f | <— classified as

veul v| | v|

¢o a = EMAIL
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Correctly Classified Instances 1Iva 8A.£0%
Incorrectly Classified Instances 220 YY,00%
Mean absolute error 0.06

Root mean squared error 0.17

Total Number of Instances 1899

Training Time 0.02049 s

Prediction Time 0.00075 s

TP Rate 88.4%

FP Rate 6.6%

Precision 88.1%

Recall 88.4%
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4G Fourth Generation

5G Fifth Generation

csv Comma-Separated Values

DPI Deep Packet Inspection

DNS Domain Name System

FN False Negative

FP False Positive

FTP File Transfer Protocol

HTTP Hypertext Transfer Protocol

IANA Internet Assigned Numbers Authority
IP Internet Protocol

LW-DPI Lightweight Deep Packet Inspection
MLP Multilayer Perceptron

P2pP Peer-to-Peer

PCAP Packet Capture

PCDA Probabilistic Counting Deterministic Automata
QoS Quiality of Service

RBF Radial Basis Function

SVM Support Vector Machine

TN True Negative

TP True Positive

VOIP Voice over Internet Protocol
wWww World Wide Web
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