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Abstract:

Fraud detection systems: are systems which mainly aim to
determine the type of user’s current transaction, whether it is a
legitimate or a fraud transaction. Fraud detection systems aim to
reduce the negative effects of fraud and permanently study its

working methods and advanced algorithms, to reduce its effects.

In this Article, researcher has improved the accuracy of KDD’s
algorithms by using user behavior’s datasets, (this dataset has built
by studying attributes, behavior and interactions of user with
website), after that, he has compared the results of this study with
results of applying KDD’s algorithms on datasets which don’t take
user’s behavior as basic standard in building. There was a clear
improvement in accuracy, especially with the increase in the number

of records in the database.
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Correctly classified Instances 81540 95.433%
Incorrectly Classified Instances 3902 4.567%
Kappa Statistic 0.833
Mean absolute error 0.0008
Root mean squared error 0.024
Relative absolute error 21.9704%
Root relative squared error 53.2988%
Total Number of Instances 85442
===Detailed Accuracy By class ===
TP Rate  FP Rate Precision Recall F-Measure MCC Roc PRC
0.747 0.000 0.942 0.747 0.833 0.839 0.911 0.779
1.000 0.253 0.999 1.000 1.000 0.839 0.911 1.000
AVG 0.999 0.252 0.999 0.999 0.999 0839 0.911 0.999

Class
1
0
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Prediction
Not Fraudulent
Fraudulent

Confusion Matrix and Statistics

Reference
Not Fraudulent  Fraudulent
81449 2399
0 1594

Accuracy :95.323%
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Algorithms Weka Rstudio
K=3:.KNN 95.433% | 95.323 % 95.378%
K=7.KNN 95.593% 95.455% 95.524 %
Navie Bayes 95.813% 95.772% 95.7925%
Logistic Regression 96.632% 96.451% 96.5415%
SVM 97.491% 97.421% 97.456%
Navie SMOTE 92.029% | 92.3738% | 92.18645%
Decision Tree 93.199% | 93.0856% | 93.14223%
Random Forest 92.71103% | 92.997% | 92.854015%
Decision Tree SMOTE | 91.09377% | 90.2627% | 90.678235%
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Accuracy AVG
Algorithms Weka Rstudio

K=3.KNN 92.325% | 91.9952% | 92.1385%

K=7:KNN 92.5598% | 92.137% | 92.3484%

Navie Bayes 91.926% 91.0725% 91.499%

Logistic Regression 94.6398% | 94.1495% | 94.3945%

SVM 95.599% 95.279% | 95.4141%

Navie Bayes SMOTE 88.3139% | 88.1379% | 88.2259%

Decision Tree 84.951% 84.5426% | 84.7468%

Random Forest 86.348% 85.42% 81.884%
Decision Tree SMOTE | 81.74905% | 80.969% | 81.359025%
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Accuracy AVG
Algorithms Weka Rstudio
K=3<KNN 96.562% | 96.421 % | 96.4915%
K=7.KNN 96.722% 96.689% | 96.7055 %
Navie Bayes 96.988% 96.896% 96.942%
Logistic Regression 97.742% 97.682% 97.712%
SVM 98.212% 98.102% 98.157%
Navie SMOTE 93.454% | 93.3712% | 93.4126%
Decision Tree 94.252% 94.201% 94.2265%
Random Forest 93.992% 93.912% 93.952%
Decision Tree SMOTE | 92.431% 92.391% 92.411%
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Accuracy AVG
Algorithms Weka Rstudio
K=3:KNN 96.964 % | 96.932 % 96.948%
K=7:KNN 97.102% 97.098% 97.1%
Navie Bayes 97.343% 97.251% 97.297%
Logistic Regression 98.112% 98.073% 98.0925%
SVM 98.802% 98.779% 98.7905%
Navie SMOTE 93.763% | 93.6441% | 93.70355%
Decision Tree 94.6905% | 94.6211% | 94.6558%
Random Forest 94.378% 94.312% 94.345%
Decision Tree SMOTE | 92.7122% | 92.7012% | 92.7067%
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