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Improved communications security and
optimal management of the Fieldbus protocol
In SCADA systems using DNP3-OPC

Dr. Massoud ATASSI. Associate Professor at Mecatronics Engineering
Department — Homs University

ABSTRACT

Fieldbus protocols of various types form the basis for industrial
network management, ensuring reliable transmission of industrial network
data between nearby or geographically distant network nodes. The
performance of industrial networks relate with a set of parameters such as
frame latency, network utilization, link throughput, frame rate per second,
etc. Several factors affect these parameters, including the number of nodes,
frame size, network topology, transmission line quality, and the type of
interface devices that connect the network nodes. The high performance of
an industrial network reflects its ability to meet real-time requirements and
the quality of service that meets the required needs.

The integration of SCADA (Supervisory Control and Data
Acquisition) systems using the Open Platform Communication (OPC)
protocol allows for optimal network management, as SCADA sub-units
(RTUs) connect to the master unit via DNP3 (Distributed Network
Protocol) communication links. Its advantages include reliability in noisy
environments and signal interference. It is a communication protocol
widely used in power, hydraulic, and gas plants, particularly in the remote
monitoring and control of equipment and devices. One of its disadvantages
is that it is vulnerable to several attacks, such as hardware tampering or
man-in-the-middle attacks. Therefore, we proposed the first improvement
of DNP3 information security using the Diffie-Hellman algorithm. This
algorithm was simulated using the Python language, and we noticed that
users obtained the same key value despite the presence of an eavesdropper
on the line, and although it obtained the values of p, g, A, B, it could not
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obtain the secret key K, because it did not know the secret values chosen
a(160, 212) and b(114, 601) by the sender and the receiver. The second
improvement was achieved by using asymmetric cryptography by
applying it on the Modbus network to sign digital certificates and
exchange keys using the OpenSSL tool. This type of encryption provides a
secure feature in data exchange, which solves the problem of insecure
channels and protects against hacking.

An industrial network model is realized using the Modbus serial
bus protocol. Using the OPNET network simulator, the results were
analyzed to determine the optimal values of the factors that affect the
overall performance of the industrial field network when the data volume
and the number of frames change, thus achieving optimal management of
the Modbus protocol. We found that bus utilization increases with the
number of nodes in the network and the size of the transmitted frame.
However, the delay time also increases. Therefore, to achieve the real-time
threshold of 0.5 seconds for an industrial Modbus network with a
transmitted data size of 256 bytes, the number of nodes must not exceed
1,000 nodes. The importance of the research lies, firstly, in achieving
information security and protecting the network to eliminate the risk of
attacks. Secondly, it defines the maximum number of nodes to provide an
indication of increased network utilization, which leads to an increase in
overall network performance.

Keywords: SCADA, DNP3 Security, Diffie-Hellman Algorithm,

Modbus, Modbus Protocol, OPNET, Network Uutilization. Asymmetric
Cryptography, Openssl.
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Al Glall o1y e (MTU dujall bl assg HoUaY) ans 28l 23e) lalal)
MODBUS JsSsiy st dacliall Fieldbus <Ny gl aal axais ally delial)
[19]. Auduall sl 5

(9 Master) aic 10 (1o 4ilsModbus dielia 4803 7 igas (7.2) SN ekl

‘Slaves/

24



Aca glacall g il g g LAl Ayarigh) o glal) Aldas Uaes daala as
) gaa a8 2025 pls 5 2l 47 alaal)
T e T e VR o T e S B e e T T ——

Fle it Vew ScoenTogology Tl Sanicrs Protocohs NeDoctor Flew Aniyse 065 30NV Dwsgn Windews Hep -

DEHASHD0 POV R I TANE rx #QRE UAS

59 siula (e dilhe Lelia 404 1(5.2) Jsdd)
silidl) Jutatg Ay
Gy (gaelual J<y A liall Aal b Aaglil) agall sae 5alyy a5 1 1Y) Al

-

85 ) F5 8Byte e o Y aaa Cudii ae (2000-1000-100) Y1 Jusdestl
Al 10 saad 58l Jiris 25 Cum A3 ) 5l (e

25



pladiuly A1 aY) asatl) dalaif A Fieldbus JSsigsl Liall 3131 g clua) (el G

DNP3-OPC

average (in Custom Application.Packet Metwork Delay (saconds))
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V) G2y Python 4al danle plaliy (4 daa) )lead slSLal) i

# Generate prime number and generator

import random

def generate_prime_number():

Generate a random prime number between 100 and
1000.

prime = random.randint(100, 1000)

while not is_prime(prime):

prime = random.randint(100, 1000)

return prime

def is_prime(n):

ifn<=1:

return False

for i in range(2, int(n**0.5) + 1):

ifn% i==0:

return False

return True

def calculate_public_key(prime, generator,
private_key):

Calculate the public key using the Diffie-Hellman
algorithm.

return (generator ** private_key) % prime

def  calculate_shared_secret(prime, public_key,
private_key):

Calculate the shared secret using the Diffie-Hellman
algorithm.

return (public_key ** private_key) % prime

prime = generate_prime_number()
generator = random.randint(2, prime - 1)
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# Generate private keys for Alice and Bob
alice_private_key = random.randint(2, prime - 1)
bob_private_key = random.randint(2, prime - 1)

# Calculate public keys for Alice and Bob

alice_public_key = calculate_public_key(prime, generator, alice_private key)
bob_public_key = calculate_public_key(prime, generator, bob_private key)
# Calculate shared secrets for Alice and Bob

alice_shared secret = calculate_shared_secret(prime, bob_public_key,
alice_private_key)
bob_shared_secret = calculate_shared secret(prime, alice_public_key,

bob_private_key)

# Print the results

print("Prime number:", prime)

print("Generator:", generator)

print("Alice's private key:", alice_private_key)
print("Bob's private key:", bob_private_key)
print("Alice's public key:", alice_public_key)
print("Bob's public key:", bob_public_key)
print("Alice's shared secret:", alice_shared_secret)
print("Bob's shared secret:", bob_shared_secret)

Prime number: 193 Prime number: 877
Generator: 137 Generator: 545

Alice's private key: 160 Alice's private key: 212
Bob's private key: 114 Bob's private key: 601
Alice's public key: 108 Alice's public key: 553
Bob's public key: 27 Bob's public key: 694
Alice's shared secret: 1 Alice's shared secret: 647
Bob's shared secret: 1 Bob's shared secret: 647

(1, Zbiall dag uin o Ilas (Master-Clients) oseasiwall of mtll o Ll
Jean adl a2y dadll e Jan day ol 53620 Cunll Jie Cilans 3505 22 K 647,....)
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LS Clients culyhall of ¢dlanll 45l <L) adsall salgll) odn iy diailly dial )

A a8 PR
M C gl =
Tl M

oe_ead| Jalicall
Userl User2

3.,)3\9)&2}\ Glalgdd) uddag @3‘93 (58) Jead

OpenSSL_31.Y) aladiuly jllial & pdddl) & Luwi ) cilghill

B) padiun il e g8 s (Asymmetric Cryptography) Hhliial e jdlal)
alall ~lidall aadiny . (Private Key) pald ~Uiay (Public Key) ale »Uia szliall (4
oW B3 gy il e psll 13 L adil) Gl alall ~ Ukl aadid Laiy o padal
Jio lipdaill Gulie aleny lae coaldll -l 4S5 J) dalall g5 bl Jols
celiall Jalsis el e il
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openssl| dhparam —out dhparams.pem 2048
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openssl dhparam -out dhparams.pem 2848

saie (< ol g (2
taanlle

openssl genpkey —paramfile dhparams.pem —out client_dhkey.pem

openssl genpkey -paramfile dhparams.pem -out client_dhkey.pem

: ea&ﬂo

openss| genpkey —paramfile dhparams.pem —out server_dhkey.pem

openssl genpkey -paramfile dhparams.pem -out server_dhkey.pem

il Jolg dlee (3
1Al Aalall aBalan Juiyy Jaanlle
openssl pkey —in client_dhkey.pem —pubout —out

client_pubkey.pem

tranll Aalal) ADalase Js edL&J\.
openssl| pkey —in server_dhkey.pem —pubout —out

server_pubkey.pem

openssl pkey -in server_dhkey.pem -pubout -out server_pubkey.pem

openssl pkey -in client_dhkey.pem -pubout -out cliemt_pubkey.pem
rl il - liddl g (4
el s e @
openssl pkeyutl —derive -inkey client_dhkey.pem -peerkey

server_pubkey.pem —out shared_secret.bin
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openssl pkeyutl -derive -inkey peerkey server_pubkey.pem -out shared_secre
t.bin

tpdldll uils ee
openssl pkeyutl -—derive —inkey server dhkey.pem —peerkey

client_pubkey.pem —out shared_secret.bin

openssl pkeyutl -derive -inkey server_dhkey.pem -peerkey client_pubkey.pem -out shared_secrg
t.bin

Y La) il o jilal) - Uil pladsul (5
palill Apnlie dapa ) @ jilall ~ Ul Jigaie
openssl enc —aes-256—cbc —kfile shared_secret.bin —in command.txt

—out command.enc

openssl enc -aes-256-cbe -kfile shared_secret.bin -in command.txt -out command.enc

DAY Gaplall eyl clie

openssl enc -d -aes-256-cbc -kfile shared secret.bin —in

command.enc —out command_decrypted.txt

openssl enc -d -aes-256-cbc -kfile shared_secret.bin -in command.enc -out command_decrypted.txt
Pl ) a2 (6
QL) U8 5aY) i i dsanlle
openssl dgst -sha256 -sign client.key -out command.sig

command.txt

Bl e @il raalalle
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openssl dgst —sha256 -verify client.pubkey -signature command.sig

command.txt

o TETCEN i T T T el AL

claagl) M Alaal) 44
tCuatil) aa Llane
Sl e pudl gl Jus Y -
2 i e ) Jlil Al S -
Man-in—the-Middle:,saa 2a 4laae

daad) Clalgd aladiuly sl 41 may -
(La)) adAL daBga Balgds o L)

openssl req —x509 -newkey rsa:2048 -keyout server.key -out

server.crt —days 365

JS S el pepliall s — L9 Ll cledaad) et — 255 iliall Eypaas
Jlail dala

Ldsl) eludlata
R aed cailaal) Joli) A0 dadlias dla e dilealy ModbusJsS sy el
o) GULIAES
Al el Eaatl 40Ty DHWeal (el (1335 zlaall 3yl
Cilabeall ¢pianl 488 58135 saine ylus Clilee aeal 33¢aY) Clilbie—
Jal) adled
AL cludal) s @b oS4 Y cpalall Z sl Gyl 13 s s e el Gl
i) e a0 e Al claleall an Sa tille A3y e
Sl Modbus JsSsis s (358 dlia) daudaS 4ipdai Sy 155350 dalai] aa JalSi-

-

Al .6
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SV OUYL bl aan iy Ledie Aglial) Qe lial) 40l olall o109 d 55554l
. ModbusJSsig il Ll 330 Jsall 256 Byte

lhase Holaty ¥ Cumy AN 8 kel dae 30y Apalaiiad) il of ) Llass
Al 0.4 Gilsally 333 1000

Shlie Ay A8l Gleay lasbee gl Gt 3 Yl S8 ) Tpaal L
ebae Y1 diall e Aijea 8 Laliy Sl Algass Allad sy il s Cilengl)

- ModbusJSsis s (& Y Glaiad (a) 525 406 0.5 el jslad axe Tyl

38



il glaall g Al gl g AuSailSaal) dpigl) o glad) Ao uaaa daala ddaa

T

) dgaa a8 2025 ple 5 2l 47 alaall

Aldta) 38V cluagdl) L7

asnd Jie elial) 8 o1l cliahly 8 i Al dabse il duhyy pag
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aalila) ciliaie o 5€ A0 Dlael aladinly D-H diykh 48500 3045 aass v/
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