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Abstract

Blockchain anomaly detection is a critical security measure that focuses on
identifying unusual or unexpected patterns in blockchain networks and
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transactions. By proactively detecting these anomalies, it aims to protect
blockchain systems from malicious attacks, fraud, and performance issues,
and ensure the safety and reliability of the technology.

This paper presents a comprehensive analysis of the resource consumption
required to run five machine learning algorithms: decision tree, random
forest, nearest neighbor, logistic regression, and selection classifier among
the top three algorithms. The performance of these algorithms was evaluated
in terms of memory consumption, processor utilization, and storage
requirements, in addition to their accuracy in anomaly detection using
criteria such as accuracy and F1-score.

The resource consumption of these algorithms was also classified into three
categories, so that the algorithm is classified into a high resource
consumption category, a medium resource consumption category, or a low
resource consumption category. The results showed that random forest was
the best among the algorithms with high requirements, achieving an
accuracy of 99% and an F1-score of 0.99. While decision tree outperformed
among the algorithms with medium requirements with an accuracy of 94.6%
and an Fl1-score of 0.95. As for the category of algorithms with low
resources, the logistic regression algorithm was the most efficient with an
accuracy of 50.22 and an F1-score of 0.5.

Keywords: Blockchain, Anomaly Detection, Machine Learning, Resource
Analysis, Classification.
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