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Determining The Optimal Threshold for
Anomalous Transactions Using Machine
Learning to Improve Blockchain Security

Abstract
The convergence of anomaly detection and thresholding in blockchain technology
creates a sophisticated security framework that leverages machine learning to
protect decentralized networks. This integrated approach begins with the pre-
collection and processing of blockchain transaction data, where specialized
algorithms identify patterns that deviate from expected behavior. Blockchain
transactions require advanced monitoring to ensure security and integrity, with
machine learning emerging as a powerful tool to identify suspicious activities. By
analyzing patterns in transaction data, precise thresholds for anomaly detection are
determined. The key to success lies in adjusting these thresholds based on normal
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and abnormal transactions, allowing the system to distinguish between normal and

fraudulent transactions.

This research aims to identify the optimal threshold for anomalous transactions in
blockchains using machine learning techniques, which contributes to enhancing
the security of decentralized networks. Five classification algorithms, namely
decision tree, random forest, logistic regression, nearest neighbor, and election
classifier, were trained using transaction data from the Metaverse Financial

Transactions Dataset containing 78,600 records.

Three experiments were conducted using different data-balancing techniques, and
performance was evaluated based on classification accuracy (Accuracy) and F1-
score. The results showed that the optimal risk threshold is above 85 (High Risk),
where the RandomOverSampler experiment outperformed, achieving 99.99%
accuracy and an F1-score of 0.9, while improving the performance of the logistic
regression and nearest neighbor algorithms with respect to the F1-score metric by
13% and 39%, respectively. These results support the use of data balancing
techniques to enhance the accuracy of anomaly detection, paving the way for the

development of more efficient anti-fraud systems in blockchain networks

Keywords: Blockchains, Anomaly Detection, Machine Learning, Anomaly
Transaction Threshold, Classification.
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