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Abstract:

Fraud detection system is one of the most important systems used in e-
commerce sites¢ which protect e-commerce websitec consumers and
companies from fraudulent attacks .Most e-~commerce website spent a lot
of money in improving the architecture of its fraud detection system to make
it more accurate and efficient. However. despite the great development in
the field of fraud detection. most of the solutions presented still have
accuracy and speed problems. therefore the researcher presented a fraud
detection system that relies primarily on studying user behavior within the
site in two stages ,First stage is applying the solution to the primary
database: second stage is applying the solution to the database after
increasing the number of records. after that researcher presents accuracy
and efficiency of system. This article presents dynamic solution for fraud
depending on studying users’ behavior in E-commerce website and

comparing results of suggestion solution with other static results of KDD’s
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algorithms. This article explains the benefits of adding required attributes
to kaggle dataset and studies the benefits of adding required attributes at
accuracy of fraud detection in e—~commerce website.Within the articles, The
researcher provides structure of fraud detection system which collect data
about user’s interaction with e—commerce website and compare the current
user’s behavior with previous stored user’s behavior to determine if the
current transaction is fraud or not.
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1- KNN for K=3 and K=7.

2—- SVM.

3- Decision Tree.

4— Smote Decision Tree.

5- Logistic Regression.

6— Navie Bayes.

7- Smote Navie Bayes.

8- Random Forest.
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Create New Record in complete
User Behavior Table below:
User_Name.
Session_|Id
Start_Session_Time.
Add NPS /1/.
Add user_Speed_Username.
Add user_Speed_Password.
User IP

Enter User_Name

and Paccwaord

Enter All User’s Data in complete
User Behavior Table :

1-User Behavior.

2-User Traffice.

3-Summary Reading.

4- Reading_All_Summary.
5-Amount_Of_Transaction

Counter=

Send Mail and Message
to User Mail and Phone

Fetch All_Speed in
one Session

Block Account

Enter Data Of

transaction as fraud Calculate Average

Typing Speed Of

llcar

Calculate Average

speed in User Profile
Enter in Complete
User Behavior as
1-Status=Browser.
2-Trasnp_Ip=Null.
3-amount_of_Tra=0
4-Other Data

Purchase?

5 i 4 g S B jladll B ga A JUaY) ChiS A ) ) s asanal

Order Placed as
Credit Card Method

for Pavment

Fill Credit Card
Information

Validate Credit Card

Yes

Send Mail and
Message to User

Block Account

Enter Data Of

transaction as fraud

Delete Amount Of

Monev From Ralance

Transfer the
acquiring Bank

Receive Transaction

Reniiest llser Profile

Reniiest llser Profile

None or New?

Yes

Choose Randomly one
of 3 algorithms

Public
Rnlac?

Yes

Send Verification
Code To Mail

Received?

User_
Profile

Public
Rnlac?

User
Rnlac?

Change User Record in
User_Coplete_Behavior

Calaculate All values and
change user_Profile

Delete Amount Of

Monev From Ralance

Complete Transaction
and enter Data to
User Profile

Delete Amount Of

Monev From Ralance

Complete Transaction and enter
Data to User Profile

Enter Required Data To
Complete_User _Table
and User Profile

Add To private Role and public

Complete Transaction and
enter Data to User Profile Rule
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desenne o yiall migaill Baukdi oy lgde Joaall A8 Al 501 sl Sald) L6
kaggle <ty
topaliall e JS alasinly elldg dansalls 4l
il (e Bylie Lgale Jgeanl) (Say Al 28N julas (pe 20all (et s 2I) s Weka —1
Nl s e 2l 38 oy mlil) e Aglsde cilie b melind) Ay daa
Aagall 280 julas (e aall addy Lag g (A050KG1 AILEAY)
AlgaY) cV s e et il pile (S8 4800 A aey 535 :Rstudio -2
. Al daisadl)
@l e oS b gl e Alla s Aiuiag A3jlsie ULl de sene )5S Ty
p AUl gl e il el e i) dallas Alaye 3 UL de gena JIA

Correctly classified Instances 83725 97.9904%
Incorrectly Classified Instances 1717 2.0095469%
Kappa Statistic 0.7253

Mean absolute error 0.00002

Root mean squared error 0.0012

Relative absolute error 11.9932%

Root relative squared error 42.0012 %

Total Number of Instances 85442

===Detailed Accuracy By class ===

TP FP Precision | Recall F1 MCC Roc PRC | Class

0.852 | 0.000 0.985 0.85 | 0.939 | 0.843 | 0.882 0.711 1

1.000 | 0.112 1.000 1.000 | 1.000 | 0.843 | 0.882 1.000 0

AVG | 0.979 | 0.235 0.979 0.999 | 0.979 | 0.843 | 0.8821 | 0.979

ALl Kaggle UL 3l o Calll J8 O ¢ il Jall 483 il mags (2) IS
Weka C..aLg).i

183



cilbles B de yuul) g ABa1) (paua Ciags A g ASIY) B lal) a8l ga (B JLaY) CES dua ) ) A prasal
2 )

paibiadll Aila) aey il s e ial) Jall Gl it ) JSA jeda WS
r ) aill e bl culS s RSO galiy pladiuly Gyl

Confusion Matrix and Statistics

Reference
Prediction Not Fraudulent  Fraudulent
Not Fraudulent 83695 1435
Fraudulent 0 31

Rstudio gl aladiuly Kaggle «llul) sacl o Gald) g8 ¢ g yiall Jal) 48y il pudags (3)Jsdd)

Gaald) U8 (o paiall Jall 483 o sl Cmalil) (o datiadl 483l slaal) s sial 33,
HCa

AVG Accuracy=(97.9904+97.955381)/2=97.97289%.

4y a5 0.516809% Bl caldl i e paial) Jall Jid e Aol 4 Guead Jaadl Ul
Gllal) 32e @ e ald (o el Jall Gudaiy Galll 268 2821 e 3aly SVM 4 lsa
A il e sl culk g WEKA,Rstudio aslin o mitill jladls dausall
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Correctly classified Instances 208842 08.5638 %

Incorrectly Classified Instances 2174 1.4361564%

Kappa Statistic 0.4125

Mean absolute error 0.000252

Root mean squared error 0.0092

Relative absolute error 33.1263%

Root relative squared error 46.0236 %

Total Number of Instances 211885

===Detailed Accuracy By class ===

TP TF Precision | Recall F- MCC Roc PRC | Class

0.786 | 0.000 | 0.953 | 0.686 | 0.999 |0.804 | 0.912 | 0.911 1
0932 | 0.533 | 0.999 |0.953 | 0.999 |0.804 | 0.912 | 0.994 0

AVG | 0.982 | 0.522 | 0.988 | 0.953 | 0.999 |0.804 | 0.912 | 0.995

dausall Kaggle bl sacld e bl (8 (e il Jall 480 il o gy (4) JS3N

RStUdiO gali alasinly Zanssall cililil) 322 o il Jall Gubiy caald) 6 LS
;) sl e ilial) il

Confusion Matrix and Statistics

Reference
Prediction Not Fraudulent
Not Fraudulent 208652
Fraudulent 0

Accuracy :98.4741732

Fraudulent
3002
231

drugall Kagglealily sacld e Galll 8 e zjiall Jal) Gadad w8 s o 5) JA
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AVG Accuracy=(98.56938+98.4741732)/2=98.521776%

5oL s cndls B g pe Al Cnlll U8 e 2l Jall e Aailill &) G Laadls
Gl LS adsall we paiisall ML 220 o) LS Cum ¢ paiially Aualall Cilagladl) 22
paiuaal) gl plaill €] Ad e Ul ariiadl o SST Gilaglae 355 A Lyal 380)
tlleny D Aaay i el Gy Calll U8 e sl Jall gn &8 3 Gy ()
a8y i Gl U8 e il Jall b Lle A8l 4ali (e jaS ke 135 2.8819%

Ol s e desiall

i) 458l

aleliy axdiad) @olu Aupy e Gnlll J8 e adiall aUsilly 4u)l) adias 1484 -1
LS Cum gl gy saylfiall 4801 e pUaill damy o3 5aY) cly) adgall aa
3oy ol A8 il il e Jpeand) &5 WS Uil ae podiiosd) eBlelis <))
Gaa) sa Juaily Caldl U e el dall Gn 4830 38 o Jaadls Cum ¢l
Al O dalad) clilyl sacli e Jall Guls vie 0. 516809% ey oS
Lajleal) 48y b Lle ddausal bl 3aels e Jall Gl xic 2.8819%
s A Gl sall L (e e bl saclE cO e 2 3al) ey il
Jall 48y cilS dua cdall e dpuliall Gailiaddl 381 ade a2 Lgd caais
Omnd liiay 98.521776 %isd cianals 97.97289% Caaldl J& (e -yl
. %0.548886 il
Gl sl Gy Caldl Jd e zyiall dadl G 4821 (958 QLGN S maay
:Kaggle iy saclis Lpulud) <l sacld o 25)lad) s e 3 45L)
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