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Comparing the Impact of Positional Encoding in
Interpretable Transformer-Based on Intrusion
Detection Systems

Abstract

With the increasing complexity of cyber threats, transformer models
have emerged as an effective solution for network intrusion detection,
leveraging their success in natural language processing and computer
vision. Positional encoding is a critical component in transformer for
understanding feature relationships and enhancing detection
accuracy. This study evaluates the impact of positional encoding
strategies on transformer performance by comparing three
approaches: no positional encoding (NoPos), fixed sinusoidal
encoding (SinPos), and learnable positional encoding (LearnPos).
The models were tested on the CICIDS2(017 and UNSW-NBI5
datasets, with class imbalance addressed using focal loss and
logarithmic weighting. LearnPos achieved superior performance with
98.55% accuracy on CICIDS2017 and 97.64% on UNSW-NBI15,
outperforming SinPos and NoPos. Interpretability analysis using
attention weights and LIME revealed that LearnPos focuses on
attack-related features, enhancing decision transparency and
effectiveness in detecting rare attack categories, such as Bot and Web

Attack, making it ideal for intelligent cybersecurity applications.
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Parameter Value
Number of layers 2
Number of heads 4
Hidden dimension (d_model) 64
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Input:
- Trained transformer model M
- Input sample X (shape: [batch size, sequence length, features])
- Feature names list F = [fq, fa, ..., f0O]
Output:
- Attention matrix A (feature-to-feature interaction)
- Feature importance vector I (as percentage)
Steps:
1. Forward X through the model M with attention tracking enabled:
— Obtain attention weights from M(X, return attention=True)
2. Stack all attention heads and layers:
— W « stack(attention weights)
(shape: [num layers, num heads, seq len, seq len])
3. Average over all layers and heads:
- W _mean « mean (W, axis=(0, 1))
(shape: [seq len, seq len])
4. Construct attention matrix A using W mean:
- A « DataFrame (W mean, rows=F, columns=F)

5. Compute total attention received per feature:
- total <« sum (A, axis=0)

6. Normalize into percentage importance:
- I « 100 x total / sum(total)

7. Return:
- A, I

Bya I A0 iy o LYY Al giena g ATl 11 Ay ld
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