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Design and implementation of a new link
guality metric that achieves load balancing
within 10T networks based on the RPL
routing protocol.

Eng. Mohammad alholami*  Dr. Akram almorei** Dr. Maher abbas***
Abstract

The next decade is expected to witness an increase in devices, mobile
phones, sensors and actuators that communicate over the Internet to enhance
human lifestyle. The design of the loT network must ensure energy
efficiency, speed and reliability to ensure the long-term sustainability of the
loT. Routing and balancing of data between nodes is one of the aspects that
greatly controls the quality of service in 10T networks. The standard RPL
protocol is designed to choose the best path based on a single link quality
metric such as hop count or expected transmission number. Choosing
unreliable paths leads to wasted network resources, increased data
retransmission and unbalanced load, which forms what are known as hot
spots within the network. In this research, we aim to design and implement
anew link quality measure called (HU_DLQ) that selects the best path from
a set of paths based on a set of measures. It also works to balance the load
between network nodes and eliminate the problem of hot spots. The new
measure was tested using the operating system (ContikiOS) and the
simulator (Cooja). The performance of the proposed algorithm was also
evaluated for networks of varying density and different topologies. The
simulation results showed that the new measure (HU_DLQ) outperforms
the basic algorithm within the (RPL) protocol, which is called
(MORHF_ETX), by improving energy consumption, reducing control
messages, and improving the packet delivery rate.

Keywords: Low Power and Lossy Networks (LLNSs), Internet of Things (10T),
MORHF_ETX, RPL protocol, ETX link metric.

*PhD Student in the Department of Systems & Computer Networks of Faculty of Informatics —-Homs
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(1] [71(2) &) 3Bl A s 58

Eres(n) = Eii(n) — Econs(n) ~ (2)

.(n) sasall dgal) d8lall ) iy 1Eoq

+(N) el Apln¥) A8 ) jedy By

() Baiall ASlgtiunal) A8l A€ ) iy tE o

:(packet forwarding ratio) aifl s Jaa v

Jals dale bla 0 e Jaa <l die Ll e s 3al die o Jaall )5 (el

e 5aS IS 38l Al Calytinds JlapY) sale] AeS 5alyys bl jaexi ) (sa535 4<l)

as ) Jilul LS 4y aaltys saiell JAls ) e Jiee ey 2 Gubiie 2158

il Jaly e sine <3 galsaie ) ol oda yypaisalels asiiy Lo sdie Lol

Glaa (Sayy gl Jlsh bl ahy s JUind dalens Laila A gidia 328a1) o3 (5K Cua

(3) i) ds sial) ADNaIL Aime ey 5y A ol 5088 Aaipal) 5a8all 5l yyyai Jana
packet forwording = (Z packet,ocive — Zpacketsend)/loo 3)

Ngnant 5 il Lgasit 338a0) J (g0 Alusyal) Ll 40 st packetseng

Baiall o3¢l ¢ Ll UKl saiall U8 (e Aliall Ll 30aS Y s : packetyecive

a2y e plall (i ity dals yl lle 335 Jal (e (ETX) adgiall Jlu¥) s v/
-(4) [16] 48alls adgiall JLap¥) 22c
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Averagepatn,,,

2S5 il (6) 58l - lins (3) JSEN gy WS Linglgashall 6 cpapplosall Wl (i
el AAISE ()€ Loyl

gl e 3 308 Laglgagh (3) 85 Ja

e P1_pathCost =2.1+2.2+2+2.2=9
e P2 pathCost=3+3+3=9
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e P1 cost=9/4=2.3
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Al ril) CadiS s Al pe ulany Jalaal) 138 o 58 :(Setamol) cbuall Cisdis Jalaa v/
gl asii Cam Qlaall Jabs dalay Gie J<o Al Rall cblud) e Dl
@snr A Sl HUa5 s L) 4405 Jagie (g5l vie Alla 8 Jalaall 38 )
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o3 ) B ol leall 481 (3aiall LSad) jlual) 4815) =(Setamol) cidisll Jalea
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(gslasia s Jone I3 ASa5 Linglgasha c (4) JS2D
v" P1 _cost=2.1+2.5+2.2=6.8
v" P2 _cost=1.5+3.5+1.8=6.8

t0sS laall Jsla Jasia luas ladie o i caljlosall 2885 (gl Jaals

v" P1_cost=6.8/3=2.2
v' P2 _cost=6.8/3=2.2
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el s Jalee sy asiid cAalag i

v' P1_setamol=(2.2-(2.5-(2.1-0)))=1.9
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PLsas Juadl) Hlusall s lasie (P2) slusall dad e e (1) slasall dad o Jaadls

76



@LAJM\\’@Q)GS&\JMM‘@#\?}M‘M Uaaa daala s

Carcaar

e Al Frasla g daan 2025 pls 6 sl 47 Aaal

:(HU_DLQ) (bial) cilshi Ciuaysi .10
ol LS aaadl Guliall b)) gt Chindi oSy
8yslaall diall pan ) (5)50 IS (DIO) Jilsy g (node sink) Sl s fay .1
lealsdl & Al Gl oAbl oda ggiaty Aaylell bl JiSi dal e @l
~hdal) aae g ETX (abitalls il et Janas sa8al) d8la Cus (10
S DIO Bl Pl e 4080 jas e Ll 5yglaall il e saie JS Capis W2
Land) AUl laie) Jie Al oa Cilaglae Gty bel Jiys e Llliind &
) lea Ly oy (@bl aaey saiall 20 o Jama ETX (aliall 3sall
Byslaall 22l aaa e ALyl 528 Cn Bql.cp (5dxl)
aac s lgaise 221 Jal (e cllds (9:8¢7) ADMall e alaie VU Lgis) luny saiall a5 .3
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RANK(N) = RANK(PN) + RankIncrease @)
RankIncrease = MinHopRankIncrease * step (8)
Step = a; * ETX(N,PN) + a, * fw_ratio (€))
a, € R*,i € {1,2}and iai =1

i=1
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DIO Juy) iy (e 1Y) DIO placail iy =5 Gyl e ol iy e Jseanl) o
[10] (10) a3, adally LS DAG ) J5Y)

Convergencerime = (Last_DIO_Join_DAG) — (Firstpjog,.,)  (10)
as.all (Control Traffic Overhead) asadl) Jilw) Jaa v/
s saie JS Aalsy Wiyl &y Al DAO 5 DIS 5 DIO il e (sliall oda Jaiy
JsSis 3 oSty o(LLN) lSed 35,000 2))sall slelye o doal) uliia samn (535l
3 e Caagll L3l Ciliise Hastul A e dalall e s el Bl 8 (RPL)
Clsa (Sayy B8l g aladi ) (85)0S0al) dayitall ey ledl) Jea Jalas g8 (i)
101 (11) 45 Bl Sk e S8 Jiy Jom

control_traffic_overhead = Z DIo(I) + z DIS(k) + z DAO(i) (11)

:(Energy Consumption) 43Ual) éblgin) v/
Jeil) ol 3 dalial) Power trace alias Ayl aadis Coge 28Ul ¢Dlgiul clua Jal (s
Amidie AL Sl Aa) give e Bl xadle yaail s sy (ContikiOS)
0 o3a Jaiind g Ll piad) Jiig A pall Aallaall san ) A3lal) oDlgind i ) A3l
LA JLY) Sleas 43S sall dallaall saag Jia ()5S led OIS Al dadll saall Joany
D) b ge bly el Algiud) AUl Clua 5y colual) 13 e 32Uy L Qi) 48
[13][1] ok LS (clsh ) Al el cum (12,13) o5

power(mW) = Current * voltage ~ (12)
- [13] [7](13) ab) adkall ardinss ellgivsal) Hlall Glua dal (s

tx * currenty, + Rx x current,, + Cpu * Current o, + Cplyge; * Current pyiger
Rtimer_ARCH_Second

Current = (13)

(L) Aol ehal saals satall 3 el duyall Qi gy :TX

() ALl ohal sanls saad) 8 (gl Jiiasal) Jsri (30 :RX

(Bas) Aol ehal saaly 43S el Aalledl) saa 5 Juaei (4 :CPU
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-(Amn 32768) saslll Al & llaal) cilass axe 544 :Rtimer_ARCH_Second
25 [15] (SKy Mote) saiall day pel) 5pil) (pa 33 salall culylall o (1) Ay Jsandl 3 o

JPATRRS
Bl Ly el 5yl (e 33 saLdl) bl 2 (1) Jsand)
sassll ¢ g Dl 48
current py, ‘ 1.8 Ma
current,, \ 21.8 Ma
current, | 19.5 mA
current;ge; | 545 A

:(Packet Latency) dajall Jgay Al a) v/

Oo Aluyall bl deja 4 jais A gl laie a3l Aajall Jaay Hal (e Cayen
Gluny asil Cua (Sink Node) 4Sail) caae saic 5 aagll saiall Y Jsaasll L saic
s [13] saad) saie ) diell mras (o S0l & bl aia aend Jsaasll (ga) Janssie
Al Aajall Jsas o) Jare Gluay (14) &) A Syl e (ubial) dad Clua
.[101[9] (15)

n
Total_Latency = Z(recive_time(i) — send_time(i)) (14)

=
Averagy_Latency = Total_Latency/Totalpckers, ooy (15)

bugio Clua Gl Closles s iy oz lady Al ajall JlaaY) 222l 8 (N) s

Aalinall piall 3o Maa) e (14) Aaladd) (0 Jgaasll (o) (Jan) puii Jguasll G )

(15) &, Al i LS il s2ic

:(PDR Average) dajall auad Jua haugia v/
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senss oaand) 2ad) 355 Gy @llds Claill e Yoy 38l o Sl aliea 585
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:(ContikiOS) Jadall allsi v/

Sonalll aslal sl agadll Jd (e opglai 23 slls (CONtIKIOS) Jaaill alas ey
aldai sas Huadl gibe 4 @llds 10T WSN lSad & sy (3las e axiiod) zaliyl)
i) i€ty AL clulaal) i€k Lalall Slay) Jlae b Glasiu) <Y1 Janl)
1Y) Ay duelicall Zahall Jia Aalal) e yanl) 3 (CONtiki) ooty LS eLs)
aaly sSally (ContikiOS) Jeill allas (s . le byl Ldlyey 22y oo Jyiall Ay
260 Aminially anall byha oleSatiall Mo el S kit depuy a3l (C)daaysl
Gilallaall (ge g 19 520 (Contiki) el alas aadiind LS el Juai) Al dallal)s
Lgie Joisp (e S aey 4l LS (Texas InstrumentscAtmega « Atmel) dluls Jie
(RPL) US55y Jie 28Ul 58 00 2SIY Zipan Guylia ac acyy LS ¢ IPVE 5 IPV4 4S,l)
Clids Jea C3ail 46 ay (Rime Stack) 4us L ey (LowPan6) cilSudy
Ll cVLay) clide e Ji Gk gl diae Gluluall GG e VLA
Gl dacay il dugs s clds ol Lt ciladall 6K TCP/IP JsSsigsm dilasall
[19]

:(COOJA) wlsuall Saa v/

G Lelatind SV Sladll 4358 sy @llys (COOJA) Sl Slae adiind s
S 2420] (%61) ) Joci Apuaiy 28Ul dinidie GlSaE & cpyladll o haly Slay)
slal oyliie) (Sayy bl U (CoNtikiOS) Jseial sl e adinys (java)isd e L8
Addal 33adl 3lSlas 3y (Simulator) dealiy) sall slSlae shiS aasind dusa
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8 Basasal) B3eadll s Jaainy aghy 4 a8l il selal o JaT eas (Emulator)
[21] 85 Slaty ST dads Lo Jomns ) bl Jany Lao 450500

Al g v

abball e J& Jaeay aas Jllg (SKY MOte) g53 (e e padiid Cogu lail) oda
Ll LS il o degane slily i ((10Kb) Hasi Jlsiie Jsuas 35135 (250Kb/S)
038 ey Sliladl e sana algi ddlials (RPL) Joig s lildll sda amany e Jaailly
P SN Glalal)

(rpl.h, rpl-icmpé.c,rpl-conf.n,HU_DLQ.C energest.c,rpldag.c,uip6.c)

UDP  (Gaslii risat (e Adlfe Aaliiiiag Ailsie Linglsrgha olasinly Ui cojladl sl
die apea o aljn S i) Gald) s (udp-client.c) caldl cle e lly Contiki
) Jald e dpat Al Jlwls (client node)sasall o4& Euss (client node) 4l
Cldl e gsay sills (DODAG ROOT) 4l jia 5l 4%l dnge ) s
4ase a5ty (Client node) (il ssie e dujall Claglaall Jsas xic(udpserver.c)
o g U Leadlind &5 laglaall () Leie e glaall Dl 5 ) 5aal) Sle Ly A<,
P AU ddlise s e latll slha) & dagiall dyeylsall laal Jal

-(2220) 28 dmddne vV

(3250 40) 28K Aavigia V7

(335 60) ALY Al v/

£y ¢ Luall Cajay (o3 (UDGM) z dsaill Liaddind  SLOU Jaussll 3 g Lual) Ja,
Jlsy¥) Laasi S aDIA (e li€ay ¢ [10] gsahl) Jangll & 2iall (s Ayl cililisall e
Cipla vie &uésu e:@ w) (TX-lOO%) JusyY) A Qs Usilaally Lia Gy <Ly
Bt 5 LS ‘M\ .laujl\ & &1,3;4;3\ AP c(RX 80%) Ao ‘_%J:- d,m...ul\ die
e Galall Gadail (e JS alatiad 56 e 50 e dalal) lais 30 e oY) Glas
s8laall ¢dy ulal (Contiki Simulation Script Editor) <l (Coo0ja) Stal)
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(COOJA_log file) Jsw ol aelusall zealisall 138 ¢ iy caraal) gl aay 3181l i
G5 i zalin aladiuly slSlaall 4les A Lelilaty asiin il sSLaall Cilajie arend
3Ll Jueiy Liad L Alal) cillaladall oy o585 (MS EXCeI) gealin alasiulys (Perl) 4sl;
ay Jsanll amgy (i) Jassgie 3805 e apf 5aad diale] ay sjliss JSU 32 (40) adl
[10] ddtiaal) colail) b dasiiivud)l claleall (2)

il Glahl Java (2) o) Jsas

Parameters Description
No of Nodes \ 20,40,60
Simulation Model UDGM (Unit Disk Graph Model)
Simulation time \ 40 Mins.
Data Rate 250kps
Node Arrangement Random \ Random, Grid
Operating System Contiki2.7
Simulator \ Cooja
OF OF_OMORHF_ETX, HU_DLQ_OF
DIO Min \ 12
DIO Doublings 8
Radio Duty-Cycling Interval \ 16HZ
RX Ratio 80%
TX Ratio \ 100%
TX Range 30m
Interference Range \ 50m
Packet Analyzer Perl code
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