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Detecting DDoS Attacks on Software-Defined Networks Using Deep
Learning

Eng. Wesam Alali Dr. Hussein Teiawi Bahbouh

Abstract

This research aims to develop an effective methodology for detecting and
mitigating Distributed Denial of Service (DDoS) attacks in Software—
Defined Networks (SDN) using deep learning techniques. The study
begins by reviewing existing detection methods and analyzing their
efficiency within  SDN environments. Addressing the limitations of
traditional approaches, the paper proposes a model based on Deep Neural
Networks, specifically utilizing Gated Recurrent Units (GRU). The model
was trained using the CICDDo0S2019 dataset. The effectiveness of the
proposed method was evaluated using Accuracy, Precision, and Recall
metrics, alongside validation in a simulation environment using Mininet.
Experimental results demonstrate the superiority of the proposed model,
achieving a detection rate of up to 99% in standard scenarios, with notable
stability compared to conventional methods. The research concludes that
leveraging deep learning significantly enhances the security and stability
of SDNs, recommending further investigation into complex attacks within

wide network environments. The research concluded that the proposed
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method is effective in detecting and preventing distributed denial of service
(DDoS) attacks in software—defined networks (SDN). The researcher
recommended conducting more studies in this field to support the results

of the study.

Keywords:

DDoS attacks, Software—defined networks, Deep learning, DDoS

prevention, Denial of service.
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