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Performance Analysis of VVoice over IP Protocol under the Impact of
AES Encryption and Voice codec Algorithms Using the OPNET
Simulator

Dr.Eng Yaman Ghazi*

ABSTRACT

Voice over Internet Protocol (VoIP) is considered one of the most
prominent modern communication technologies, offering flexibility and
cost-efficiency compared to traditional systems. Quality of Service (QoS)
is a critical factor in the success of VVolP applications, as it directly affects
the user experience in terms of voice clarity, response time, and connection
stability. With the growing need to secure voice communications,
encryption emerges as a fundamental tool to protect voice data from
eavesdropping or tampering, without compromising service quality. This
study presents a detailed analysis of the impact of integrating the AES
encryption algorithm (after simulating its effect within the environment)
with three voice encoding schemes—G.711, G.729, and G.723.1—on QoS
indicators, within a realistic simulation environment that models the
network of the Faculty of Informatics Engineering at the University of
Homs, using the OPNET 14.5 simulator. Six experimental scenarios were
implemented, measuring performance indicators such as Mean Opinion
Score (MOS), end-to-end delay, jitter, and overall network delay. The
results showed that G.711 with encryption achieved the highest voice
quality (MOS), but also recorded the highest delay and jitter, making it
suitable for applications requiring high clarity and strict confidentiality,
provided sufficient network capacity is available. Conversely, G.729
without encryption excelled in temporal performance, achieving the lowest
delay, jitter, and network latency, making it the optimal choice for dynamic
educational environments that demand real-time responsiveness and
connection stability, despite its relatively lower voice quality. G.723
demonstrated moderate performance across all indicators, making it a
flexible option for resource-constrained environments. These findings
highlight the importance of balancing security and performance efficiency,
and affirm that selecting the optimal configuration should be based on the
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nature of usage and the specific requirements of the voice session, rather
than relying on a fixed standard.

Keywords: OPNET Simulator, Voice over Internet Protocol, AES
Algorithms, Voice Codec, Quality of Service.

*Associate Professor, Department of Systems and Computer Network,
Faculty of Informatics Engineering, Homs University.
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.Supported Profile iialall 1.8

E (IT Server) Attributes

===

e

Type: |sewer

‘ Agtribute WValue J -
& - name IT Server
@ Applications \
3] Application: ACE Tier Configuration Unspecified
3] Application: Destination Preferences None
3] Application: Supported Profiles None N/
(P - Application: Supported Services o] A
® H177
-+ (Application: Supported Services) Table @
Name Description J
FTP FTP Supported
Print Print Supported
Email Email Supported
HTTP HTTP Supported
DE DB Supported
VOIP VOIP Supported

6 | |

Rows

=

Q I+ Show row labels

e ||

il 323 3 Supported Servi
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E (Profile Definition) Attributes

= EoR ===

Type: | Utiities
| Atribute Value J
& name Profile Definition
(%) B Profilz Configuration (.)

Number of Rows 2

= General Profile
)] Profile Name General Profile
&) Applications (.)
62} é--Opemtion Mode Simuttaneous
& i Start Time (seconds) uniform (100,110)
&2} Duration (seconds) End of Simulation
)] Repeatability Once at Start Time
) i- Profile Name Lab Profile
) Applications (.)
)] E--Opemtion Mode Simuttaneous
@ Start Time (seconds) uniform (100,110)
® Duration (seconds) End of Simulation
&) Repeatability Once at Start Time

@ |

[~ Bxact match

Fitter

[~ Advanced
[~ Apply to selected objects

oK | Cancel |

Profile Config ¢sSall s8ladll cilalac) £(3) Jal)
b o5 Cun Jiie gl (8 las o BN jue5il) Sliad)ld e daa)lsd S Gudai &
Db caals 5l g deiall b Al @) axe) Al clalae Yl e JS @l
(6) (5) (4) IS5V & (s 58 LS (Loghe S A5G e 20 s Laruall $lSi 5 Laruall
sl e G.723.1 «G.729 (G.711 Sudlill
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£3 (Voice) Table (23

|Pd1ribute Value J

Silence Length (seconds) default
Talk Spurt Length (seconds) default
Symbolic Destination MName Woice Destination

Encoder Scheme 711

“oice Frames per Packet 1

Type of Service Interactive Voice (&)
RSVP Parameters None

Traffic Moc (%) 25%

Signaling Mone

Compression Delay (seconds)  0.02
Decompression Delay (seconds) 0.02
Conversation Environment (.) J

Details | Promote | QK I Cancel |
il Slaall 8 G711 i lsa lilae) :(4) JSa)
E (Voice) Table IEI

|Pd1rib|_rte Value J

Silence Length (seconds) default
Talk Spurt Length (seconds) default
Symbuolic Destination Mame Yoice Destination

Encoder Scheme G7EA

Voice Frames per Packet 1

Type of Service Interactive Yoice ()
RSVP Parameters Maone

Traffic Mee (%) 25 %

Signaling MNone

Compression Delay (seconds)  0.02
Decompression Delay (seconds) 0.02
Conversation Environment (..) J

| | oK | Cancel \

gl Slaall & G729 dpylsa clalac) 3(5) JLal)
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£3 (Voice) Table [25m]
|P¢tri|:u.rte Walue J
Silence Length (seconds) default

Talk Spurt Length (seconds) default
Symbolic Destination Name Voice Destination

Encoder Scheme G723153K |
Woice Frames per Packet 1

Type of Service Interactive Voice (6)

RSVFP Parameters Mone

Traffic Mo %) 25%

Signaling MNone

Compression Delay (seconds)  0.02
Decompression Delay (seconds) 0.02
Conversation Environment (..) J

Details | Promote ‘ oK Cancel ‘

il Slaall & G.723.1 Gl clalac) 1(6) J<al

il UL el AES G ylead) alasinly i) dilaly asii Coge o (rag
sSlaal (iipyla ang il (S il il Al OPNET Sladll aed paal |l
Bl Ly e AES e lsa

Lolxd i s i) HEEsSlas e
sl 2 by A 8 Jy ol 300 clbiball Jidas 8 ey Y Gl Gaan o L
o) 3w yg0 A0 sSlae ag o J9Y) Aiphll sldic] & 38 ((QOS) deadl) sasa e
Application & Jals VOIP Guli (ailad aed & el Gaaadl

AES i)l aladiul e bl lually il 50 sKlaad Configuration

Aallad) Cus (e lagas JSY) aa) 3 AES-256 Jaai Iaaai
sl Ll dala) 3Slas cilghad
e b A1 e dadll a8, 2 Voice Frames per Packet 4saldl) Joms —1

Al bld) Je el 50 (e A sall Aejall aas (1
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0o 38ladd 406 e 4 ) il lus 5 Compression Delay dad sal —2
Ayl Capla 3 i)

slSlaal 4l e 4 ) il a5 Decompression Delay dagd salj -3
JLEa) Capla & palal) el a)

Jes 3 L 5laal %25 (0 Y 75% b jlial & Traffic Mix bl s —4
il e il dakiall (pSay cadine (Sl

s ([30] dushalls [29] duhall & s dmgie S Taliind (AaLu) 4l Juass aldie ) &

iy A VOIP 4 sasa o dalladlly 350800 (ag ks 550 511l OPNET i

il Al ol ) Jgea gl Capaill I AdLeaY L S gl Baseie

alatiuly el dilal 5 sKlad VOIP ) Gudas e da i) bl (7) JSal) ey

G.711 peyll dualall Luii <3y G729 oSily Agigeall Sualill 2aY AES dua)lsall

.G.723.1 j0e5l

£3 (Voice) Table 5]
|P¢tri|:n_rte Value J
Silence Length (seconds) default

Talk Spurt Length (seconds) default
Symbalic Destination Name Woice Destination

Encoder Scheme G.729A

Yoice Frames per Packet 4

Type of Service Interactive Voice (6)
RSVYP Parameters None

Traffic Mo (%) 5%

Signaling MNone

Compression Delay (seconds)  0.04
Decompression Delay (seconds) 0.04
Conversation Environment (..} J

| | QK I Cancel |

Sle AES alasnuly padnl ddlial 5 slSlaal 45 sall clalaeY) s 1(7) IS
G.729 Suasill
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Ethemet.Delay (sec) || B ||
BT Homs-G711 AES-DES-1
1T Homs-G711-DES-1
O 1T Homs-G723 AES-DES-1
01T Homs-G723-DES-1
O IT Homs-G729 AES-DES-1
B IT Homs-G723-DES-1
f - Etherned Delay (sec)
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0.000055 - G.711 + AES
\ #
0.000050 N =
0000045 - ||
0000040 .
0.000035 - 'I
0.000030 !I G.723 + AES
e G.711
0 “ |‘-_ e P o P e e !",A. o N e, /
0000020 L -
0000015 L S — S
0000010+ | II _ﬁ\
0000005 G738~ G.729+AES G.723
0.000000 . - - - : -
S S e F S Lo S S|
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G R R $ 9 W
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B overage (in Voice.Packet End-to-End Delzy Gea) =k |

WIT Homs-G711 AES-DES-1
I IT Homs-5711-DES-

OIT Homs-G723 AES-DES-1

OIT Homs-G723-DES-1

OIT Homs-G723 AES-DES-1

1T Homs-G729-DES-1
040 averans (in Voice Packet End-to-End Delay (32c))
el G_?zﬁfﬁ\ES

T
0,304
0254
e G.?l_lll + AES 5;329 + AES
1 i
¥ ¥
045
S
00s x ;-
G.711 G.729
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1 paidall Jgaa .10
MOS Mean Opinion Score
OPNET Optimized Network Engineering Tool
VOIP Voice over Internet Protocol
AES Advanced Encryption Standard
DES Data Encryption Standard
NIST National Institute of Standards and Technology
MOS Mean Opinion Score
PCM Pulse Code Modulation
QoS Quality of Service
Cs- Conjugate-Structure Algebraic-Code-Excited Linear-
ACELP Prediction
PSTN Public Switched Telephone Network
PLC Packet Loss Concealment
DTX Discontinuous Transmission
VAD Voice Activity Detection
CNG Comfort Noise Generation
ADPCM Adaptive Differential Pulse Code Modulation
SIP Session Initiation Protocol
GSM-FR Global System for Mobile Communications — Full
Rate
FTP File Transfer Protocol
iLBC Internet Low Bitrate Codec
WLAN Wireless Local Area Network
AMR Adaptive Multi-Rate
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