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Hiding Data in Digital Image
Abstract

This research investigates the domain of data hiding within digital images
as a critical approach to contemporary information security, specifically
through the lens of digital steganography. Unlike cryptographic techniques
that obscure content, steganography conceals the existence of the data
itself. The proposed research introduces a hybrid algorithm that integrates
data compression, hamming error correction, symmetric encryption, and
dual embedding using both Discrete Wavelet Transform (DWT) and Least
Significant Bit (LSB) substitution. The algorithm was implemented and
evaluated under standard performance metrics such as Peak Signal-to—
Noise Ratio (PSNR) and Mean Squared Error (MSE). Experimental
outcomes indicate superior performance in terms of visual imperceptibility,

resistance to statistical attacks, and high embedding capacity.

Keywords: Digital Steganography, Data Hiding, Digital Images, Hybrid
Algorithm, Discrete Wavelet Transform (DWT), Least Significant Bit (LSB).
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Ongmal Image - Approx:mation Coefficients Original Image - Horizontal Detad Coefficients

Original image - Diagonal Detail Coefficients

Stego Image - Herizontal Detai Coefficients

Stego Image - Dizgenal Detail Coefficients

Wavelet Coefficient Analysis: (3-4)Jsall
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’ Decoded Messages X

Wavelet Message:
this is a test to hide a long message in a small image with

400x400 with jpg farmat, This is a long test message designed
to evaluate the rabustness of hybrid steganography
techniques using both LSE and Wavelet Transform. The goal is
to determine how much data can be reliably hidden and
retrieved from an image, specially when dealing with
compressian, encryption, and potential loss caused by image
formats. This message should be long enough to fill a
reasonable portion of the Image pacity and halp verify
whether the extraction process works corractly without
throwing errors or losing any parts of the hidden text.

LSE Message:

this is a test to hide a long message in a small image with
400x400 with jpg farmat. This is a long test message designed
to evaluate the robustness of hybrid steganography
techniques using both LSB and Wavelet Transform, The goal Is
to determine how much data can be reliably hidden and
retrieved from an image, especially when dealing with
compression, encryption, and potential loss caused by image
formats, This message should be long enaugh to fill a
reasonable partion of the Image pacity and help verify
whether the extraction process warks correctly without
throwing errors or lasing any parts of the hidden text,

sasdinl 53 Gl (5-4) Jsal
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