Aot glaall g by g 5 ASilSall Apnanighl  plal) Al Oaes dadly Alas
G Sy a0 2025 sle 10 23l 47 alaal)

3ua05ill Silio jylad 9 AES yaadill dao)yled g duasal yid8l daalidl Silagiall 4ol
J0a daols — dwiiloglaoll dusiall G ds) VOIP Jyhytig s slai gla gigall
(i gosil
T ol o

uadlal)

Ll e ja bl i€ e A geall VLAl Conpal plutiall iyl Joatll Jls
a¥lail yaal VoIP clisi e clasall (o daed) adiad Gua ¢@iaald) daanll 4l e
LSl i) e Adle sagmy Cipeall Ji g A oda AL Cun e Alladg Aige
bl Gugally Gapnl€Y) bl 3 Ll e )aVs GlL Gl clpail Aaje a0
dual @) dalall cllll )0 (Juall duapas jedl dediua)l Jelall G (e
Cuaiill Adldial o Jliy Lae ccahlaY) o Aial Jlal clgd oLy dllad dlus S(VPN)
Ladllsags o g Al e lie Canmy 28 VPN Alasial o V) L calilully el
Gl S e AESTe) )l alasiuly i) ae) (33 Bl 8. VOIP e dasial
s il b deyus duial 598 (e 4y iy W Jal ol Aggal) clilall dlead le s
ol Jue el chise e i 8 VOIP clily e sl ol g8 aipdas ol celly
Cmaaty bl i 3 Lysme 5o qaali Chpall Guefi il of WS, aedaills

VPN il il o lgaes vie <sliy Wae 1l o W) Suill lsall Lgaladiind
Gl g IS 586 Jidaty dadal OPNET slSladll 4y aladinl & cduadl l3a &
G.711,) casall e cilsaj lsd (pa D5 AES il dua lsi s chnal j8Y) Lialal)
LIS A zisa e Auhall cuyaly ¢ VOIPJ S5y o4 e (G729, G.723.1
SV Al il e Zaadll sasa it anl Ciags ¢ aen daalay Aiile slaall doigl
Sl il Sk o bl cpedal L aliyls caatiudl (gl Jaugia ¢apdaiill (Al
Al e sl 8300 ) (ool AES Zuaplsa slasiuly by ) j8Y) Aalal)

cann Aaalai e staall Gusigl) A0S dppgulal) alailly ASUAD Htia and 8 30 lise Jiud T
61



13 o Sgall S il Gl lsd g AES il dua) ) sd g dudal 38 daldl) cludl) i
(dsall pans dasls - Lla gleall dssigh 45) VOIP JsSsis

o sy ST il 10 Gy el oda Led Galah ol ) il sy lianly 4 lie dlgil
Lapld cilbbls Cua bl e il a6 Bagl S L GUT1 jpa apla
Bagas by Lad Ll gAY il yleally A5)lie caladl 1aa 3 s il 1eG.729
o) Ly s piiall e syl 8 Juzmdl 2100 G729 dge) i cajelil i (o guall
il cpelsf LS .G.723.1 4 lsd pe Lasiad ¢ il Jumit die Cigeall B3ga i
Gl (mje aladin) 3o e in Lea cdlupall il ana e lie Conmy sl o
DAl GL729 Haap aay lllaall w8l e sl (G711 A lid ae dala a2l
Giseall B3gn G Jledl) 43150 I ¢ e Aralay Alogleall Aunighl 408 A<,81 (Yl
AES s VPN alaiinly 5 ahe 2y b oY) 56 S
Ll i) e Crgeall JB JsSig p chaal i) Aalall Sl Uidal) cilals))

geall Saag iyl el Slaall (AES il

62



Aot glaall g by g 5 ASilSall Apnanighl  plal) Al Oaes dadly Alas
G Sy a0 2025 sle 10 23l 47 alaal)

The Impact of Virtual Private Networks, AES Encryption
Algorithm, and Voice Codec on VolP Protocol Performance: A Case
Study of the Faculty of Informatics Engineering — Homs University

Dr.Eng Yaman Ghazi*

ABSTRACT

Amid the rapid digital transformation, voice communications over data
networks have become an essential component of modern infrastructure.
Many institutions now rely on VolIP technologies to provide flexible and
cost-effective communication solutions. This technology enables high-
quality voice transmission over the Internet, yet remains vulnerable to
challenges related to security and performance—particularly in sensitive
academic and institutional environments. Among the solutions employed
to enhance communication privacy, Virtual Private Networks (VPNSs)
stand out as an effective means of establishing secure communication
channels between parties, reducing the risk of eavesdropping or data
manipulation. However, the use of VPNs may introduce additional
network overhead, potentially affecting the quality of service delivered via
VolIP. In this context, encryption using the AES algorithm is one of the
most widely adopted methods for securing voice data during transmission,
due to its strong security and fast execution. Nevertheless, applying AES
encryption in real-time VolP traffic may impact performance indicators
such as end-to-end delay and jitter.

Voice codecs also play a critical role in compressing data and optimizing
network resource usage, though their performance varies when combined
with encryption and VPN technologies.

In this study, the OPNET simulation environment was used to model and
analyze the impact of VPNs, AES encryption, and three voice codecs
(G.711, G.729, G.723.1) on VolIP protocol performance. The evaluation
was conducted on a simulated network model of the Faculty of Informatics
Engineering at Al-Baath University in Homs, with the aim of assessing key
Quality of Service (QoS) metrics such as end-to-end delay, jitter, Mean
Opinion Score (MOS), and throughput. The results showed that applying
VPN and AES encryption led to an increase in end-to-end delay compared
to scenarios without these technologies, with the effect being most
pronounced when using the G.711 codec. Encryption also had a noticeable
impact on jitter, while the G.729 codec maintained relatively stable
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performance in this regard compared to other codecs. In terms of voice
quality, G.729 demonstrated superior performance in unencrypted
scenarios, whereas voice quality declined when encryption was enabled—
particularly with the G.723.1 codec. Additionally, the data revealed that
encryption adds overhead to the volume of transmitted data, affecting
bandwidth efficiency, especially when using G.711.

Based on the simulation results, the G.729 codec is considered the optimal
choice for the network of the Faculty of Informatics Engineering at Al-
Baath University, due to its effective balance between voice quality and
performance in encrypted environments using VPN and AES.

Keywords: OPNET Simulator, Voice over Internet Protocol, AES
Algorithms, Voice Codec, Quality of Service.

*Associate Professor, Department of Systems and Computer Network,
Faculty of Informatics Engineering, Homs University.
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Gilall Laid B dagasadl IT_Switchl 5 IT_Switch cilaall leasea Juati Al
el ot 8 ASAl Bl ddpe 8 Al Al a3l JS5 Laalaa) Jua il
elae 46 5 Ayl Aigll elmef (ot U 431 Coall (mmy angy AY) Cajlall g
Department and  alawlly Joal lgasay age dualall 4,180 2L daall Ll
siny G Guldall Ll A0l 5y} Adje 8 Lawt )l Aaaally s Juss 3 PHD SW
IT_Switch (laadl leases Jain Jlly (7 - 6 = 5 = 4 — pladl) pladdl e
L Aal Laslgshl) (1) JSal cpn - S8 Gidall 8 coasasal) IT_Switchl
IS Aalal) A8 Cljeaill AIS (2) Jsaal pans WS . (aes ralay Al sheall duigl)
Sl e 35l BaseT_LANT00 ¢Sl pladinl 23 Gun Ao shaall gl
T o Gy ey cleldlly il 431 CalSall 00 clSull) e il iyl
s (i 5 LS (Number of Workstations) dualall alasiul lgiaca sgal) s
Al g 15 aladind Janm 55 ¢(3) dsaadl 3 Cue sp LS A0l o3 & Jeal) (e g sl
Wy & agials (2) JSE G one s WS ISIL Aalal) axdd) saie 8 Jeall (e
LK de yuld 4l .Supported Services dualdll iad ba DA e 4031 5yl
Glelly ylaad) ge IS Jala) due il Adalall il 8 Aol COUISH & g old
& Al ¥ audly (330 ALE jall) plaall cVase o cOlaglly AplaY) calsall;
100 & (Ala)y gAY ¥l (3l il b dpudyl) Alad) (Dl glly Golshall
SSesn g5ill Ga ) Dl Y sl Tt S COUISE il Lo (B 6 Culise
D) s astell LS 3 (4500 sSass gl (1) Oimstiyll Gitlanalls Gulshall & (2940

llll 3 Culae 1000 depus uld 5l (e o4 403
(General Profile) aub ale Js¥ (3) JSal) 4 Gae st LS Jilas sl (g U gy o
elac] Cipey Ayl ulSdl (o JS Bjeal b aaladind 2 Aalull 4 clipdailly Jany
puls agana Sl (O aaally calall asle ey WLy Ay Al g
(sl Janll = Cugll st — lalal) Ja3) Jasd cilanlail) (e 35 Jany (Lab Profile)
O Cun alelill g Lempen il Bead 3 daladind g leany ae Galiie JSiy Jand
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13 IO ALE e e 24  Alae
4500 suSa gl (0 4338 0 A8 Al
Glanla ards
325 udsa Byeal
1 A dalls

A Reriiadl) clinll) (3) Jsaal

S (FTP) clalal) Jis
L (Print) A=l

dpai il | (Email (POP 3, SMTP)) 35580 2
Lhgia (Database) <l x|

s e (HTTPS) Jaeailly carsll alse priass
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(IT Server) Attributes EI@

Type: Iser«er

Agtribute: Value A
| 5|

@& ¢ name [T Server
B Applications
Application: Al ier Configuration Inspecifie
@ Appl ACE Tier Confi U ffied

o, —
@ @ Application: Destination Preferences Mone
@ @ Application: Supported Profiles None \/
A
558
=]

=

@ Ppplication: Supported Services Ly ]

) 303

{Application: Supported Services) Table

Name | Description

FTP FTP Supported
Print Print Supported
Email Email Supported
HTTP HTTP Supported
De DB Supported
VOIP VOIP Supported

=l

(Profile Definition) Attributes

Type: I Litiities
|.Pd‘lrib|.rle |Va||.|e ;I
@ rname Profile Definition
& B Profile Configuration ..}
- Number of Rows 2
1= General Profile
i) i- Profile Name: General Profile
& # Applications (.)
@ - Operation Mode Simultaneous
@ - Start Time (seconds) uniform (100.110)
& Duration {seconds) End of Simulation
& # Repeatability Once at Start Time
3] - Profile Name Lab Profile
& # Applications ..}
& - Operation Mode Simuttaneous
& - Start Time (seconds) uniform (100,110}
® - Duration (seconds) End of Simulation
& # Repeatability Once at Start Time
El
I~ Advanced
@ I Fitter I~ Apply to selected objects
[~ Exact match ’TI Cancel |

Profile Config ¢sSall slSlaall ilalae 1(3) Jgal)
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B Cus e gl (Bl o BB Sl Shaj)lsd Ge Bl IS Gl
canly Sl s dejall b Afgall el axe) LI el e JS cililae) by
(5) (4) IV & (e sn LS (Logie S A e 20 58 Jaical) lSig Jazall il

il e G.723.1 «G.729 «G.711 w5l (6)
[ £3 (Voice) Table (23

|Pd1ribute Value J

Silence Length (seconds) default
Talk Spurt Length (seconds) default
Symbolic Destination MName Woice Destination

Encoder Scheme J11

“oice Frames per Packet 1

Type of Service Interactive Voice (&)
RSVP Parameters None

Traffic Moc (%) 25%

Signaling Mone

Compression Delay (seconds)  0.02
Decompression Delay (seconds) 0.02
Conversation Environment (.) J

Dietails | Promote | oK I Cancel |
gl Slaall & G711 e ylsa clalac) 3(4) JSal)
E3 (Voice) Table ==

|Pd‘lrib|_rte Value J

Silence Length (secands) default
Talk Spurt Length {seconds) default
Symbolic Destination Name Woice Destination

Encoder Scheme G729 A

Voice Frames per Packet 1

Type of Service Interactive Voice (B)
RSP Parameters Mone

Traffic Mx (%) 5%

Signaling Mone

Compression Delay (seconds)  0.02
Decompression Delay {seconds) 0.02
Conversation Enviranment (.} J

| | oK Cancel |

Caingl Slaall 3 G.729 ) lsa clalae) 1(5) J<al
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B3 (Voice) Table

[

|P¢tribute

Silence Length (seconds)
Talk Spurt Length (zeconds)
Symbolic Destination Name
Encoder Scheme

Voice Frames per Packet
Type of Service

RSVFP Parameters

Traffic Mac (%)
Signaling

Compression Delay (seconds)

Walue J

Decompression Delay (seconds) 0.02

Conversation Environment

Details

default

default

Woice Destination

|

Interactive Voice (6)

MNone

25%

MNone

0.02

(..} J
oK Cancel |

gl Slaall & G.723.1 G lsa clalac) 1(6) ISl

I lsa pladiuly puilall El 3\Slasy dpal Y] Aalall ClSull) (e JS dila)
Il clehaiinl aliee oY @3y A8l AA a5y @ st dug pad) 430 )1 AES
Al s (7) JSA Gan Al pla (e VLA pe (585 Al i) Aalall
& ) AU Al Al O IT_Homs_LAN due dll ASuill (o Cum G jadl)
Jexi PPP_DS3 g5ill (12 IP Cloud ¢sSalls daalal) 4250 ¢y Aladlly clilas lgitnass
el 4a sl Caplalls IP Cloud ¢ bl dla sl L 3561 8 Culise 44.736 ey
b ol Bal 55 Al 8 culie (1.54) deyu Jaxis PPP_DS1 gsill (e g8
axailad (Normal distribution) oz a)6€ salael & 1P 1P Cloud 323l
.20 -+ Site2_Client osSall 8336l aae o 2y . (A5GILN(0.175,0.001)

Q‘

IT_Homs_LAN

||

= gu
Intermet
o

sl dms A jaal) Lalsghall (7)) JSall
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Aot glaall g by g 5 ASilSall Apnanighl  plal) Al Oaes dadly Alas
G Sy a0 2025 sle 10 23l 47 alaal)

HLEY) &5 LS Aggall bl el AES due))loall dalal i 518aay o sl Cagus o (ha

A lghal) DA e Lled ail 345 (50 [17] Al s A 4

Application & Jala VOIP Guli (ailad a0 celld 3adadl

AES )yl alasiul e mll)l olealls il 5l siSlad Configuration

Aallad) Cua (e lagas SV aa) 3 AES-256 L laaai

szl il dal) slSlaae cilgha

up e 4 N1 e dadll 18, 21 Voice Frames per Packet dualdll Jims —1
Al Gl e il il (uSays Aiseal) Zaall pas e

o) 38lad Al A 4 ) il us 5 Compression Delay dad salj -2
Al gl il

slSlaal 46 w4 ) ,alll lus 5 Decompression Delay dagd sayj -3
DY) Cipla 3l ol ()

Jen <3 2y 38 %25 (50 Yo 75% b lial & Traffic Mix hai Jums —4
ol e iUl Jakaal) ey pdipe Sud

aladinly el Al 3K VOIP 11 ek e da i) el (8) JSill ek,

G.711 esll ddall L 55 G729 oSuls ddigeall Saalill aaY AES dua) sl

.G.723.1 350

E3 (Voice) Table (2]
|f-\d'lribute Value J
Silence Length {seconds) default
Talk Spurt Length {seconds) default
Symbalic Destination Name Voice Destination
Encoder Scheme G729 A
Woice Frames per Packet 4
Type of Service Interactive VWoice (6)

RSVF Parameters MNone
Traffic Mo (%) 75 %
Signaling Mone

Compression Delay (seconds) 0.04
Decompression Delay (seconds) 0.04
Conversation Environment (. _I

| | ITI Cancel |
Sle AES aasinly i) Glal i siSlaa 4l el Juast 1(8) JLal
G.729 il
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s pal Y] Aalal) il dlaely agis Cagas (Y1

Al e Yl ey a6y 480 ) IP_VPN_Config osSall dslal a5 Y
Lalally Encryption Delay daalall dad lana 23 Gua (9) JSa) 8 daasalls
& AES_256 deylsall alaaiul il siSlaal 0.005 il Decryption Delay
Lol ey

E3 (VPN Config) Attributes | ] e S|
Type: |Ul\|ilies
| Attribute Value J
# rname VPN Config
[ VPN Corfiguration (.}
? @ & Number of Rows 1
Bl 1= Homs_GW
(A 67] i Tunnel Source Name Homs_GW
£ 6] Tunnel Destination Name Site2_GW
[ beimyiiomaion [
@ i+ Encryption Delay (sec) constant {0.005)
67] i Decryption Delay (sec) constart {0.005)
6] Operation Mode Compulsory
= Remote Client List (.)
i+ Number of Rows 1
Q‘ Site2_Cliert .
IT_Homs_LAN
[~ Advanced
@ | Filter [~ Apply to selected objects
= cres

VPN_Config ¢s<all cilalac 1(9) Ji

aagally HOMs_GW 4assall 0 IS 4 VPN ) Glilae) bz Gagw o Gy
s barm @ G el e (11) 5 (10) JSal 8 Al clalae YL Site2_ GW
g5t Jie (peasal o bl JS4 Pseudowire Classess 4ualdll 4 (ailadll

Aoy gAY Gaphally cdaadtivall dlea gl ccadidl
Gl ae syl (JSsa e Aey)la J9 sl w e Ulas Jeadll (4
Oo S Gl s claglaalal (g Ay Al Y] Aaldl) cilSuilly AES iil) day)l5a
oo el el ¢ aad i) gl dasssie) Y] e Cigeal) J8 JS 550 A0 4l
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E D p

2025 o 10 232l 47 ol

Site2_GW g Gyl Aliagll daliV) I 23l o (abisal) Jaad) cigleill ) 4l
syl S 3383 10 oy)aie 318as ey aiysl Slaall ddandsy [P Cloud saidls

E (Homs_GW) Attributes

o e |

PPV

Ly

Number of Rows

- Name
- Encapsulation

- Preferred Peer

- DF Bit

- Sequencing
- Fallback
VRF Instances

IP Routing Protocols

- Prefemed Interface

- Path MTU Discovery
- Type of Service (TOS)

- Time4o-Live (TTL)

Exact match

VPN_Homs_Site2

Fitter

Type: ||‘0uter
| AMtribute Value
= VPN
= Network Based
= L2VPNAPLS Instances
@ BGP Based None
6] Cross-Connects Parameters None
LDP Based None
)] = Pseudaowire Classes ()

1

WPN_Homs_Site2
L2TPv3
Homs_GW <-> Intemet
Site2_GW
enabled

Inherited

enabled

Default

None

Enabled

None

[~ Apply to selected objects

B|

(=

[~ Advanced

Cancel |

Homs_GW 4asll e VPN 1l cilalae) :(10) Ji)
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B3 (Site2_GW) Attributes =RAC X
Type: |r0uter
| Attribute Value j
= WPN
= Network Based
= L2VPN/VPLS Instances
3] BGP Based None
] Cross-Connects Parameters None
LDP Based None
6] 1= Pseudowire Classes (..)
- Number of Rows 1
62} Name VPN_Homs_Site2
3] Encapsulation L2TPv2
el ‘- Preferred Inteface Intemet <> SteZ_GW —
3] ‘- Prefermed Peer Homs_GW
62} Path MTU Discovery enabled
& - Type of Senvice (TOS) Inherited
e .- DF Bit enabled
| 1 - Time4o-Live (TTL) Default
] - Sequencing Norie
& i Falback Enabled
6] WRF Instances Nane
IF Routing Protocols j
[~ Advanced
@ | Fitter I~ Apply to selected objects
L [[Eacnalch ’TI Cancel |

Site2_GW 4asdll Jle VPN Il cislae) 2(11) J<al)

:ABlally gilil) .9

Can g paall L) il syl sl 385 3 (15) (14) (13) (12) JS&Y) ek
Jaally ciles (I Al (g sl cplaiil) ¢ oadl) shl) e JS agia o S el
Laliy) Lo bugic (16) JSa Leda WS cagipill e VOIP 1l JsSsig50  abisdll
P Cloud sall ;5 Site2_GW (3 duaylal) dliasll
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-\—-_.:f'-‘ G.711 without AESHVPN

G.729 without AES+VPN

—

| G.723.1 without AES+VPN G.711 with AES+VPN

G.729 with AESHVPN

G.723.1 with AES#VPN

25 38Ul Slasp i 3 VOIP iS558 amdl 5L s 1(12) <20
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——
* wﬁnvﬁm_lm_ﬂ

i
G.729 without AES+VPN
i e ~. ] \/ G.723 without AES+VPN

=

G.711 without AES+VPN

G.711 with AES+VPN

A~ —
o

*

Ly G.729 with AES+VPN
G.723 with AES+VPN

il 31Skaal) il gy lises 8 VOIP JsS5ig 5 aoaiill Jansgia 2(13) JSal
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=1 x

G.723.1 with AES4VFN

G.711 with AES+VPN

G.723.1 without AES+VPN

B—
‘\“
G.729 without AES+VPN
1
G.711 without AES+VPN . 729 with

AESHVEN

BSlaall il gyliss 3 VOIP US55, dules M aledll o bl Lassia £(14) Jga
L)
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G.711 without AES+VPN

G.711 with AES+WVPMN

X

/ G.723 without AES+VPN

G.729 without AES+YPM

G.723 with AES+VPN

2l 3l syl A VOIP JiS3igl abivuall Jasl Janigia 2(15) J<al)
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BB Intemet <-> Site2 GW [0] of Logical Network —-> [EEREE R

BT Homz-GT11 with WPMN_AES-DES-1
BT Homs-GT11 without YPM_AES-DES-1
BT Homz-G7 23 with WPN_AES-DES-1
OIT Homs-G723 without WPM_AES-DES-1
OIT Homs-G729 with WPMN_AES-DES-1
BT Homs-G729 without WPM_AES-DES-1

0 average (in point-to-point utlizstion)

80- G711 without@,//
704 \‘

5.711 with AES+VPN

604

G.729 without AES+HVPN

50
40
6.723 without AES+VPN
30 —]
G.729 with AES+VPN
20 e
I 7

10

0 — G.723 with AES+VPN
B FFFEFF

|
5 Site2_GW s Lo lall dlagll e cliplaill 28181 Lalisy) Lo gia :(16) IS
Al 3\Slaal) cla gyl 8 1P Cloud
bl cillaladally el 58
: (End—to—End Delay) algil) ) 4l e pualil) Janigia
(AES 5 VPN (i ie il el clas G723 d i of bl copell o
il e 4l 0.30 o A)lee Al 0.45 Al cglan Cus
Lt 0.15 e il dy com g €T 210 cupelsl G729 4 lss @
352 46 0.10 5 ¢ i) e
Jui vie Bsale 0S8 o S (Uawgie b 08 clas 3 G711 W o
Bpddall dajall aaad dpa))lsadl 0da daslia () ey Laa ¢ i)
e iy Jame I3 Gl )l ae dald ¢ palil (e ayy il gz Y
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Cun VPN 50 G711 clagyliss 4 el S adaiill of Laag) @ (Jitter) sl
el il SYI5 ) IS G729 b gkl laa i) B cdiliy K0 5.5 gl
o oS JSh i ol il ajdtie iy B e lS (uSay Lea il G5 5l ae
ceal) 553 ey Lot G711 i (les 4381 ¢ G729 b akail
Bjiiie Gl 8 gl i e deeDle SV 8 G729 eyl oz i)
:(MOS) axsiwdl (gf) Javisia

Osn G711 Ll 4.0 cuyli MOS i Jef VPN 50 G729 Cilans o

o

dals (el gaeal MOS o cacaissl (AES; VPN Juis xc o
3.0 0o J8 clan ) GL723.1
LSl aaidll Ji e A0l Gigeall saga e el Eh ) Gl i e
e Tt b il Jlsd ae dals cpaiisall i e Lla finy il - g )
.G.723.1 Ji
:(Traffic Received) daliuwall culilyll
Al/cl3,000,000  slas dalivse iy Jare eI VPN 00 G711 s o
il e il €l il aan (uSay Lae
D) b3S ST Leleany Lo il <V ane Gyelil G.723.1 5 G729
Al Blail) e
fe il Al 5ol e finy calind) GUL aaa ey el ¢ g WL
.G.711
:(Utilization) 4a)all dlagll e 4aliy)

Clagylisn b aladind A el cupyls Site2 GW  (yn dlasll cujelil o
.85% ﬁ_\Jj\A:l Cus ¢ ypadil) o G.711
& LS e las ¢ finag paddie sladin) e ciliila G729 daayls o
c S bara I3 @iy
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DWER) 2 Cuny Aaaal QY1 SN Gt gl anana die oY1y G G cplsill sle b .4
paay o(peddiuall 2ae (alAAWY) daph ae anliy Lo Gaeills il Gl s
Jadgid) 48l

Lpadaill sl 8 A0 Clulis skl e aapeS z3salll 1 il Hlasil L5
050 Aeadl) 33ga (el il Gl 8 VOIP e adiad ) ol diali cdglisall
Ol daal)

Aliial) clatkil) .10

il il s VOIP 58555 61l Jilas A (e Leall doasill 5 ) il ¢ &
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Lty Llee o) (R o oSy i Adiiadl) Cilalliill (0 desana 58 <OPNET
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MOS Mean Opinion Score

VPN Virtual Private Network

IPSec Internet Protocol Security
OPNET Optimized Network Engineering Tool
SSL/TLS Secure Socket Layer/ Transport Layer Security

L2TP Layer 2 Tunneling Protocol

PPTP Point to Point Tunneling Protocol

SIP Session Initiation Protocol

ITU-T International Telecommunication Union —

Telecommunication Standardization Sector

VAD Voice Activity Detection

VOIP Voice over Internet Protocol

AES Advanced Encryption Standard

DES Data Encryption Standard
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NIST National Institute of Standards and Technology
MOS Mean Opinion Score
PCM Pulse Code Modulation
QoS Quality of Service
CS- Conjugate-Structure Algebraic-Code-Excited Linear-
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