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Evaluating a System Based on Blockchain in VANET Networks
Using Smart Contracts

Abstract

With the rapid expansion of intelligent transportation systems, the need for
secure and reliable vehicle-to-vehicle communication architectures within
the Vehicular Wireless Networks (VANET) environment is becoming
increasingly urgent. In this research, we propose an integrated framework
that combines blockchain and smart contracts, employing Road Smart
Units (RSUs) as decentralized processing units that handle vehicle
registration, interaction management, and message authentication on a
dedicated blockchain. The proposed framework distributes the
computational burden to RSUs rather than vehicles, improving
performance and enhancing trust in a dynamic environment.

The system was implemented in a realistic simulation environment using
the SUMO tool to model vehicle traffic and connecting it to the TRACI

interface with an integrated blockchain pilot network. Experimental results
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demonstrated superiority of the proposed system in terms of message
delivery rate (PDR), which ranged between 82% and 90%, compared to
80% in the closest benchmark study, along with improvements in other
indicators such as latency and average block mining time. This framework
represents a practical step toward achieving a smart, secure, and scalable
communication environment in VANETs, and establishes a digital
infrastructure that supports future smart city applications such as accident
detection, traffic priority management, and automated payment systems.
Keywords: Vehicular Wireless Networks (VANET), Blockchain, Smart
Contracts, Road Smart Units (RSU), SUMO, TRACI.
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