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Abstract—This review provides a comprehensive analysis of many

research studies focused on server load balancing techniques in the
context of software-defined networks (SDNs). Some of these studies
presented diverse methodologies and algorithms used to improve system
efficiency and maintain stability under variable load conditions, while
others compared these methodologies and approaches to identify the
most effective solutions. Our article discusses the topology used and the
key metrics studied in each article, such as response time, throughput,
latency, and resource utilization, which are essential indicators of
performance in SDN environments. The review also highlights the
experimental setups and simulation tools commonly used in the
literature, offering insights into how researchers evaluate and validate
their proposed techniques. In addition, the research addresses future
directions suggested by the studies to highlight potential areas of
innovation in this field, including the integration of artificial
intelligence, machine learning, and intelligent decision-making
mechanisms to enhance performance in dynamic network conditions.
This paper then provides a clear summary of the research studies in a
structured table that facilitates understanding and supports future
research efforts in server load balancing within an SDN environment.
The review aims to serve as a valuable reference for academics and
practitioners seeking to optimize load distribution and improve the
performance of SDN-based systems.

Keywords: Software Defined Network; Server Load Balancing;
Algorithms; Network Performance
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I. INTRODUCTION

Load balancing is now an irreplaceable element of contemporary
network architectures, which guarantees that the load is efficiently shared
among the servers and eliminates a bottleneck that leads to performance
degradation. In software-defined networks (SDNs), load balancing is even
more important because the control and data planes are decoupled, and
users can centrally control traffic flows using their controllers. This
programmability also opens the doors to adaptive and intelligent
mechanisms that are stronger than the tools of traditional, static load
balancers.

The load balancing of servers in SDN is a thorny issue that is yet to be
resolved. Most of the current methods use simplified topologies, are based
on test cases or are based on early algorithms to simulate the dynamics and
heterogeneity of real traffic. Others are more concentrated on the link-level
or routing-level balancing and the optimization of the servers is not fully
explored. Moreover, there are no standardized assessment datasets and
benchmarking procedures, making the comparison of findings across
studies a challenging issue on which the applicability of suggested
solutions can be restricted. These flaws highlight the urgency of critical
reviews that find trends, limitations, and recommend directions of future
innovation.

Recent literature points to a number of new trends such as the use of
fuzzy logic, machine learning, and adaptive decision-making models to
enhance response time, throughput and the overall quality of service.
Nevertheless, these methods also tend to add some complexity,
computational load or reliance on artificial data, which lowers their
feasibility. Not the least, scalability and energy efficiency are seldom
viewed as high-priority values, although they are the focus of SDN-
enabled data centres and cloud services. These gaps need to be found and
the performance of the current algorithms against them should be assessed
in order to advance towards more robust and scalable solutions.

The work is valuable in that it synthesizes and critically evaluates
various methods in SDN to load balance servers, with specific focus to the
mechanisms employed, the performance measurements taken, and the
experimentation employed. It aims to clarify researchers and practitioners
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about the existing limitations and innovations in this field of rapid
development by expressing the unresolved issues and outlining the
emerging opportunities in the area.

Il. SOFTWARE-DEFINED NETWORKING

SDN represents a networking paradigm that separates the control plane
from the data plane, facilitating network evolution, interoperability, and
scalability. This separation is the foundation of SDN and is made possible
by decoupling switching components [ 1]. Software-defined networks were
developed to achieve factory-independent control from a single logical
point, facilitate innovation, and enable simple programmatic control of the
network data path. Separating forwarding devices from control logic
allows for easier deployment of new protocols and applications, clear
network visualization and management, and the integration of various
middle boxes into programmatic control. Instead of enforcing policies and
implementing protocols on dispersed devices, the network is reduced to
simple forwarding devices and a network controller (or controllers) that
performs decision-making [2][37]. Notably, one of the most prominent
examples of middlebox functions implemented using SDN is load
balancers [3][4].

A. Software-Defined Networking Architecture

The SDN model consists of three layers: the infrastructure layer, the
control layer, and the application layer, which stack on top of each other,
as shown in Figure 1.

C
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Application Layer [ SIDN Applications

Application-Controller Interface $

e
C
Control Layer
SRRTES aye [ Controllers

Controller-Infrastructure Interface $

Infrastructure Layer o @ i S
Y —_— -

Switching Devices

Fig. 1. SDN architecture [5]
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e The infrastructure layer: Also called the data layer, it consists of
switching devices (such as switches, routers, etc.). The functions of
switching devices are: First, they are responsible for collecting network
status, temporarily storing it on local devices, and sending it to
controllers. Network status may include information such as network
topology, traffic statistics, and network usage. Second, they are
responsible for processing packets based on rules provided by the
controller [5].

e The control layer: Represents the intelligence of the network. This
approach enables the controller to retain a comprehensive awareness
of the network' state within the infrastructure layer [1].

e The Application Layer: Contains SDN applications designed to meet
user requirements. Through the programmability inherent in the
control layer facilitates application-level access to, and governance of,
the switching infrastructure [5].

The abstraction of the layers described above makes it easier for
programmers to work on a single network layer, rather than thousands of
different physical devices, through application programming interfaces
(APIs) [1]. External management systems or network services may wish
to extract information about the infrastructure or control an aspect of
network behaviour or policy. This is done through the Northbound
Application Interface (NAI) [2].

An important aspect of SDN is the connection between the data plane
and the control plane, where forwarding elements are controlled by an open
interface. It is important that this connection remains accessible and
secure. The OpenFlow protocol can be viewed as one possible
implementation of switch-controller interactions, as it defines the
connection between switching devices and the network controller and is
called the Southbound Interface protocol [2].

B. OpenFlow Protocol

OpenFlow is an open standard protocol specifically designed for SDN
networks, allowing communication between the data and control planes,
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as shown in Figure 2. OpenFlow switches and controllers can
communicate using the OpenFlow protocol over a secure channel. The
protocol defines various messages, such as receiving a packet, sending a
packet, modifying the routing table, and obtaining statistics, which can be
exchanged between the switch and controller [1].

OpenFlow S N

..-l----.‘ Protocol ,J"

“"‘
.t
Secure | 4" Controller
Channel

Flow
Table

OpenFlow Switch

Fig. 2. Communication of an OpenFlow switch with a controller using
the OpenFlow protocol [6]

The OpenFlow protocol was initially developed at Stanford University
in 2008 to enable researchers to run experimental protocols on campus
networks. OpenFlow is now being added as a feature to commercial
networking devices, providing a standard, vendor-free interface for
accessing Ethernet switches, routers, and wireless access points.
Furthermore, these so-called "OpenFlow-enabled" devices allow access
without requiring manufacturers to reveal the internal workings of their
products. Therefore, the OpenFlow protocol makes it easy to deploy
innovative routing and switching protocols [1].

C. Controllers

The controller acts as the main unit responsible for overseeing the key
functions of the control plane. It creates updates and removes flow entries
in the flow tables on the switch. In addition to its basic functionality, it can
be extended to perform additional critical tasks such as routing, network
access [6] and load balancing [3][4]. It can serve one or multiple switches,
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depending on the network design. Currently, there are many controllers
available, open source and based on various programming languages
[6][38]. For example, POX and Ryu are based on Python, while Java is
used in platforms such as Floodlight and OpenDaylight [7].

D. Load Balancing in Software Defined Networks

Load balancing is one of the fundamental pillars that contribute to
improving the performance and efficiency of software-defined networks
(SDN5s). With the rapid expansion of Internet-based services, such as cloud
computing, the Internet of Things, and time-sensitive applications, load
balancing has become a critical component for ensuring network stability,
optimizing resource utilization, and maintaining low response times while
minimizing data loss. This fundamental importance of load balancing has
prompted researchers to explore it in depth by developing multiple
algorithms and methods aimed at improving the distribution of data traffic
within networks.

In this context, one study [8] classified load balancing in SDNs based on
the data level into two main categories:

[1] Server load balancers: These focus on distributing data traffic
among available servers to improve their performance.

[2] Link load balancers: These distribute data traffic across different
network links to ensure optimal bandwidth utilization and reduce
congestion on network links.

In this article, we will adopt a comprehensive perspective on the
studies that have addressed server load balancers as a key area. The reason
behind this focus is the pivotal role servers play in processing data traffic
and their direct impact on quality of service. Servers are considered the
core component of modern networks, and distributing the load on them
contributes to improved resource utilization and reduced overall system
response time.

We will explain and analyze several methodologies, techniques, and
algorithms used in research to achieve server load balancing. What
distinguishes this study from others is that it provides a comprehensive
view of each method by analyzing it from all possible dimensions. We have
addressed each algorithm from all technical aspects, including: the
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mechanism of action, how the algorithm was designed, the steps it follows
to achieve load balancing, the topology used, the parameters measured, the
tools used from network simulators and performance measurement tools,
the algorithms compared with them, the future prospects, and the points
mentioned by each study to improve performance or expand the use of the
algorithm in future. The goal is to provide researchers with a deep
understanding that will help them choose or improve the methods used in
server load balancing within software-defined networks. This article will
identify current challenges and future opportunities in this field, providing
a starting point for future research.

Before delving into previous research studies, we will review the basic
load balancing algorithms, which are often used as benchmarks in most
research. We will also review the most used performance metrics for
evaluating the efficiency of algorithms.

Basic Load Balancing Algorithms
e Random Algorithm

In this algorithm, the Load Balancer arbitrarily chooses one server
node for forwarding the request from client nodes [9].

e Round Robin Algorithm

With this method, the load balancer distributes incoming requests
across multiple servers using a round robin strategy [9].

e Weighted Round Robin Algorithm

The Weighted Round Robin maintains a cyclical request distribution
similar to the traditional Round Robin, but allocates a larger portion of the
requests to servers with higher specifications, based on predefined weights

[9].
The Most Used Performance Metrics
e Response Time

It refers the duration required to handle and reply to incoming requests
[10].

e Throughput
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It is the amount of data transferred per second [11].
e Transaction Rate

It expresses the number of requests processed per second [11].

I1.EXPLORING STRATEGIES FOR SERVER LOAD
BALANCING IN SDN

In this article, we will conduct a comprehensive analysis and review of
many scientific papers that address the topic of server load balancing in
software-defined networks. This information will then be summarized in a
clear and organized table that facilitates reviewing the main points of each
study.

Hamed et al. [12] proposed a load balancing technique between servers
in an SDN architecture that distributes traffic across available servers
based on the least number of active TCP server connections (connection-
based). The proposed algorithm was compared with round-robin and
random in two environments: the first using Mininet with a topology of 3
hosts, one of which works as a client and the rest as web servers, with an
OpenFlow switch and a Ryu controller as shown in Figure 3.

RYU Controller

Server2
- 10.0.0.3

Fig. 3. First topology used in [12,13]

The second using a Raspberry Pi testbed with Open vSwitch installed
to be used as an OpenFlow switch, with two laptops, one as a client and
the other as a controller, running Ubuntu, respectively, with two Raspberry
Pi kits running Linux as web servers, and which are all connected to an
OpenFlow-enabled Raspberry Pi switch as shown in Figure 4.
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Fig. 4. Second topology used in [12,13]

To measure throughput, number of errors, and average response time,
the HTTperf and Openload tools were used. The results and experiments
showed that the proposed algorithm is better than the round-robin and
random strategies in terms of the measured parameters.

Hamed et al. [13] aimed to develop a new strategy to load balancing
using SDN. A bandwidth-based load balancing approach for web servers
is proposed, which distributes network requests among a group of servers
based on the servers' bandwidth consumption. The proposed BWBLB
algorithm selects the server that consumes the least bandwidth during the
last 14 seconds to handle requests. The proposed technique was compared
with round-robin and connection-based load balancing algorithms in two
environments: the first using a Mininet emulation environment with a
topology consisting of an OpenFlow switch and a Ryu controller with three
hosts, one of which acts as a client and the rest as web servers, as shown
in Figure 3.

The second environment used a Raspberry Pi with Open Vswitch
installed to turn it into a real-time OpenFlow switch with four hosts, one
of which is used as a client generating HTTP requests, and the other is used
to run the load balancing application (the Ryu controller), Both run
Ubuntu, with two Raspberry Pi kits used as HTTP servers to respond to
client requests. The servers, the client, and the controller are all connected
to an OpenFlow-enabled Raspberry Pi switch, as shown in Figure 4.

To measure throughput and average response time, the HTTPerf and
OpenLoad tools were used, and the results showed that the proposed load
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balancing algorithm improves throughput and response time for web
Servers.

Sroya et al. [14] implemented the least delay dynamic weighted round
robin (LDDWRR) load balancing algorithm in an SDN environment,
where the link delay was taken into account as there is a link between each
server and an OpenFlow switch and a different delay was assigned to each
link. The dynamic weight was then determined according to the delay so
that the server with the least delay handles more weight than the other
servers with the highest delay and thus handles a larger number of requests.
To test the LDDWRR algorithm, a Mininet topology was created
consisting of 3 web servers, one client, an OpenFlow switch and a POX
controller as shown in Figure 5.

OpenFlow POX | Virtual IP=10.0.0.254
Controlle

Web Server 1| Real 1IP=10.0.0.1

bt oo P ms
—| OpenFlow Switeh, 7 L eb Server 2| Real IP=10.0.0.2

IP:10.0.0.4

Fig. 5. Mininet topology used in [14]

For load testing, the siege tool was used and the results showed that the
LDDWRR algorithm is better than the Round Robin algorithm based on
transfer rate, throughput and response time.

Zhong et al. [15] designed a load balancing algorithm in an SDN
environment, where the controller was used to obtain the response times
of each server via Packet-Out messages, which were then to select the
server demonstrating the shortest or most consistent response time. To
evaluate the proposed scheme, a topology consisting of an Open Vswitch,
a Floodlight controller, and three virtual machines acting as servers was
used, while another virtual machine used 30 clients to access the servers.
The proposed approach was compared with random, round robin, and least
connection algorithms, and the results showed that the proposed algorithm
(LBBSRT) yielded a better load balancing effect and processed requests
with minimal average server response times. Memory usage and CPU
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utilization rates were also extracted for each server, and a slight difference
was observed in the memory and CPU utilization of the three servers in the
proposed approach, i.e., the resources of all servers were utilized almost
equally compared to other algorithms.

Li et al. [16] proposed a fuzzy logic-based load balancing strategy
(LBSFL) for SDN networks. Initially, the correlation between several
parameters affecting load balancing (processor utilization, memory
utilization, and I/O utilization) is analyzed, and the load of multiple virtual
servers is obtained using a fuzzy logic algorithm. Then, the load status of
the virtual servers is examined in real time, and the lightest virtual server
is selected to handle the request. If necessary, the server's sleep/restart
policy is adjusted. To validate the proposed load balancing algorithm, a
Mininet topology with an OpenFlow switch and an OpenDaylight
controller with four web servers and a client is used, as shown in Figure 6.

SDN controller

OpenFlow netwo
£
“ Servers - g

Fig. 6. Test network in [16]

Network request

The Iperftool was used to test the network performance. The efficiency
of LBSFL was compared with weighted round robin (WRR) and weighted
least connections (WLC) algorithms. Experiments showed that LBSFL had
the lowest average server response times, and that LBSFL had a better load
balancing effect in terms of processor utilization, memory utilization, and
I/O utilization than other algorithms.

Joshi et al. [17] compared different load balancing algorithms among
a set of servers in a software-defined networking environment. The
compared algorithms were the round-robin algorithm, the server load
balancing algorithm, in which the server with the lowest CPU load is
selected to handle the next request; and the flow statistics-based load
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balancing algorithm, in which the server with the fewest flow connections
is selected to handle the next request. These algorithms were also proposed
in other studies. These algorithms were compared using a Mininet
emulator with a topology consisting of a POX controller (as a load
balancer), an OpenFlow switch, and a group of hosts, some acting as
clients and others as servers. The results were tested using the following
tools: Siege and load balancer sniper. The findings indicated that the server
load balancing algorithm outperformed others in both throughput and
transaction rate. Regarding response time, the flow statistics-based load
balancing algorithm showed better response time compared to other
algorithms.

Soleimanzadeh et al. [18] proposed a new load balancing mechanism
for web server farms based on a centralized SDN controller that
periodically collects information about switch port traffic and server
response time and subsequently directs each incoming flow to the most
suitable web server. The suggested algorithm is structured around three
main modules: one that monitors sever response times and another that
tracks traffic on switch ports, both operating at consistent intervals of two
seconds. The third component is the best server locator, which selects the
most suitable server based on the statistics obtained using the previous two
components. To evaluate the performance, a Mininet emulator topology
consisting of 30 client nodes, four server nodes, one Floodlight controller,
and one switch was used. To generate HT TP requests, a custom application
was written in .NET Core. The proposed SD-WLB approach was
compared with random and round robin algorithms and the load balancing
algorithm based on server response time (LBBSRT). The proposed
strategy achieved higher throughput and lower response time compared to
other load balancing methods. The processor and memory utilization rates
for each server were extracted during the execution of each algorithm. It
was found that there was a slight difference in memory and processor
utilization for the four servers in the proposed approach. This means that
the resources of all servers were used almost equally, and no server used
its resources significantly different from the others, meaning that the
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available resources were used almost equally. As future work for this
paper, the following are proposed:

e Consider server load and status and incorporate these statistics into
the workflow to make better decisions.

e Consider the time intervals for aggregated server response time and
switch port traffic, as well as the weights a and B used in the
equation to calculate the best server dynamically and adaptively.

e Leverage previously recorded metrics-such as server response
times, swich port utilization, and various network parameters-as
input datasets for machine learning algorithms.

Montazerolghaem et al. [19] presented a new architecture for SIP
(Session Initiation Protocol) networks, where an SDN-based framework
was introduced to perform load balancing between SIP servers, i.e.,
controlling SIP overload through an SDN approach instead of using
traditional load balancers. The SIP is a signaling protocol for handling a
variety of applications, including Voice over Internet Protocol (VoIP) and
Instant Messaging (IM), for establishing and terminating calls. SIP
architecture primarily involves two essential elements: user agents and
servers. Within this protocol, user agents initiate connection requests
directed to servers. However, due to the finite processing capacity of SIP
servers, a high volume of user agents can potentially lead to server
congestion. Therefore, the proposed framework was evaluated using three
load balancing algorithms: random, round robin, and least request, with a
Mininet topology consisting of a Floodlight controller, a switch, three
servers, and a number of user agents as shown in Figure 7.

SDN Controller

Hostl
192.168.10.1

Hostl 5=
192 168 104

Host2
192.168.10.2

Host3
192 168 103

User Agents SIF Servers

Fig.7. Topology used in [19]
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Performance evaluation relied on two primary indicators: average
response time and throughput. The results showed that the least request
method has a lower average response time and higher throughput than
random and round robin.

Aguilar et al. [20] evaluated how effective Software-Defined
Networking (SDN) is in enhancing load balancing mechanisms. The
proposed load balancer implemented three different load balancing
algorithms: random, round robin, and least bandwidth. To evaluate the
effectiveness of the load balancer, a Mininet topology consisting of a
switch, a POX controller, a host acting as a client, and a varying number
of servers was used. Load generation and response time measurement were
conducted using Apache ab tool. Performance testing demonstrated that
the server farm, when managed by the SDN-based load balancer,
maintained response times under 0.1 seconds—well within acceptable user
thresholds—highlighting the superior adaptability and effectiveness of
SDN-driven load balancing over traditional hardware-based solutions. The
experiments also showed that the least bandwidth method had a generally
low response time compared to other algorithms.

Linn et al. [21] compared the Round Robin and Weighted Round Robin
load balancing strategies in software-defined networks. A topology
consisting of a POX controller, an OpenFlow switch, 16 clients, and three
servers used as simple web servers was used using the Mininet emulator
as shown in Figure 8.

OpenFlow Controller WWW Servers
( Load Balancing Server)

(<0}
r Server 1

| I/ 10004
I erver 2
0.02

Fig. 8. Topology used in [21]
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To measure the average server response time, the OpenLoad tool was
used. Experiments showed that the average server response time for the
Weighted Round Robin algorithm is smaller than that for the Round Robin
algorithm.

Faraj et al. [22] applied the least packet load algorithm, which is used
in traditional load balancers using a POX controller to distribute the load
among servers in an SDN environment by directing client requests to the
servers that are currently receiving the least number of packets. The
proposed algorithm was compared with random, round robin, weighted
round robin, least connection, and least bandwidth algorithms using a
Mininet emulator with a three-server topology and a different number of
clients similar to Figure 9.

# # .................. # N-Clients

> > D OpenFlow Switch
| — [ el
E |- | =

Server 81 Sorver $2 Server s3

Servers pool

Fig. 9. Network topology used in [22]

The Iperf tool was used to generate TCP and UDP traffic from clients
to servers and then calculate the throughput on each server. The results
showed that the proposed algorithm outperforms all other algorithms in
terms of throughput, especially when the network load is high.

Utomo et al. [23] implemented load balancing on a software-defined
network using the Naive Bayes algorithm. The Naive Bayes algorithm was
designed to obtain the server status based on data received from the Psutil
agent and distribute traffic based on the current server status. After the
algorithm receives input variables (processor usage, memory usage, disk
usage) from the agent, computational operations are performed on them to

convert them into a linguistic form based on a pre-defined dataset of 27
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states to obtain the server status. After obtaining the server status, traffic is
distributed based on the least resource usage of the server by the controller.
To test the performance of the Naive Bayes algorithm, a Mininet topology
was used consisting of a POX controller, one switch, three hosts acting as
servers, and one host acting as a client, as shown in Figure 10.

Controller
Virtual IP 10.0.0.100
Algoritme Naive Bayes

o

OpenFlowSwitth ~Client

Server 3
10.00.3

Fig.10. Network topology used in [23]

The test results showed that the Naive Bayes algorithm performs better
than the Fuzzy algorithm in terms of response time, throughput, memory
usage, and CPU usage, as the Fuzzy algorithm contains more complex
calculations compared to the Naive Bayes algorithm.

Fancy et al. [24] introduced the TA-ASLB algorithm, a traffic-aware
and adaptive approach designed to distribute incoming flows efficiently
across servers within a data centre environment. The proposed load
balancing operates based on flow size, checking the type of incoming flow
and classifying it as a mice flow or an elephant flow. The algorithm is used
only for elephant flows. The suggested approach is structured into three
phases: monitoring network traffic, making adaptive decisions, and
selecting the appropriate server. In the traffic monitoring stage, the
controller monitors the entire topology. The proposed method takes into
account three important details: the size of each flow, the remaining
bandwidth on all links to the servers, and the computational capacity of all
available servers. In the second stage, if the flow size is less than a
threshold of 10 KB, a decision is made to forego the use of complex load
balancing algorithms. Therefore, load balancing is carried out using the
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round-robin technique. When the data flow exceeds a predefined threshold,
the TA-ASLB mechanism is activated. In the final step, server selection is
carried out using the TA-ASLB algorithm. This method evaluates two main
factors: the bandwidth of the links leading to the server and the server’s
own processing capacity. The algorithm aims to identify nodes with the
greatest remaining bandwidth capacity to ensure optimal data
transmission. To achieve this, the remaining bandwidth of each link is
estimated by analyzing its current traffic load. The server that offers both
the greatest available bandwidth and the highest capacity is then selected.
The algorithm was implemented using the Mininet emulator, creating a
Fat-Tree topology containing seven switches and eight hosts, two of which
act as clients and the rest as servers, with a Floodlight controller, as
illustrated in Figure 11.

Fig. 11. Network topology used in [24]

To verify the effectiveness of the proposed algorithm, it was compared
with round-robin, weighted round-robin, and statistics method based on
the remaining bandwidth of the node in terms of throughput measured
using the Iperf command and round-trip time measured using the Ping
command. Compared to alternative algorithms, the proposed solution
achieved higher data transfer rates and lower. The paper suggests future
work on:

e Using neural networks in the server selection process, which can
suggest optimal solutions, making it a better choice in the future.
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e Dynamically determining the threshold based on the current
network status, rather than using a static flow classification
method.

It explained that this allows for an accurate model to be created that
focuses on the current status of machines, such as the number of flows
currently waiting to be processed, the number of flows already processed,
server capacity, remaining bandwidth on the links connected to the servers,
queue length, arrival rate, etc. Focusing on these issues improves the
efficiency of current load balancing systems.

Krishna et al. [25] proposed a machine learning-based load balancing
system. The architecture includes a Ryu controller, a selector unit, multiple
clients, and a set of servers. The controller receives the IP address of the
optimal server from the selector module and accordingly forwards the
request to the optimal server in the network. The selector is where the
trained machine learning model is integrated. It takes trip time, RAM
usage, and CPU usage as inputs and outputs the best type of requests that
the server can handle with those given statistics. The model was trained on
a dataset containing 200 data points, where each data point is a set
containing trip time, RAM usage, CPU usage, and a flag that is either 1 or
0 corresponding to the request type (media or text). However, it was not
mentioned how the dataset was generated or created. The machine learning
model employs logistic regression to train and predict the optimal request
type to be handled based on the given features. Clients may request data in
the form of media or plain text. The server runs two processes in parallel.
One is responsible for processing the request received from the client by
the controller, and the second process involves sending server information
to the selector module, which uses this information as input to determine
the best IP address for any type of request. The experimental network setup
includes a controller and five hosts connected to a single switch, where
three hosts function as clients and the remaining two serve as servers. As
for the results, they only showed that their machine learning model
demonstrated an accuracy of 88% in selecting the optimal server for a
given type of request. Since the machine learning model, they used in their
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paper took trip time, RAM usage, and CPU usage as inputs, the researchers
suggest as future work for this paper is to improve the model by adding
more features and considering a greater number of request types.

Sobih et al. [26] evaluated the performance of a set of load balancing
algorithms in software-defined networks. These algorithms include the
random algorithm, the Round Robin algorithm, the weighted Round Robin
algorithm, the least-delay weighted dynamic Round Robin algorithm, the
least-connection algorithm, and the weighted least-connection algorithm.
Evaluation of the six algorithms focused on transaction rate and response
time in a network setup where all servers shared identical configurations.
Then, measurements of response time and transaction rate were conducted
after modifying network conditions through the insertion of variable delays
on the links connecting the switch to the server. These parameters were
then measured by changing the server specifications, specifically their
CPU speed. In the final scenario, the performance of the algorithms was
evaluated with an additional load directed to one of the servers only. All of
these scenarios were implemented by building a network consisting of a
POX controller, an OpenFlow switch, three hosts acting as web servers,
and several hosts acting as clients, as shown in the figure 12.

IP:10.0.0.4

1P:10.0,0.5 -

. 2 _ 7] openFlow Switch
[;l» (s1)
h2]

1IP:10.0.0.12 EI

Festing Hosts IP:10.0.0.1 IP:10.0.0.2 IP:10.0.0.3
Web Server Web Server Web Server
(port 80) (port 80) (port RO)

Fig. 12. The network used in [26]

To evaluate web server performance, the Httperf utility was employed
to simulate HTTP traffic by generating request loads. Experiments have
shown that the response time of static algorithms is less than the response
time of dynamic algorithms when the number of requests in the network is
small. However, when the network conditions are fixed and predetermined,
the static algorithms (Round Robin, Least Delay, Weighted Round Robin,
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Weighted Round Robin) that take these conditions into account can
outperform the two dynamic algorithms. While the random algorithm was
unable to provide good performance in any case when the number of
requests per second is large, it provided relatively good performance when
the number of requests per second is small (less than 60 requests in the
applied scenarios). As for the two dynamic algorithms (least connections,
weighted least connections), they can adapt to different network conditions
and provide relatively good performance and can outperform the rest of
the static algorithms under fluctuating network conditions.

Alssaheli et al. [27] analysed the performance of SDN in balancing the
load among a group of servers using the POX controller, which pre-
contains the IP_loadbalancer component, which is a simple load balancer
that randomly directs new flows to the server addresses in three scenarios
with different numbers of servers and hosts, as shown in Figures 13, 14,
and 15.

=

contrelier

Fig.13. First scenario in [27]
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Fig. 15. Third scenario in [27]

These scenarios were implemented using the Mininet emulator, and in
each scenario, throughput, delay, and Jitter were calculated. The findings
indicated that employing SDN for load balancing leads to a better
scheduling mechanism.

Vishwakarma et al. [28] compared different load balancing algorithms
in an SDN based data center network such as round robin, random,
weighted round robin, least connection and equal load using Mininet
emulator with a topology of 4 legacy switches and an OpenFlow switch
connected to POX with a group of hosts some of which are working as
servers and others as clients as in Figure 16.
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Fig. 16. Test topology used in [28]

The network's performance was evaluated through the deployment of
the Siege testing utility. The test focused on the parameters of throughput,
average response time and transaction rate. The results showed that the
weighted round robin method outperforms all other presented algorithms.
Given that average response time, transaction rate and throughput were
used as performance metrics, the researchers proposed exploring
additional parameters such as bandwidth usage and server utilization as
part of future work.

Hamdan et al. [29] proposed to implement load balancing in SDN
using linear regression. The dataset for modeling the linear regression
function contains thirty samples. The constructed dataset includes key
server metrics, specifically memory and CPU usage. The model uses
processor and memory usage as input variables to forecast the number of
requests for each server. The model is trained to associate resource
consumption levels with the corresponding request load per server. The
controller selects the server with the fewest requests to process the request.
To read resource metrics from the server, this research employs the Psutil
util. Server metrics are continuously transmitted to the controller, and the
resource information collected via Psutil is stored in the dataset, where the
last five samples in the dataset are updated every five seconds. For testing
purposes, an SDN topology using a Mininet emulator was used. It consists
of a POX controller acting as a load balancer using linear regression
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calculations, another POX controller for forwarding, six switches, six
clients, and two servers with varying specifications, as shown in Figure 17.

u il e
2
i

il 1w
i
f

Fig. 17. SDN topology used in [29]

The HTTPerf tool was run on one of the clients. Testing was performed
in scenarios with rates of 100, 150, 200, 250, and 300 requests per second.
Each scenario was executed three times, with a total of 5,000, 7,500, and
10,000 requests. This research compared linear regression with a round
robin algorithm, and the results showed that linear regression and round
robin performed relatively similarly in response time testing when the
request rate was low. As the request rate increased, linear regression
outperformed round robin in response time performance. In throughput
testing, linear regression and round robin have a similar pattern as the
response time test. When the rate used is small, linear regression and round
robin have relatively similar performance. However, linear regression
outperforms round robin when the rate used is higher. In the CPU
utilization test, linear regression performs better than round robin. During
the linear regression analysis, CPU wusage peaked at 75 percent.
Meanwhile, round robin reached 98 percent. As future work for this paper,
the following are proposed:

e Increase the accuracy of linear regression calculations by adding
more samples to the dataset.

e Improving the program in terms of the time when linear Regression
calculations are performed so that they are computed only if there
is a change in the server's information.
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Malavika et al. [30] focused on extending SD-WLB and LBBSRT by
implementing the closed-loop control theory (CLCT) (this theory means
measuring the controlled variable and comparing it to a setpoint that
represents the desired performance [35]) with two threshold values L and
U to adaptively adjust the timing of server probe. Both SD-WLB and
LBBSRT probe servers in the server farm at a uniform and specific time
interval to retrieve the factors of server response time and switch port
traffic volume. Therefore, the task of the proposed framework LBBNNC
was how the controller recovers these factors at variable time intervals by
defining the application delay tolerance as threshold values L and U to
distinguish the server load status as low, medium, and high based on the
maximum response time difference:

MRTD = MAX (response time of all the servers)-MIN (response time
of all the servers)

between servers in a server farm that were less than L, between L and
U, and higher than U to adaptively adjust the probe time to measure the
server response and switch port traffic volume. The values of L and U were
adjusted using a neural network then feeds the L and U values into a probe
time generation algorithm, which, based on the L, U, and MRTD values,
determines the new probe time for the servers in the next iteration. When
traffic increases, the probe time is reduced, and when traffic decreases, the
probe time is increased. To evaluate the performance of the proposed
LBBNNC framework, a Mininet topology with one switch and one
controller was used, with four hosts acting as clients and three hosts acting
as Apache web servers. For testing purposes, the Httperf tool was used,
using 50,000 requests at a request rate of 10 requests per second to 100
requests per second, increasing the request rate by 5 requests per second
each time. The proposed scheme proved to be superior to round robin,
LBBSRT, and SD-WLB in terms of the achieved request rate, average
response rate, average response time, and number of produced errors.

Malbasic et al. [31] proposed a new load balancing scheme for a hybrid
SDN environment. The scheme relied on continuous monitoring of server
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load indicators and implementing multi-parameter metrics (CPU load, I/O
read, I/O write, link upload, link download) to schedule connections. This
scheme used the SNMP protocol mechanism to collect information about
the resources used by the server to schedule requests. A simulated
environment incorporating virtual servers and network components using
EVE-NG platform [36] to facilitate testing and experimentation. The
following virtual components were implemented: a Linux OVS router as
an SDN-aware switch; six virtual machines with Linux Ubuntu servers
(two representing web servers, three representing clients, and one
representing a POX controller); and the last component represents a
Mikrotik ROS router plus an internet connection, as shown in Figure 18.

=
.
< e
= : =
G o )
— o, el
G2 S G P
B -5 Ell
> SON-Switc! |
-4

Fig. 18. Testing environment used in [31]

The proposed scheme was compared with Random, Round Robin, and
LBBSRT algorithms, and the test results showed that the proposed
mechanism yielded the best results in terms of balancing CPU load on
servers and made better load balancing decisions than the tested
mechanisms.

Singh et al. [32] implemented a Round Robin load balancing algorithm
in SDN to overcome the limitations of traditional network load balancers
using a Mininet topology consisting of a POX controller, an OpenFlow
switch, six hosts acting as web servers, and several hosts acting as clients.
Siege and Autobench were used for performance testing. The experiments
showed 100% availability of services with an average of 0.028 seconds in
the shortest transfer and a response time of less than 1 second.

Vani et al. [33] presented a dynamic load balancing algorithm for
software-defined networks based on server response time and content

124



e glaal) g by ) 5 Ailaal) Lpndigh o sial) el oana Gl Al
35 Cpuna e Al Al slaga s 2026 als 1 21l 48 Aaall

mapping. When performing load balancing among a group of servers, the
controller directs requests to the respective servers in the server pool based
on the load balancer result for the requested content type and response
time. Server pools are organized based on content type, including
dedicated pools for video, audio, images, and textual data. The proposed
architecture consists of three main modules: request classification module,
server monitoring module, and dynamic load balancing module. The
request classification module is designed to determine the nature of
incoming requests, categorizing them into formats like video, audio,
image, or text. Once this information is extracted, it is sent to the load
balancing module. To ensure real-time oversight, the server monitoring
module is designed so that each server within the pool transmits its load
metrics to the controller at 5-milliseconds intervals. Information such as
CPU usage, memory usage, requests per second, time per request, transfer
rate, and waiting time are sent to the controller. The dynamic load
balancing module is implemented using content-based routing. When a
client request is received, the content is analysed and the server with the
lowest response time in each server cluster is found. The controller installs
the flow based on the requested content and the server with the lowest
response time. For example, if the request is related to images, it is
redirected to the image server pool, etc. The experiment was conducted in
a data center network where a number of different clients and web servers,
such as Apach2, Ngnix, and simpleHT TPserver, were connected to the Ryu
controller via a Zodiac-FX switch in real time, as shown in Figure 19.

Ryu controller

= 2
—/ AR Pl wealtiss \\\ ‘_
== -

Fig. 19. Data center network used in [33]
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The proposed mechanism was compared with different techniques
such as round robin, random, LBBSRT (load-balancing scheme based on
server response time) and SD-WLB (Web load balancing based on server
statistics) based on various metrics such as average response time, transfer
rate, time per request, requests per second, and waiting time. The proposed
mechanism has shown better performance compared to other techniques.

Fazal et al. [34] proposed an adaptive approach to load balancing
between servers for SDN-based data centre networks by identifying an
optimal server and choosing the best path to the selected server. To do this,
the proposed approach is divided into five modules: the first module is the
probe interval generator, which determines the time interval after which
servers will be checked for their performance and is inspired by the
LBBCLCT (Load Balancing Based on Closed Loop Control Theory)
approach. The second module is the server performance monitor, which
monitors server response times and stores them in a local database, and is
inspired by the LBBSRT approach. The third module is the server selector,
which reads the local database of server response times and selects the
server with the lowest response time as the optimal server. The fourth
module is the switch port aggregator, which checks switches for the traffic
volume passing through its ports and stores the data in a local database and
is originally inspired by the SD-WLB approach. The fifth module, known
as the path selector, will take the specified server and traffic data from the
database and apply the ant colony algorithm on the network to determine
the most efficient route between the sender and the most suitable server.
The proposed approach was tested in a Mininet environment with a fat-tree
topology, with 31 switches and 125 hosts, 12 of which were configured as
servers, and the rest as hosts with a Floodlight controller, as shown in
Figure 20.
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Fig. 20. Fat tree topology used in [34]

To verify the effectiveness of the proposed algorithm (SD-ALB), it was
compared with round-robin, SD-WLB, LBBSRT, and LBCLCT
algorithms. The results showed that the proposed approach outperforms in
terms of throughput and server response time, but it requires a lot of
computational resources.

After reviewing the articles and analyzing their methodologies, the
Table 1 summarizes their key aspects to facilitate comparison and identify
important research trends:

TABLE 1 SUMMARY OF PREVIOUS RESEARCH STUDIES ON
SERVER LOAD BALANCING IN SOFTWARE DEFINED
NETWORKS (SDN)

Algorith Measur Future
Reference | Year | Obiective Controlle | Network ms Tools ed Prospe
J r Used Topology | Compar | Used | Parame c tsp
ed With ters
Proposing . Mini | Through
[12] Hamed a Switch, Random, net ut
et al 2017 . Ryu controller, | Round » | Pub -
: technique 3 hosts (1 Robin Rasp | Respons

berry | e time,

for load
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IV.CRITICAL ANALYSIS OF PREVIOUS STUDIES:
RESEARCH LIMITATIONS IN SERVER LOAD
BALANCING IN AN SDN ENVIRONMENT

Many studies have employed artificial intelligence techniques in the
server selection process within SDN networks, with the aim of improving
load distribution and increasing performance efficiency. However, the lack
of a benchmark dataset that simulates realistic environments poses a
significant challenge. This lack has prompted many researchers to generate
synthetic datasets specifically designed to meet the study's requirements,
which may limit the generalizability of results outside of experimental
settings.

It is also noted that the proposed algorithms are often compared to the
underlying algorithms. This is due to the unavailability of source code for
most algorithms, which hinders comprehensive evaluation within the same
test environment.

From a design perspective, most studies rely on a simplified topology
that includes a single OpenFlow switch connected to servers, clients, and
a controller. Despite the simplicity of this model, it is considered
functionally appropriate because the switch directly connected to the
servers is responsible for receiving flow balancing rules from the controller
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and distributing requests based on them. Furthermore, some modern high-
performance switches support connecting more than 20 servers, enhancing
the realism of the proposed model without the need for more complex
topologies.

Although there has been growing interest in load balancing concepts
within the SDN environment in recent studies for 2024 and 2025, most of
this research focuses on improving quality of service or managing routing
without directly addressing the server load balancing problem itself. This
highlights a clear research gap and indicates the need for more specialized
studies on this vital aspect, especially with the increasing reliance of cloud
and virtual infrastructure on SDN servers.

V. CONCLUSION AND FUTURE RECOMMENDATIONS

In conclusion, server load balancing in software-defined networks
becomes one of the essential elements to ensure stability, scalability, and
efficiency in the present infrastructures. This work makes a contribution
by reviewing and analyzing a broad variety of algorithms, showing the
advantages of dynamic and intelligent approaches compared to more
traditional approaches of static approach, and the weaknesses, including
the limited scalability of the approach, use of simplified experimental
topologies, and lack of standardized benchmarking practices.

In practical terms, the summary of existing research offers useful
information to network engineers, cloud data center operators, and SDN
developers, who have to choose or create load balancing solutions
depending on the performance requirements, in terms of response time,
throughput and resource usage. The review, however, is limited by the fact
that the studies reviewed are heterogeneous and they tend to use various
testbeds, tools, and metrics, and such direct comparison with the results is
not easily possible.

Going forward, the focus of future studies must be put on development
of standardized evaluation frameworks, empirical benchmarking data, and
adapting algorithms that would be capable of dealing with scalability and
energy efficiency in addition to performance. Synthesis of artificial
intelligence and machine learning into SDN controllers are also a
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promising avenue particularly in an environment with dynamic and
unpredictable traffic. To make sure that SDN-based systems are strong and
sustainable as the demands on the global networks increase, the multi-
controller architecture and energy-conscious designs deserve further
attention as well.
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