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Abstract
Software-Defined Networking (SDN) is a flexible and efficient framework for managing
network resources and routing data traffic, making it an ideal environment for implementing
server load balancing strategies. With the advancement of artificial intelligence (Al)
technologies, integrating machine learning with SDN has become a significant step towards
improving network decisions autonomously and predictively. This integration paves the way
for smarter and more adaptive networks capable of handling real-time changes in network
load. Therefore, this study proposes a novel server load balancing algorithm in an SDN
environment. This algorithm relies on predicting server response times using machine
learning techniques based on active server performance metrics, such as CPU utilization,
memory utilization, bandwidth, and the number of active connections. The goal is to select
the optimal server expected to offer the lowest response time. The performance of the
proposed algorithm was evaluated in a dynamic environment using various tests and
compared with Traditional Least Response, Least Bandwidth, Round Robin, and Naive
Bayes algorithms. The results were then statistically analyzed, and the results showed that

the proposed algorithm was superior to all the algorithms compared with it.

KEYWORDS: SDN, Load Balancing, Algorithms performance, Machine

Learning.
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Server Response Time Prediction Dataset

STEP 1: Network Simulation Setup

Mininet Topology: Controller + Switch + 2 Hosts

STEP 2A: Web Server Setup

STEP 2B: Client Setup

Host 1: Python3 HTTP Server, Port 80 + Multimedia Files Host 2: Siege Load Tester, 15 Concurrent Users

STEP 3: Server Monitoring STEP 4: Load Testing

Psutil Library: CPU | Memory | Connections | Bandwidth Siege Tests: HTML | Images | Audio | Video (1 sec each)
[Results]

STEP 5: Data Collection

Two CSV Files: Server Metrics + Response Times

STEP 6: Data Integration

Pandas Merge by Timestamp: Link Metrics to Response Times

STEP 7: Data Cleaning

Remove Zeros & NaN Values: Final Dataset Ready
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|timestamp Cpu_usage memory_usage connections bandwidth_sent bandwidth_recy total bandwidth = Resp Time

|2025-01-24 10:55:39 10.6 25.1 41 9184 6714 15898 0.01
|2025-01-24 10:55:41 21.5 25.1 57 11080 8254 19334 0.02
|2025-01-24 10:55:43 6.5 25.1 62 3380 2430 5810 0.04
|2025-01-24 10:55:45 5.1 25.1 69 4732 3402 8134 0.01
|2025-01-24 10:55:55 10.9 25.4 110 7180 5280 12460 0.01
|2025-01-24 10:55:57 13.8 25.6 131 8310 6030 14340 0.07
|2025-01-24 10:55:59 15.8 25.2 145 10272 7554 17826 0.01
|2025-01-24 10:56:01 8 25.2 157 8178 5898 14076 0.02
|2025-01-24 10:56:03 6 25.2 160 2004 1524 3618 0.01
12025-01-24 10:56:13 9.1 25.3 223 10140 7290 17430 0.05
|2025-01-24 10:56:15 4.5 25.2 234 8376 6096 14472 0.03
12025-01-24 10:56:17 12 25.3 245 6760 4860 11620 0.02
|2025-01-24 10:56:19 19.3 25.5 268 15680 11524 27204 0.01
12025-01-24 10:56:21 10.7 25.3 278 7024 5470 12494 0.08
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ALGORITHM: st (e) J&1 aaladl W 25l 45
BEGIN
[[7=== (32a5 ya) Lisgill 1] Ayl ====
dataset < generateDataset()
model « train (RandomForest, dataset)
save (model, "model.pkl")

load (model, POX_Controller)

predictions «— {} // Dictionary: {server_IP: LlaiN| a3}
=== (55 05) ooso 545 12 Aayal ===
PROCEDURE PeriodicPrediction()
WHILE systemRunning DO
stats_dict «— POX.receiveStatsFromServers [/ Jujs asleall
Glilaa) sda aliiy aSatiall ccilibiaal)
FOR EACH (server_ip, server_stats) IN stats_dict.items() DO
IF server_stats.changed() THEN

input «— convertToNumpy(server_stats) // [[CPU, Memory,

Conn, BW]]
result <— model.predict(input) //  LLiW) ) s
predictions[server_ip] « result // Dictionary Euaad
L el
END IF
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END FOR
END WHILE
END PROCEDURE
[[7=== (Jaenl) (0 3}y sams dic) (5)s8 1A 13 Alajall ====
PROCEDURE OnPacketArrival(packet)
bestServer «— min(predictions, key=predictions.get) // Dictionary
1 ad i
forward(packet, bestServer) // G g
END PROCEDURE
END

-Aayiddl 4 ))pall Pseudo—code (5) Jal)

g (AN cibiailslly LAY Laslsish 2-8

Slae aladinly Wslis) &5 SDN Liaslgssh aladind o5 Lgillad s da il dpe)ylsall ¢laf laay
ClgaS Jani POX oS3 8385 (0 Adlge PYthon Zaly (giSh sl maling Gk e Mininet
) Al 33 (e dae s Cus alAS Jaxd Aipias Bigal D55 OpenFlow Jaws Jeall

p AU UKD 8 LS e DlaxS Jand

L

Controller

o _>
= S

OpenFlow Swwitach
]

HE E EH

Server Server Server Clientl Clientn

LB Laglyish (6) Sl
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[23] Adlaad) byl 24581 8 daaivsal) L glgsshall Ll b Laglgashall oda JLaal <) sl

Oe 38 Alge seld i 3 Jaall sed adlall Bpilie Jociall Jasall 2 agy Lo 4y
[30] cluhall gas) cySh a8y canldl) bl ayygiy aelgll sda e 2l agihg aSaall 3aa
Jsai Y 53l HP Aruba 2920 24G POE+ Jawd) sa 3asall Jle OpenFlow Jaw 3sag
O 5 eanays A0 8 Cuglaa 128 Msa sy 5 Jama ady ¢ Sopal Y53 1200.002 o2
Sle el Jigal s By aag oS4l il aeall G Jasall 13 (S larla 20 e S

e s o K Asalinal) il plead) of sl ally el ol all cilaliiad (pe Ui,
Al Gigpb ) e aae 2ty L 3yate 4500 Cagyh (080 Levie A5G il lsall
:@u\ U_il;m))\}aj\ & C).\s.d\ Jazll L)\AA} 3 jxia

[13] Traditional Least Response e
53y Ol ol alae Wl Ll Ayl LlaiaV) iy Gl e adiad 280l Taa) s o
ity paldll e 1) Ul 5 JlupY) Sy Jaaaig (pma ) Jualdy packet out o) )l xSl
Alaind ey J8 cialia aaladl laa) 2 ey aey ([13] Slowy) iy

[31]1 [30] Least Bandwidth e

il e (Traffic) yssall (e 5o ol el o aalad) HLadly o (ASaalion daa) s o
Bh}du)jéeﬁocea\}sﬂggn)ﬂ\é\.l:ﬂ\u'a)s:ér_d}mﬂ\?ﬁ_‘"Qtﬂ\ cdlall Al
01555 dS dasall () @8l clbilaa allal oSl
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[31] [30] Round Robin

Gl U8 Jly] oy duma aalsall G (g)90 IS cldlall aysh o aaied 530 dpe))la A
cedld AT Y Jgemsll aay Aol ) asa o5 @) 4 Sl aalal) ) ass

[22] Naive Bayes o

ALl DA cilaa lsally Ansial daalsal) C Washal st A Al Al Cils )
Gl splandl sieas (jaa Naive Bayes oy A alad dae))lod ae duilia) d)lie 2udiiy o 58
deatindl e lilual) o S Gl Bl G el 73 sail ool apii Caags ¢l s Aduadl)
sl [22] dale dup e oLy Naive Bayes dwj i lial & .4y Jlad) b Gl
dged sl o3 Ll s ¢ V) aleil) il alasiudy SDN i€ ana Jaal! g)55 g suin 5o
pasiuall syl 0 &I i Al LSl Lede e ) 3 bl e sane g Al )l Gl G s
Sle iYL« yiall (e Naive Bayes duw))lsa sl sale) o cagle pling crdgail) 2w 3
o2 el 2 3satll (38155 laal Al pally alad) Gl lalade 3 s sl dpmgiall Clgladl)
Baplsa o SSA e A5 A8 (e LS Aapo e Baiats Al el aiadie] o3 (shaial) aa
Y i Gl algs b deatina) (V) aledl) ilia)ylsa aal (e 2als 4 Naive Bayes
Leilaboy i LS cluall (ga desana o 2Ly (pae seaie Chinal adgil aadinds b Ay

[32] Lo Loy

culailly el (38230 3-8
o desane ool @5 LS e 4803 Gyl 8 syl (e a0 368 5 il S5 LS
ae clad dua Siege s e dasll) colabed) by el ppes & Loldiels cOllbedl)
oy (Al Jolal gy cality) Al JS) OBl dae laiu) g cdaalil) COUEL

p Al e cla syl o3a i
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Dball Aalss SAl anyill B3l hyglatd cJle Jaraa it ClS AAN 8 eyl gl
N e JUENY) aie s gale Lot Guagliil) cilue)ylsad) cojedal L cilanaiall 3al3s o)) Cpusniig
DY) (& Jemdl) (A Aasial Duaplal) cudy oS ddaall leblea Jiady ciledie (aed )
s dsad e Laale (S5 Naive Bayes ¢1af uas (Naive Bayes s 43)aally . Jleal)
(lly aa L Al clilian) dany Sl (90 R sall Al ae LSS5 Aol ikl Jundy
Glkal e Jalatll o 4l sdall 4l 858 Juady lgle e85 o da il dpa))lsall culadla
Dl ST il ety Lae sl Slaid) (g desana e Allad diplay Lgmads slaY) 5200k

SBaiaa Caadl ““@JL@G\;M\”

Al ilill ilaay) Julasl) .9

) o dald Slaa] didad ehal & (@5ise gale S dayiall 4pe),lad) (58 LEY
RIS g SV K PSS O X e PR, IRCR PN CHA IRV RN PG A [ W
«(Throughput) ialyls (Response Time) ilaiu¥) (e) :lads cdaall d3lse Aokl

(@AY Y] ey lalls Aasial) eyl Adliasy) A5)laal
o Ay Al (gsina iy 536 3555 [33] (Two—way ANOVA) il ol Jalas el
P F(4,80) = 294.76) iyl s (p < 0.001 F(4,80) =178.86) ilailll (a5
P <) sl NS A splisadly aa) Al gsine el il 3y e (< 0.001
JaaYls [34] (Tukey HSD) saxeiall cilijliall S5 Adphay 33U Jidail) s .(0.001
G sitia 20 i s il 400 )3l o [35] (Independent Samples t-test) Jiul st
Glas ALY ey (A - Gppdsall 3S 8 Aal Gli))lad) s o (g5ina Slan) JS
daaj s Jumdl 36 e Dgiie Al 0.0132 £ 0.1150 &l Jaussie JiF s jiall G lsa))
Aaa) leall Glas Aaaliy) A5 .(p < 0.001) dygine ldg)all aan ulSy %59 dosy TRT
%29 sy LB dej)lea Jumil 6 e Liggie 1.81 + 82.04 by Jasia ef dajidl)
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sl 8 miage ALl clibaay) Juadi (P < 0.001) A Clig 8l jian uilSy

LAl
etV e A3 lae (1) Jsaal
. <al_ady) + dau sid) S s
il 5 ol LSBT
1 0.0132 + 0.1150 Proposed Algorithm
5 0.0720 + 0.2800 Tradltlona_l Response
Time
3 0.0961 + 0.2825 Least Bandwidth
4 0.1542 + 0.4590 Naive Bayes
5 0.1764 + 0.4770 Round Robin
LaliY) 4 )laa (2) Jsaall
. sV £ o sl P
il 5 el RSP
1 1.81+£82.04 Proposed Algorithm
2 9.01 + 63.69 Least Bandwidth
3 777 + 62.91 Tradltlona_l Response
Time
4 10.74 + 50.93 Round Robin
5 9.31 £ 50.60 Naive Bayes
ALY ) — Aluadill Slibasyl (3) Jsaall
C195% B3 t-test | t-test(t) | Tukey HSD (p- | 4 kadl
Sl siall () ad))
[-0.197, 0.1650- | 0.001 > | 10.08- 0.0002 PA vs
-0.133] TRT
[-0.210, 0.1675- | 0.001 > | 7.72- 0.0002 PA vs
-0.125] LB
[-0.412, 0.3440- | 0.001 > | 9.94- 0.001 > PA vs
-0.276] NB
[-0.440, 0.3620- | 0.001>| 9.15- 0.001 > PA vs
-0.285] RR
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[26.34, o
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I el il e (Al Llaia) (30)) 6 13V) gy illangia 25 1 Jslaall el
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Sl ylsalls Aoyl Zuah ylsad) G AU Gl dlany) il (DUadd 45 3 Jslasl)
A&l i ae o(Tukey HSD) S5 diphs (t-test) il AU LEa¥] alasiuly 29

G5 o S5 Lea pall daii VA8 @lig p < 0.001 2l e . (C195%)95%
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