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Trust Management in VANETs Using Cloud-Hosted Blockchain: A

Study of Cache Impact in Vehicles
Dr. Ali Alhatem*
Abstract

VANETSs play an important role in supporting intelligent transportation systems
and enhancing traffic safety through applications that rely on message
exchange between vehicles and infrastructure. We need reliable mechanisms
for trust management in VANETs to verify vehicles and detect malicious
behaviour, as it affects both vehicle safety and decision making in a way that
threatens the live of VANET vehicle users. In this research we present an
integrated framework for trust management in VANETs based on cloud
blockchains, where vehicle behaviour is monitored and evidence is collected
by Roadside Units (RSUs), while the blockchain is used to store evidence
and trust decisions. Through this framework, identity verification which is
performed through the Certificate Authority (CA) is separated from trust
management, which is performed through blockchain, and which represents
the vehicle state as trusted, suspicious, or malicious.

The results showed an improvement in the packet delivery ratio (PDR) in the
variable—speed scenario, while it affected the trust decision. The results also
showed that the presence of the cache allows scalability in the network and

reduces dependence on RSUs and the cloud, but it doesn’t improve the
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effective prevention rate in variable-speed environments with high traffic
density, which requires advanced policies for updating trust states stored in

the V2V cache.

Keywords: VANETSs, Trust Management, Blockchains, V2V cache.

* Lecturer — Homs University— IT Faculty— Department Of Computer

Networks & Systems Engineering
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V2V %

20 0.997 1.0 1.0 77.1% 22.9% +0.0
40 0.999 0.927 0.978 70.8% 27.1% +5.1
60 0.996 0.605 0.823 55.3% 27.1%  +21.8
80 0.996 0.727 0.957 84.3% 11.5%  +23.0
100 0.997 0.600 0.914 78.6% 12.8%  +31.5
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iy V2V ssag Jd) Ju e a8l (€23 ¥ g sl 2 Les V2V Cache Juis
o S Lae 0.914 @il SPR dad (a4 <100 (g5bos iliSya 230 3ic 0.6 4 EPR
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e 3aly) ae aeliay (gdlly S aid) 8 V2V Cache daalus SPR il el La<uall

vie Lalid¥) i A8 80 xie 84.3%] Jeass 483 20 xie 77.1% gl Cun Gl

Laaiaddl ) s L sy dau siall CLUSY nie 49 gdal)l Laglgalall s ) 4556 60
LK Epaadl

o 4 100% Y 82% o laaa aa e ol 58 <uill SPR it of i) Wiy
Ll (Say s (100% Y 62% Gty Slaas aa o ol 5,58 EPR (uliie el
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