S Sl dpuigl) o slal) ALl
Atila slaall 5 400 5eSl) 5

AN
T

Sy, S

4y 99 AaSas duale Alaa

10 232l . 47 2ladl
2 2025 . a 1447




paas daals gy (i) b (3 U ) gsal) Gy

Adaall (o J gl paal

e daala Aaa puad Gady
by aglal

Tuwsiglly Al pshal
Adailly Al







leatle 8 e U (Sarg lual) dualell Crgad) pi ) Alaal) Cargs
: i Gsially Sl
oaan daala dlaa Al ()
(77) « - 0@ - Al I L paaa daala . paaa . Ay s

++ 963 31 2138071 : Lusld [ cisla .
www.homs-univ.edu.sy : cuiyiiy) adga.

journal.homs-univ.edu.sy : (g AsN) &l .

ISSN: 1022-467X



(aan dzala ddas B 4 hag yd
sdggllaal) 35y
CD [/ word + (Aaslal) [ K [ Galll aul sa Canill (0 ddy5 4352 @
Alaall I b Cus Guie Cadl (40
e Bl olla + ale iy kb
(e clu it Gald) s 1)) o
] gy Copliall Al e QS+ iale [ oSl Jeas HIE Gl
Alad) b ad e
o, A5 gae Gald) IS 1Y) @
saldie) o Z8lpally and 8 S il Slasly il Galaall I G g
Jall e
s Gl daalas B (e L)l Al gae Gall S 1Y e
lee Gy o5 Ayl Aiglly sume 4l Cufis 4UlS Balee (o QS lias) Cany
Asyl s
p 4l Agll B lpdae Galdl IS 1Y) e
oy e adly atea iy Lay ¢ Gl sha) ley 5 1S 4 aaay QS Gl g
Alec
Loy Apuaniglly bl aglall) el ity Y gadl) o Gaad) quifi oy -
:(Asalaily
(omadldl 4l 8 Aalite Gl ) (5 5 ape padle. . ) (lsie
Laie -1
Gl o -2
Gl Gyl Al -3
\gaddliay il —4
- Glaglly alabingy) -5



— L —alaBy) - Y ) st Aty Y el o ) quis Aty -
P(Alay) astal) apang dfangall 4l — daluadd) — (5 ghal)

(opanld) g 8 dalite QLS ) (<) 5 e padle.. Gl Glsie -

cdaldaa

v aally aaaly il A<

il 5 Gl Calaal

wdsda g Gl iluayd

ALY ailinyd 5 Gl cilalliag

AL Gl 5 gl Y

Alleha) 5 Gl e

Jalailly 8Ll 5 Canll (ape

NRN- R e MUY, B U VORI C R

—
(e

WCdag o) Gasall il yida,
caabally jaladll a3,

[E—
[E—

tsmeSl e Gl Ae bk oW A5Y) claley) sldie) iy -7

.B5 25x17.5 sl (uld i

o 2.5 L 2.5 Cpa — 2.54 Jid —2.54 el rdaiall Gl —o

1.8 daiall Ju¥i [ 1.6 dsdal) () -

20 _uké Monotype Koufi. glgiall tanlds laall ¢ 8 —&
Simplified Arabic de il (slall - sale 13 (uld Simplified Arabic aill 4,6 -
coape 13 s

el 2 sy ¥ a8 A padl Jglaalls gl a5 ol slebe i 2

52 Y5 Jagaes Condl 0l LS G odel 35 Ll Wby andll cla) pe Ja 3 8
coala ) caad)
5 ¢ AT 0% sl b oy pie o Lian Jay dladl) b -5l Sy ol i -9
coAl Alaa (ol b oy pre Cang ) Aaals Alae b all ) ol Jla

6



Alaall b a5 ) Sle s gall 33l e i Lo s5ime (e s e L3N —10
Alasi) Jimiys dainall oy S[1] : ) JSE e gaill (e galpall cuSs -1
DI el 5 Y il sy Cum WORD 355 ks b 4y Jypendl (55 SV gl
bl AalE 3
1N 3y (Aslag ) Cijal) 45Ky el aalal) asan s
tlial aagal) oS 13 T

Ln e lgaitiy . il Di . Aliald 42 an) e J5Y) Caall L 55l CapnVL 4<Y
4l ) Aapall - Alald leaimy pdall Hla - Adadl dxfily Jad 4l auagyg QLS Olsie (- )
A Lty QUSH Culaiin dae . Alals Lgaiis Ll aly. (26,
relld e Je b Lads
-MAVRODEANUS, R1986— Flame Spectroscopy. Willy, New York,
373p.
aialy) ARUY Alae (B Dpdida liay gaall S 13 . o

Al audagyg Aaall ) (Alald axdliy Gl Olgie Caliay il Ay anl)y Al ey
Lalall cladiall 25— Alals lasys ((Ajie A0S ) ey alaal) — ALald 4nitis bad
Aladll Gaa Sl

relly e e

BUSSE,E 1980 Organic Brain Diseases Clinical Psychiatry News , Vol.
4.20-60

S g Ay ARl L) Aligad qund Ly pad) ARIIL |y pdida i) ol aaal) oS 13 .z
(In Arabic galall ) :duall aalall Ll B iy (@ 9 1) asilly




LMKLABMM@M‘?MJ

iy 08 ¢ Ayyga bl il @ ganl (ued (50000) i ansy gds .1
gl dsaly Alaa (B opdi 4y Galy Jdd

Gy JS ¢ Ayjgm bl il Ada u.J (200000) i any by .2
- Ay dualdd) daalad) (e Cfialill

A Oa Ofalll hid S el ¥ga Uila (200) i aey ads .3
o o) aal) kil

& ABdlga any 4y g Byl YT A . J (15000) e pds .4

Cofial) ABlS e el



Aadalf

Ealyl) aud

Eagl) auid

42-11

49 paall s 3

Leda (AAT075) pssial¥) Auu
ASlpd) ATy AANAL day S (38
Ll i (ans Al j2 9 (SQT) pandly

60-43

i g3 Ohalia a8

e Al Al adadl) ¢ el Jl il A
Y ol e gridial duadacad) dddall 5 glud
AlSI 1025

96-61

G Olay a2

L) jidY) Laldl) cludl) il
albajisd 9 AES M‘ 29{})\353
VOIP JsSsisn 1l o fgall il
waen daals - Liila glaal) Aurigh) 4,15)
(CXP

138-97

:)‘JJ KT
ey
pllal) o 81 2

29 MIMO il i 4 j\aa
pladiuly 4y ) hal) il ghuaal)
) Aadlas il sd
Laxiiall




10



Aot glaall g by g 5 ASilSall Apnanighl  plal) Al Oaes dadly Alas
4y paal) jina 3 2025 sle 10 23l 47 alaal)

ooiolll 44 s s Jo gulul 513 dxisns dahyo slgo prini”
dG Ll iy daluso dyauy sl Jiliay docso (AAT075)
" dabyilboll lanlgd jrsy duulysg (SQT) yaally
dgpaad) Jina :guligal) ) gisal) :Eald)

uadld)
s S A Aol daladl (pdy gLl (oa oSl ekl da)ll dpeluall 5y ()
Lo liall @liplall dolall cldliall b 4l dpuxiel) alsall skiy L dpuia
S8 Cipghs L ey Lidie IS jree SolSae ol pa )0 (8 AR (e Apaal)
Leluall LIS hlaiy "eead) (plaall o) Lo 5l (MMCS) dpsaall 285401 alsall
e Jsanlly dosia poieat il Al me i dlsay 45 Ul o 4%l asial]
dalise pg ails e M) a1 SIS aalsi Gauat Cargs (AMCS) aeaall o sty
Al e liall plasiuy)
(SIC) csSaludl 2 S (he g Sie Apull 33lBny (AAT075) ASan me i 23 ol 34 4
5,and 10) 45 ey (B4AC) gspsdl anS (e 5 (X= 5, and 10 wt%) a5 oy
SIC) b cilan I (e e sl ISy ma IS el 8 2 (g o2l S (X= WE%
(SQT) haially 5l juanlly aSludl Ay (5% B4C + 5%
Gan (eilatie 4ud S0 Sl dee Gl g5 (grenall (andl) il ol S
sVl e Jpanll 5 el Llee #las s (AA7075) dSudl Gl dad)
(SQT) _uaally 4SLudd) 4385 4 lad s (AMCS)  pc 22l
Laal) daslias g oumdll sleals 2l daslias 35ludl) o) ASalSal) hlERY) il Cuy 8y
Lt 335 (53] S8y e il (3583 (e Cpe sil) (o U Alia) e Crind ¢ LindY ) daglia
Aagall= G (e T el DS i) ae sl 2y Ll Jpaanll 5 Galsdll Juail o
daf Cliay Cus (54%) I jslad alsddly Cuad Ay Gliall AL 4 23)ldl (S5)
dagdy (274.6MPa) abaall 22l daslic dagds (155.3HV) ) 5)sShal Al 8 5oLl

11




Adlide La S (3B deesa (AAT075) pssial¥) A (1 Gabd I3 dpina 45 50 3 5o grleal™
" Al Lgual s (ary Al a9 (SQT) sy ASlaaad) Ay

s niY) Zaslia Aady (332MPa) ) Jaiual) daslia dads (205.3MPa) g sl dlga)
.(344Mpa) 1|

el (gAY me ) iy Sl BB ¢ (AAT075)assalY) bl sAalidall clall

Al Galall ¢ panlly ASLu) A8 ¢ angl)
Manufacture of Metal Matrix Composites based Aluminum Alloy
(AA7075) Reinforced with Different Carbide Particles by Squeeze
Casting Technique (SQT) and Studying some of its Mechanical
Properties

ABSTRACT
The Fourth Industrial Revolution and the technological development that
is not required assume the need to create a new, modern and precise content
for traditional materials and the modern need for low consumption of
lightweight materials with specific control at costs. From here begins the
idea of metal materials (MMCs) or what is called "reinforced metals".
Given the industrial status of aluminum and its alloys, it is currently being
reinforced with variable materials by various manufacturing technologies
and obtaining (AMCs) to improve its mechanical properties, which would
expand the space of industrial use for it.
In This research an aluminum alloy (AA7075) was reinforced with hard
particles having size of micron of Silicon Carbide with a weight percentage
(X= 5, and 10 wt%) and Boron Carbide particles are added in variable
weight percentages (X= 5, and 10 wt%) Single and then better hybrid
reinforced in both types of carbide (5% SiC + 5% B4C) by Squeeze
casting technique (SQT).
The results of microscope have shown uniform distribution, Distribution
of partially supported caridean particles as part of the alloy, reinforced
Aluminum alloy successfully prepared and effectiveness of Squeeze
casting technique.
The results of tests have show The VHN, UTS,YS , UCS, and Flexure
strength were determined, with the addition of Single reinforcement
particles and the increase in its percentage and. and that the best
mechanical properties were obtained after hybrid reinforced in both types
of carbide at reinforcement ratios (5% SiC + 5% B4C) (sample
S5)compared to the rest of the samples with an improvement rate of
studying properties exceeding (54%) as the hardness value in the
mentioned sample reached (155.3 Hv), Ultimate tensile strength (274.6
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MPa), Yield strength(274.6 MPa), Compressive strength (332 MPa) and
the Flexure strength(344 MPa) .

Keywords: AL-7075 alloys, Carbide Particles, Single reinforcement,
Hybrid reinforcement ,Squeeze Casting ,Mechanical properties.
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Abstract:

This study aims to evaluate the effect of cutting parameters (cutting speed,
feed rate, and cooling condition) on the surface hardness of AISI 1025 steel
workpieces during conventional turning.

Experiments were conducted at three cutting speeds (low, medium, and
high) and three feed rates, under both dry and wet machining conditions.
The results showed that all parameters influenced the surface hardness to
varying degrees. Increasing cutting speed and feed rate led to higher
hardness values due to greater plastic deformation and heat generation,
while the use of coolant reduced hardness by dissipating heat and
minimizing friction. Analysis of variance (ANOVA) indicated that cutting
speed was the most influential factor, followed by feed rate and coolant.
The study concludes that optimal machining conditions for balanced
surface hardness and tool life are achieved at medium cutting speeds, low
feed rates, and continuous coolant application.

Keywords: Turning, Surface Hardness, Cutting Speed, Feed Rate, Depth
of Cut, Coolant
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The Impact of Virtual Private Networks, AES Encryption
Algorithm, and Voice Codec on VolP Protocol Performance: A Case
Study of the Faculty of Informatics Engineering — Homs University

Dr.Eng Yaman Ghazi*

ABSTRACT

Amid the rapid digital transformation, voice communications over data
networks have become an essential component of modern infrastructure.
Many institutions now rely on VolIP technologies to provide flexible and
cost-effective communication solutions. This technology enables high-
quality voice transmission over the Internet, yet remains vulnerable to
challenges related to security and performance—particularly in sensitive
academic and institutional environments. Among the solutions employed
to enhance communication privacy, Virtual Private Networks (VPNSs)
stand out as an effective means of establishing secure communication
channels between parties, reducing the risk of eavesdropping or data
manipulation. However, the use of VPNs may introduce additional
network overhead, potentially affecting the quality of service delivered via
VolIP. In this context, encryption using the AES algorithm is one of the
most widely adopted methods for securing voice data during transmission,
due to its strong security and fast execution. Nevertheless, applying AES
encryption in real-time VolP traffic may impact performance indicators
such as end-to-end delay and jitter.

Voice codecs also play a critical role in compressing data and optimizing
network resource usage, though their performance varies when combined
with encryption and VPN technologies.

In this study, the OPNET simulation environment was used to model and
analyze the impact of VPNs, AES encryption, and three voice codecs
(G.711, G.729, G.723.1) on VolIP protocol performance. The evaluation
was conducted on a simulated network model of the Faculty of Informatics
Engineering at Al-Baath University in Homs, with the aim of assessing key
Quality of Service (QoS) metrics such as end-to-end delay, jitter, Mean
Opinion Score (MOS), and throughput. The results showed that applying
VPN and AES encryption led to an increase in end-to-end delay compared
to scenarios without these technologies, with the effect being most
pronounced when using the G.711 codec. Encryption also had a noticeable
impact on jitter, while the G.729 codec maintained relatively stable
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performance in this regard compared to other codecs. In terms of voice
quality, G.729 demonstrated superior performance in unencrypted
scenarios, whereas voice quality declined when encryption was enabled—
particularly with the G.723.1 codec. Additionally, the data revealed that
encryption adds overhead to the volume of transmitted data, affecting
bandwidth efficiency, especially when using G.711.

Based on the simulation results, the G.729 codec is considered the optimal
choice for the network of the Faculty of Informatics Engineering at Al-
Baath University, due to its effective balance between voice quality and
performance in encrypted environments using VPN and AES.

Keywords: OPNET Simulator, Voice over Internet Protocol, AES
Algorithms, Voice Codec, Quality of Service.

*Associate Professor, Department of Systems and Computer Network,
Faculty of Informatics Engineering, Homs University.
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el (Audio Codecs) cigall jualji Cayd ccaulall ClSul J8 (e a2iiud S A
e Juall AL 2y L ) Al Agpeall 5LEY) Jagail s el 5l il lsa
s aahy . diiall Coplall die La¥) lSE ) Lehisat sale) & ey ccililyl) lSas
(i) e Gseall Ji Gl 8 Aald Eaad) Jla¥) Gl 8 Gulal 4lel)
Basall e sl a0 e lgeas Jilig A5 geall bl Jaaal Gaelill andind Cua
Cigeall i Apal (55 . [B] dasall (iaje Blgiad Jiliy Jiil) 80 S Gpuand 6 palo Lea
Al Al alsall aladiud 5o USy Cigall saga Gp Il Bdad e g
ohial o LS L Sl oY1 8 bl S gangl) Glaill dpgaae (e il S bl
b Lanla Taice leloay Lea chasdll 535n Cpdipe (o il IS8 it anlial) el
Lia o iy Y Gseall Sl aladind (e congll A gisa Alled VOIP il s
NS 5is s el G B Gl sl Apas cpueat Liad dady dy el
Syl Aadail) 5 VPN il AL lSail) Jie desiie iy 3 e o)) i,
I aelll Aaslil) Cigeall 3agay ) Jaes cdaiall Al Cum (e Cigeall Gl gt
dAyall 038 Leadast
ATU-T G.711
Y la) Gl 4 dediuadl Ggpall G b))l ?A\J a8 e Ll 138 228
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Dia Gubi 50 Al 64 iy Sl J8 Jaeay daed) dapa ) Aplalall 45 peall
68



Aot glaall g by g 5 ASilSall Apnanighl  plal) Al Oaes dadly Alas
G Sy a0 2025 sle 10 23l 47 alaal)

G H-law Jlad) 13 e adll e haall (e gle g aadiony clild) e lad
CHLEY) b elagaall U 5LEY) A Gpead Cangs <lg )l 8 A-law s adladll 1S
Lis el 4360 UL aas JilES Cus e Yl 25 Y GL711 o a2y Aadl dimidie
Gy el 8 Aalugy clas (midie il e 5 Sat 4if V) < Opus o G.729 Ji
Sl 8 Lt Tla alesy e <H.3235 SIP Jis VOIP <S35 go gl
[9] s Ay Aty Alle Cipa 325l

ATU-T G.729

e Gigeall i il b Llaaid Gpall Saes el S Ga Sbaa) 138 3]
38 aldie) & Aagall e asiaa (e St Al Gl 8 dalk ¢ (VOoIP) sy
D) add) Saegll 48 e adings <1996 ale YLD dsall Sai¥l J8 e el
Al cslS8 aly paidia Jame ) A seal) 3)LE8Y) Larial (CS-ACELP) o) 305l
Chl) e G729 o5y L eal) 2adid Wgie Gign 3352 Slo Liliall xe ([10]
Lo cadipe () dangio 2t ) eyl plasinly Mis Al e 10 Jsbay diisa
5353 5y Lpmzmil) (90 K0l gl plasisd 85 S s Al AadaiDU Lulie alany
o 8 2 a3 GL729A  Jie ¢ Qlall 13gd clalial ae gkl 3 Ay L gl
(Silence cigpall € B Ciwm @l G.729B 5 Ol S cipa sasm
Glida aladinly (gl Ggall ) @il alus g3 G.729.1 5 «Suppression)
[11] ol ALE 3aa 5

TU-T G.723.1

Lilusl) cilexs aeal lajishai o3 (Al Cogeall a0 laailsn O e Dlsall 138 2
YLD H.324 dlile ) Gacn dald cagaaad) GUaill el el jie 320wl
Jerys <1996 ale (ITU-T) ciyladl Jsall sai¥) U (e oalaie) 5 il gl auxie
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Lulie alany Loe il e 30 Jsbay cihlla] Y Gsipeall 5L8Y) Ty p5ias <ABS)
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J11] DSV pae g oL Aajal) (e Dlginl Qi 8 bl
gyl A Aggeal) Sael il pailad sl (1) Jsaall Gy

[9] s prall Afisuall aal il (ailiad :(1) Jsaall

G.723.1 G.729 G.711 Lualdl)
5.3 /6.3 kbps 8 kbps 64 kbps cll Jara
s sie 3ua aa dlle | Cigall 5asa
3% Twgia [ laa pamidie |l
laa midia aidic gie | Aaial) Dlgd
Gl (=2iVoIP | VoIP / WAN | LAN | JuY) alasiuy)

AL aludl .6
Ll gy el
Slo leinl vie AES Gl elal Jidad &5 daa Al B
aanie Y el il 3 e S 2y Caags e siia A g iy

el ey il o)) Clpise (e de seaa o Ggiald) adic)
Aaaliy! Jaray Al Zilall callaall Dlginl o paill ol
Ll e e elafl e cubila AES of bl <yl
Les caldaill 3 S 5f Ayt (ha) e 8y clyili o0 cAaliadl)
Auhall il WS L el Gipall Slinkn 4 Wil e
dnapll Glaidl ae alall JalSiy miliadl B)la) Sbaas
VL) cllliie pe & ST Jgla sl Cuafy cdabiallg

LAl

Hazzaa et al
(2024)
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I Cpine o i) iy il lle 36 G e
Dlginly ((Q0S) Lexdll sasn Alaia¥) o) Jie Lyl

) . . Talha et al
oo il 5ualiy dadladl (pa) & Al ol ) go 4] ( [13] )
(Gl pase Gaill dslall il b axdindll dpat e fip 8
Cuagly alsiall dgaall Gaa by B 138 ol Auball el
LY G )l slelye e VOIP iyl 3 AES  alasiuly
.c\dg]b
. Rahman &
¢ VoIPguli & ChaCha20 s AES _iwy)lsa oo ca)ld
i T . Chowdhury
Lo caaganall 3ylgall 0l clinll 83.S JSI AES o chaags 2023
Craadiind dubll L Aiaal) e 8 el 2141 ChaCha2( is ([14])

cgall 3aga Jalaty dniay <ol ylial

Gl ye ddeall bl J8 oaeli ) bl sda Caags
e il ddee 8 aSatl ae o AES-128 e lsd aladiuly
Forward Error Ji ddla] Gli@ cpecal & g Uik
Julii g )Ly 835 (il Interleaving s Correction (FEC) | Nugraha et al
e Auhall creadind L SLO Jupy! ol oLl 5k [15]
Cuyelals celaY) ol SNR dady ccalall aan cdanill (0) Jie
sasa o Bliall we Yiad i Gisy & jiall alaill of o)

HZ.400 Lsias i aladinl e Lald ciguall
asa daala b Aplegleall dunig)l 40K A< Aulall 22 Jlai | Ghazi et al
Gl (a0 i) e Gigal) J6 des Al dalSa) LAY [16]
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e ey slsn DG aa AES il ey il Al (adl
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23 VOIP ¢l ) dpadill lal) e Joadl) o ) Al
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dagl 32y I o5 IPSec  ye oY) dis dil) of gl Michael
iadll saga o € IS S5 Y LSt Ol el (2020)
O oY) 33 IPSec alasiu) o ) duhall cuali, dg gl [19]
Laslio Dl aleny Las VOIP ¢l e Lagaldl oLl b
YLDl Alle Ales callat Al culSuall
<3385 COPNET Llaainly VOIP claf Jalail lisa ladgas o
LY S gig ) Bamie iy B padilly QOS Gl mey e

Hassan et al.

Gt g Ll Lol ) ol of el 2 (2[2(2)]1 )
e 1Ayl

& WLAN @lual JiY) JSgisll Y dpe)ylsd cn gl All ot al.
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.c,\di
Ailide Glagdssh e VOIP ¢ld Jdail OPNET cuwoasiul  Chakraborty &
AN avest o ) cualis (WLAN (WAN (MAN (LAN Telgote

VPN aladi) vie dals ccldla) sagn o il S0 s (2018)

SIS JS Gt a2y S 8yg el e 4l eday ALal) luball es ) kally
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elae 46 5 Ayl Aigll elmef (ot U 431 Coall (mmy angy AY) Cajlall g
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IS Aalal) A8 Cljeaill AIS (2) Jsaal pans WS . (aes ralay Al sheall duigl)
Sl e 35l BaseT_LANT00 ¢Sl pladinl 23 Gun Ao shaall gl
T o Gy ey cleldlly il 431 CalSall 00 clSull) e il iyl
s (i 5 LS (Number of Workstations) dualall alasiul lgiaca sgal) s
Al g 15 aladind Janm 55 ¢(3) dsaadl 3 Cue sp LS A0l o3 & Jeal) (e g sl
Wy & agials (2) JSE G one s WS ISIL Aalal) axdd) saie 8 Jeall (e
LK de yuld 4l .Supported Services dualdll iad ba DA e 4031 5yl
Glelly ylaad) ge IS Jala) due il Adalall il 8 Aol COUISH & g old
& Al ¥ audly (330 ALE jall) plaall cVase o cOlaglly AplaY) calsall;
100 & (Ala)y gAY ¥l (3l il b dpudyl) Alad) (Dl glly Golshall
SSesn g5ill Ga ) Dl Y sl Tt S COUISE il Lo (B 6 Culise
D) s astell LS 3 (4500 sSass gl (1) Oimstiyll Gitlanalls Gulshall & (2940

llll 3 Culae 1000 depus uld 5l (e o4 403
(General Profile) aub ale Js¥ (3) JSal) 4 Gae st LS Jilas sl (g U gy o
elac] Cipey Ayl ulSdl (o JS Bjeal b aaladind 2 Aalull 4 clipdailly Jany
puls agana Sl (O aaally calall asle ey WLy Ay Al g
(sl Janll = Cugll st — lalal) Ja3) Jasd cilanlail) (e 35 Jany (Lab Profile)
O Cun alelill g Lempen il Bead 3 daladind g leany ae Galiie JSiy Jand
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& lSlaall (g o lgl vie Gl sl s (e 100 Al vie Jaally Gl LeadlS
Lua DA e BaseT_LANT00 siall b 56l 381 Qi (e JS pladid Jasa

.Supported Profile fualall s

Al sbaall Funigll A0S Aalal) LCutl) i) guand £(2) Jsaall

338 Aul) Lala)

50U AL i 24 4 Ao
50U AL i 48 4 Ao

13 IO ALE e e 24  Alae
4500 suSa gl (0 4338 0 A8 Al
Glanla ards
325 udsa Byeal
1 A dalls

A Reriiadl) clinll) (3) Jsaal

S (FTP) clalal) Jis
L (Print) A=l

dpai il | (Email (POP 3, SMTP)) 35580 2
Lhgia (Database) <l x|

s e (HTTPS) Jaeailly carsll alse priass
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(dsall paes dasly - 4la staal) dusigh 4) VOIP JsSsisn

(IT Server) Attributes EI@

Type: Iser«er

Agtribute: Value A
| 5|

@& ¢ name [T Server
B Applications
Application: Al ier Configuration Inspecifie
@ Appl ACE Tier Confi U ffied

o, —
@ @ Application: Destination Preferences Mone
@ @ Application: Supported Profiles None \/
A
558
=]

=

@ Ppplication: Supported Services Ly ]

) 303

{Application: Supported Services) Table

Name | Description

FTP FTP Supported
Print Print Supported
Email Email Supported
HTTP HTTP Supported
De DB Supported
VOIP VOIP Supported

=l

(Profile Definition) Attributes

Type: I Litiities
|.Pd‘lrib|.rle |Va||.|e ;I
@ rname Profile Definition
& B Profile Configuration ..}
- Number of Rows 2
1= General Profile
i) i- Profile Name: General Profile
& # Applications (.)
@ - Operation Mode Simultaneous
@ - Start Time (seconds) uniform (100.110)
& Duration {seconds) End of Simulation
& # Repeatability Once at Start Time
3] - Profile Name Lab Profile
& # Applications ..}
& - Operation Mode Simuttaneous
& - Start Time (seconds) uniform (100,110}
® - Duration (seconds) End of Simulation
& # Repeatability Once at Start Time
El
I~ Advanced
@ I Fitter I~ Apply to selected objects
[~ Exact match ’TI Cancel |

Profile Config ¢sSall slSlaall ilalae 1(3) Jgal)
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B Cus e gl (Bl o BB Sl Shaj)lsd Ge Bl IS Gl
canly Sl s dejall b Afgall el axe) LI el e JS cililae) by
(5) (4) IV & (e sn LS (Logie S A e 20 58 Jaical) lSig Jazall il

il e G.723.1 «G.729 «G.711 w5l (6)
[ £3 (Voice) Table (23

|Pd1ribute Value J

Silence Length (seconds) default
Talk Spurt Length (seconds) default
Symbolic Destination MName Woice Destination

Encoder Scheme J11

“oice Frames per Packet 1

Type of Service Interactive Voice (&)
RSVP Parameters None

Traffic Moc (%) 25%

Signaling Mone

Compression Delay (seconds)  0.02
Decompression Delay (seconds) 0.02
Conversation Environment (.) J

Dietails | Promote | oK I Cancel |
gl Slaall & G711 e ylsa clalac) 3(4) JSal)
E3 (Voice) Table ==

|Pd‘lrib|_rte Value J

Silence Length (secands) default
Talk Spurt Length {seconds) default
Symbolic Destination Name Woice Destination

Encoder Scheme G729 A

Voice Frames per Packet 1

Type of Service Interactive Voice (B)
RSP Parameters Mone

Traffic Mx (%) 5%

Signaling Mone

Compression Delay (seconds)  0.02
Decompression Delay {seconds) 0.02
Conversation Enviranment (.} J

| | oK Cancel |

Caingl Slaall 3 G.729 ) lsa clalae) 1(5) J<al
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B3 (Voice) Table

[

|P¢tribute

Silence Length (seconds)
Talk Spurt Length (zeconds)
Symbolic Destination Name
Encoder Scheme

Voice Frames per Packet
Type of Service

RSVFP Parameters

Traffic Mac (%)
Signaling

Compression Delay (seconds)

Walue J

Decompression Delay (seconds) 0.02

Conversation Environment

Details

default

default

Woice Destination

|

Interactive Voice (6)

MNone

25%

MNone

0.02

(..} J
oK Cancel |

gl Slaall & G.723.1 G lsa clalac) 1(6) ISl

I lsa pladiuly puilall El 3\Slasy dpal Y] Aalall ClSull) (e JS dila)
Il clehaiinl aliee oY @3y A8l AA a5y @ st dug pad) 430 )1 AES
Al s (7) JSA Gan Al pla (e VLA pe (585 Al i) Aalall
& ) AU Al Al O IT_Homs_LAN due dll ASuill (o Cum G jadl)
Jexi PPP_DS3 g5ill (12 IP Cloud ¢sSalls daalal) 4250 ¢y Aladlly clilas lgitnass
el 4a sl Caplalls IP Cloud ¢ bl dla sl L 3561 8 Culise 44.736 ey
b ol Bal 55 Al 8 culie (1.54) deyu Jaxis PPP_DS1 gsill (e g8
axailad (Normal distribution) oz a)6€ salael & 1P 1P Cloud 323l
.20 -+ Site2_Client osSall 8336l aae o 2y . (A5GILN(0.175,0.001)

Q‘

IT_Homs_LAN

||

= gu
Intermet
o

sl dms A jaal) Lalsghall (7)) JSall
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HLEY) &5 LS Aggall bl el AES due))loall dalal i 518aay o sl Cagus o (ha

A lghal) DA e Lled ail 345 (50 [17] Al s A 4

Application & Jala VOIP Guli (ailad a0 celld 3adadl

AES )yl alasiul e mll)l olealls il 5l siSlad Configuration

Aallad) Cua (e lagas SV aa) 3 AES-256 L laaai
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E3 (Voice) Table (2]
|f-\d'lribute Value J
Silence Length {seconds) default
Talk Spurt Length {seconds) default
Symbalic Destination Name Voice Destination
Encoder Scheme G729 A
Woice Frames per Packet 4
Type of Service Interactive VWoice (6)

RSVF Parameters MNone
Traffic Mo (%) 75 %
Signaling Mone

Compression Delay (seconds) 0.04
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Type: |Ul\|ilies
| Attribute Value J
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[ VPN Corfiguration (.}
? @ & Number of Rows 1
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(A 67] i Tunnel Source Name Homs_GW
£ 6] Tunnel Destination Name Site2_GW
[ beimyiiomaion [
@ i+ Encryption Delay (sec) constant {0.005)
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6] Operation Mode Compulsory
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PPV

Ly

Number of Rows

- Name
- Encapsulation

- Preferred Peer

- DF Bit

- Sequencing
- Fallback
VRF Instances

IP Routing Protocols

- Prefemed Interface

- Path MTU Discovery
- Type of Service (TOS)

- Time4o-Live (TTL)

Exact match

VPN_Homs_Site2

Fitter

Type: ||‘0uter
| AMtribute Value
= VPN
= Network Based
= L2VPNAPLS Instances
@ BGP Based None
6] Cross-Connects Parameters None
LDP Based None
)] = Pseudaowire Classes ()

1

WPN_Homs_Site2
L2TPv3
Homs_GW <-> Intemet
Site2_GW
enabled

Inherited

enabled

Default

None

Enabled

None

[~ Apply to selected objects

B|

(=

[~ Advanced

Cancel |

Homs_GW 4asll e VPN 1l cilalae) :(10) Ji)
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= WPN
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62} Name VPN_Homs_Site2
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3] ‘- Prefermed Peer Homs_GW
62} Path MTU Discovery enabled
& - Type of Senvice (TOS) Inherited
e .- DF Bit enabled
| 1 - Time4o-Live (TTL) Default
] - Sequencing Norie
& i Falback Enabled
6] WRF Instances Nane
IF Routing Protocols j
[~ Advanced
@ | Fitter I~ Apply to selected objects
L [[Eacnalch ’TI Cancel |
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MOS Mean Opinion Score

VPN Virtual Private Network

IPSec Internet Protocol Security
OPNET Optimized Network Engineering Tool
SSL/TLS Secure Socket Layer/ Transport Layer Security

L2TP Layer 2 Tunneling Protocol

PPTP Point to Point Tunneling Protocol

SIP Session Initiation Protocol

ITU-T International Telecommunication Union —

Telecommunication Standardization Sector

VAD Voice Activity Detection

VOIP Voice over Internet Protocol

AES Advanced Encryption Standard

DES Data Encryption Standard

92



Aila gl 5 Ay g 5 Ailaal) Apuatigh slall Aluades e daals Al

G G a0 2025 s 10 2:al) 47 alxal)
NIST National Institute of Standards and Technology
MOS Mean Opinion Score
PCM Pulse Code Modulation
QoS Quality of Service
CS- Conjugate-Structure Algebraic-Code-Excited Linear-

ACELP Prediction
el 12

[1] manar kashmola and ahmed yassin kamil, "Implementation of a
Proposal Encryption Algorithm for Voice over Internet Protocol
(VolP)," journal of university of anbar for pure scieence, pp. 40-47,
2021.

[2] A. Abed, "Quality of Services for VolP," Master thesis University of
Sfax, 2022.

[3] Lol ae by and <yl daal Dl d}u{}“ b c(aj\}u @L..AA dana

dal aladiul dpeliall 4ual) LI Vo P OYLal plhi aaai (duayld

, 2025, Ll i uas cdoe lial) 4udil] LdSAsterisk,"

[4] Jerzy Antoniuk and Matgorzata Plechawska-Wdjcik, "Comparative
analysis of VPN protocols," journal of computer sciences institute,
pp. 138-144, 2023.

[5] "SECURE PROTOCOLS AND VIRTUAL PRIVATE NETWORKS: AN
EVALUATION," Issues in Information Systems, vol. 20, no. 3, pp.
37-46, 2019.

[6] Subhi Aswad, "A solution to Enhance VPN effect on wireless
network Performance," Al-Nahrain Journal for Engineering
Sciences, 2017.

93



13 o Sgall S il Gl lsd g AES il dua) ) sd g dudal 38 daldl) cludl) i
(dsall pans dasls - Lla gleall dssigh 45) VOIP JsSsis

[71 n.a. k. m.jabali, "Extending AES with DH Key-Exchange to
Enhance VolP Encryption in Mobile Networks," AL-Quds
University, 2017.

[8] W.C.CHU, SPEECH CODING ALGORITHMS Foundation and
Evolution of Standardized Coders, San Jose, California - USA: John
Wiley & Sons, Inc., 2003.

[9] , "Performance analysis of Ls (354 and zisa dess 0 ) s )
el deals 4545,711, G.723.1, G.729 codecs over VolIP apps,"
, vol. 3, no. 40, 2018. tutigl) a slel] Ainles  Lualel) Cils] yal] 5 i pail

[10] I. T. Union, Coding of speech at 8 kbps using conjugate structure
algebraic-codec-excited linear-prediction, ITU-T Recommendation
G. 729, 1996.

[11] I.-T. R. G.723.1, "Dual Rate Speech Coder for Multimedia
Communication Transmitting at 5.3 and 6.3 kbit/s," in
International Telecommunication Union, 1996.

[12] Firas Hazzaa, Akram Qashou and Israa Ibraheem Al Barazanchi,
"Performance Analysis of Advanced Encryption Standards for
Voice Cryptography with Multiple Patterns," International
Information and Engineering Technology Association, pp. 1439-
1446, 2024.

[13] Sulafa Talha and Bazara Barry, "Evaluating the impact of AES
encryption algorithm on Voice over Internet Protocol (VolP)
systems," Computing, Electrical and Electronics Engineering
(ICCEEE), 2013.

[14] Rahman, A., & Chowdhury, M, "Comparative evaluation of AES
and ChaCha20 in VolP security," Computer Networks, 2023.

94



Aot glaall g by g 5 ASilSall Apnanighl  plal) Al Oaes dadly Alas
G Sy a0 2025 sle 10 23l 47 alaal)

[15] Fajar Nugraha and Toni Arifin, "Voice Encryption and Decryption
Using AES 128b Method With Secret Key," SISTEMAS JURNAL,
2022.

[16] Jare Cld IS e 5 il )58 A3 A" (ebe ale dand @l gl a
A2l Cuadl Aaals 8 Tl shaall Fatil) IS A e il 2 A by
, vol. 40, 2018. Cuedl/ deals dlag" Ciiy sl  Sladl)

[17] dwe)sa sl cond o my) e cgeal) Ji S S si el dilat” (sl s .
dnals dae" gl Slaal aladinly S geall e il Cie ) sa s AES il
, 2025, (2an

[18] O. Timilehin, "End-to-End Security in Converged VolP Systems:
Addressing Risks and Implementing Best Practices," University of
Ibadan, 2024.

[19] M. Adelusola, "Evaluating IPSec VPN Performance in VolP
Networks: A Simulation-Based Analysis Using OPNET," Obafemi
Awolowo University, 2024.

[20] Adamu Umaru, David Tufe Nzadon and Omega Sarjiyus,
"Evaluation of a Hybrid Network Using OPNET Simulator," IEEE
Systems Journal, 2021.

[21] Ali mohd ali, Mahmoud Dhimish, Malek Mohmmad Alsmadi and
Peter J. Mather, "An algorithmic approach to identify the optimum
WLAN protocol for VolP applications," Wireless Personal
Communications, p. 987-1003, 2021.

[22] Poonam Chakraborty and Aparna M. Telgote , "Performance
Analysis of LAN, MAN, WAN, and WLAN Topologies for VolP
Services Using OPNET Modeler," Proceedings of the International
Conference on Emerging Technologies, Springer, p. 185-196, 2018.

95



13 o Sgall S il Gl lsd g AES il dua) ) sd g dudal 38 daldl) cludl) i
(dsall pans dasls - Lla gleall dssigh 45) VOIP JsSsis

[23] S. Siraj, A. K. Gupta and R. Badgujar, "Network Simulation Tools
Survey," International Journal of Advanced Research in Computer
and Communication Engineering, vol. 1, no. 4, p. 10, 2012.

[24] J. Pan and R. Jain, "A Survey of Network Simulation Tools: Current
Status and Future Developments," Project, 2008.

96



4ila plaall g Al g g ASilSaall dputigh) o glad) Alealus oaan daaly Al
pllad) 2 Sl 2 Aes july 0 93 daw o 2025 sls 10 23l 47 Alaal)

olsdciauly dajyghall Sildgaumoll ylslyg MIMO 4lsl, clal daijylde
doadioll .djl.l';'lgl cie."-ﬁo Siliojyled

() 153 slas s zolysi€all Ll
@) dlee by a1l Copiidl gl

B) Al sy &I e sl Capiall gl

gaidlall

Jlahs MIMO zlaally Jaladl) aawie 5ol ek Slals las Slas casl) 138 (5520
8l Alle 3wk 5L8) Aadlee e lsd aladinly Ll o PUA g gy shall Culd siuadl)
(MUSIC 320l cuhliy) Caioai el dufall axiis .MATLAB 4y b daas
ESPRIT 5,Lay) el iahls yaasis dMVDR 39 ol el g i) e 4R ksl
dnlaills dulKal) 4aill 2allaalls o(Rotational Invariance) hsall il el ye
daally «CFAR il dshlall ahay) Jaas (Kalman gllls =ui5i5 STAP
il sl @llyg (Newton_like sy e aldl) Gpuailly <SQP dluduciall dpny il
Aplad) 50 LSy ¢y gill 5 ccalan’y) LSt ddlaaly gl A8al) e dege

Gligiad) o sl S gt e i MIMO @hlaly o slSlad) il el
Lo cliiahl aaats alS e MIMO )y (et saseiall CilaaY) alingl 3 4,5kl
cant Ayyohall Adsiiad) o)y b e Cilaal 6 5 A3lie canly iy b s 16 ) Jea
MUSIC pe leaed e duals (Jalull dgalse 3 Alle Dby aidiiy .Cagylall (i
Jduai 45)) 48 MIMO  la)y Géagd Adle 48y DOA Jseasll slail sl ESPRIT

97



3LAY) Aallaa cilaa )l g3 aladialy 4 ) ghal) cild giuaall 13159 MIMO J1a sai 43 jda
daiial)

R A8y & MIMO )y Gsiis Agyshall 48 ghiadll (53 Jlabl) 3 2° 5 45)ae «0.5° )
e Rl b Al iy A shad) J€s SIS sl Juady lldy cde pully sl
Shiall Gaill b Casil) e sy cAajall a2 de o dy)shall Culdsead) )
CFAR QWIS wiladye a5 Aualuall <) & STAP s MVDR ae leass 2ic
Al dasal) o i Newton_like 5 SQP biyh 5 5eh Laiy ¢ ppeldail] DS 3 aiil) i
Aajall ISl gaditl) apaailly 4jlis dyilall pasaill 3 Usgale Lalisd) liiss Eum

A8l 3. S uady e Laa

(SNR zasall 5,L5Y1 dausi dyyshall digiad) oy (MIMO iy :dalibal) clals)
BV Jgeas dysly ccalaal) CasS dllaial ()il Adal

il Y Aansia a2 gy ASIS ) Arnig) RIS 3 5850 By ol 83 Aulll (1)

LIy Aalles 1 palaia) ¢ aes daela 8 cVLals il SV duaa 6 30 (2)

zsels OV Ll 1 aliaial ¢ paes Arala 3 LAy s 5SY) duia 8 3t (3)

Ay Sae

98



4ila plaall g Al g g ASilSaall dputigh) o glad) Alealus oaan daaly Al
pllad) 2 Sl 2 Aes july 0 93 daw o 2025 sls 10 23l 47 Alaal)

Comparing the performance of MIMO and phased array radars using
advanced signal processing algorithms

Abstract

This research conducts a comprehensive comparative analysis of MIMO
and phased array radar systems, evaluating their performance using
multiple high-resolution signal processing algorithms implemented in
MATLAB. The study uses multiple signal classification (MUSIC),
minimum-variance distortion-free response (MVDR), ESPRIT signal
parameter estimation via rotational invariance (RI), spatial-temporal
adaptive processing (STAP), Kalman filtering, constant false alarm rate
(CFAR), sequential quadratic programming (SQP), and Newton-like
optimization to evaluate important parameters such as angular resolution,
target detection probability, jamming suppression, and computational
efficiency.

Simulation results show that MIMO radars leverage spatial diversity to
outperform phased arrays in multi-target detection. The MIMO radar can
detect and parameterize up to 16 targets simultaneously, compared to only
six for phased array radars under the same conditions. They also exhibit
high robustness to interference, especially when combined with MUSIC
and ESPRIT for highly accurate direction of arrival (DOA) estimation. The
MIMO radar achieves an angular accuracy of up to 0.5°, compared to 2°
for phased array radars. Thanks to spatial diversity and virtual array
configuration, the MIMO radar also excels in range and velocity estimation
accuracy, achieving range accuracy of up to £0.15m and velocity accuracy
of £0.05m/s. In contrast, phased array radars offer superior beam steering
speed and real-time adaptability when combined with MVDR and STAP
in dynamic environments. Kalman filters and CFAR enhance tracking
stability in both systems, while SQP and Newton-like methods enhance the
purity of the main beam. They achieve sidelobe reductions of up to -40 dB
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compared to conventional beamforming designs, enhancing and improving
power efficiency.

Keywords: MIMO radar, phased array radar, signal to noise ratio, range,
velocity, angle of arrival, frequency division multiplexing, time division
multiplexing.
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