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Representing the source code in RDF format
and using it in Inference via Reasoning to
determine Taint variables

Abstract

Web applications have spread widely and have become the
backbone of life, and reliance on them has increased in all areas of life
in light of the openness that the world is witnessing at the present time,
and with all the advantages offered by the Internet, some challenges
appear that push developers to find solutions to them, and among the
most important of these challenges is the diversity of applications In
terms of the language it is written in as well as making it safe and
reliable, many technologies have emerged that research these areas.

In our research, we set out from the Semantic Web, which
emerged with its vision that depends on understanding the implications
and meanings of data and its dependence on representing data from
various sources and making it in a form understandable by both
humans and machines, which made it feasible to work on finding a
mechanism to convert the source code of web applications into these
The syntax to overcome the barrier of different programming
languages, and to achieve this, based on the source code and the
language definition file of the source code language, we will use the
ANTLR tool to generate a parse tree called CST (Concrete Syntax
Tree), and then convert this tree into an XML intermediate form, and
through a set of Algorithms We will access a source code file written
in RDF format.

we benefited from this formula in addressing one of the
security challenges inherent in the weakness of verification of income
data based on testing techniques represented by static analysis of the
code by representing a group of code samples that constitute potential
entry points that may threaten the script according to the RDF format
and formulating the rules that these describe Models, and then rely on
semantic web techniques in reasoning to identify suspicious variables
that may pose a threat to the code.

Keywords: Semantic Web, Reasoning, RDF, Source code, CST,
Static Analysis, Tainted Variables.
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ay ¢(lexer)aaadls (parser)Jlaall cilile damill g ¢ jaadll 35k il

sda mia <iw Sl (CST) parse tree saill adal clildl oda alaasial
(1) Ja) dla sl

ANTLR (Another Tool for Language Recognition) )4 1-1-5

pasaill Clile daajis dallaes 3ol asid (PaArser)Jdlae gy ah sl ay
Cim cdaapl Ciliate Clgaly daapdl el oLy L8 sale aadias AN ] 450
Aalll o3¢) Slae zind Zalll aeld Caley o Lo sl Aalll Cinag (e (3llaiy 4
CST o Laf Ll slay il Parse tree oLl Jlad) 1aa Jasinl oKay
Alae Jee oy ol Jiad ilidasa 4 oo )ke a4 (Concrete Syntax Tree)
e Jall ad walkers @ e oLl Antlr asiyg cJaally aelsdll cala
Mie jusi 8 lalasind 2 Antlr of AL sl ey [4]le 35S duiig 5yal)
& Leahanind 5 WS capd) Dl sy 1) s Jeais caldlain] Jalail
~u NetBeans i, «data warehouse 1y Hadoop « 4alall Jilasll Lakasl
Dhaay) Wy 8 axdiuisy dapes JShl a5 ++C clile Jiadl Lgaladiud

"4.77.1 Antlr'
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dapay juaal) 3 4iud JASRDF e hial) Yaiuy) 8 Walidiul g Reasoner (Y2
A gudiall @Y gadial) paas

L€ly ¢yt s META,Coco/R,CUP (e cidllaall Y (gyal clsl angy aually
AU LS Antlr L sl

Elail o iy 4 Cus 1eladY) o Cun (e Gage ANHIE LGS iy <
ad & d(Left-to—right, Leftmost derivation)@ LL dUsal
Belill LB ST e Uad) e §30Y)

LR(Left-to-right, Rightmost gl (e <OUadll of g 3 %
Ge Cayla dgalse s cUaaY) e 1y a3 (derivation in reverse
selll b lesas clayladll gl €T ai Al Shift-Reduce ¢
Cagll ey dmae Bjkal 3acli Laddi Jeo Aglase dic Caanys dgeail)
sUadll aiin ey 1aag il et e sl Jers a0 s2c 2 Lo
i) Jaal Uity Aeaa dlec

(w (parser)Jlaadly (lexer)aassl dysas aeld Je ANTLR (gginy o
ol Oadn (b GLsSa Laas clogin paill 3psally 50Kl Coal alasiul;
(Jlex)lexer axcl@ Jad 38 CUP (Jia Al Mas o s el (ha
caaladin) Jé il alad e Xy L clagany e (CUP) parser

selgill e seldll (& Jeuds AUS & Jeud ANTLR 1 Zgaill aclsall o
o o caclgill & el d8lia) ey duald (CUP Jis oyl dyeail
ANTLR (ggias Laiy ¢ jsapl) Lgaad Y s,lay) N CUP zlias : i)
Gl Aalal) ac )l Ao Gag cilagladll s3a e

D)

D)
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dall) ac)gd clile 2-1-5

il Baaat iy s e @A) anll ANHIE ise o Lehieat (S
2ol Cale LS Koy ol oeennn php ,C# , java, Pascal Jie cilalll alas 2cld

// Define a grammar called Hello
grammar Hello;

r : 'hello' ID ; // match keyword hello followed by an
identifier
ID : [a-z]+ ; // match lower-case identifiers

WS : [ \t\r\nl+ -> skip ; // skip spaces, tabs, newlines

(Lexer)asadlly (Parser)laall 3-1-5
¢ baall Byid liley alll 2ol Cale aladiuly Laaad il Antlr aladin) 3
43l Jead a0 cargl) parser I Wi (3d) dws e Jeasll leXers oo Cangll
0 C\JL\ e\d;:\.m\ USA,.\ lalal) ol@J ‘\.AAJ:\ Sae e cé..g.d:m ék.\.d\ oe Jaall
G Al lexems J) caian lexerd) s Cua odidaall sl ad gl dea il
o lexems a "=1" o '==" 8 JUa) o e« jradll 3yad cale (e gle )
oA ok Julls ((EqualityOperators)s)sbue <dlalas el php e Lednuas
(2) JRAL maasall JE 4 LS (tokens)clyjie dule oo 3)le alexer )

return a+b; 24U 3dlgallg

return a+b; a2l parser JI I lexer J) ;o cilayiall dﬂL,u

25



dipay juaall 5 i JAGRDF e ihial JY8u) b lgaladic g Reasoner (Y2
Aa gadiall o gadial) aaail

Janns rd a8 B3smsall ae i) aa Lgiilae s ol jiall Aludus 3o )iy Jlaall a5y o
A e gl ae Liiliags eagd) 5,)l cilajiall Juades Jlaall Ty Loxie il

* PARSER RULES

K e
__________ * /

add: NUMBER PLUS NUMBER;

2
* LEXER RULES

K o * /
NUMBER: ('0"' 9N+

Sy cady g5l o G pea (add) Alee 4l o 241 Jodidll iy 434
JSEI Aaaasall AST sjal) 5 ymill Youms Lllal 25 ) Jabsill 5yas adgs 2
Al e 2y (3)

NUMBER: ‘1’ NUMBER: ‘2’

2+1 pill ALlaal) ASTayaal) Jilaill 5yn (3) IS

At AST 53 jaal) Jilaill a5 e Juasi ol ANt (e sl o) 8 Ll Ly
cl apba psk ol aa Led oSy CST laaill Jdail) syady Wi
sl Ll (Slg aneny ANt e Galdl laa¥) I8 el a g paiaa) 3yal
dpllyy (AEO) a8 s3lal) 5 8 aclall clile e Bl ) el

paill U Jgeasll 401 W a5 shal i Tdse o3 38 4eaiies M) laad
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Clile by o bl dal 05iSe jiae ile e e G (4) 0S5 <M paiadl)
Antlr 3151 pladinly laadg 5 ) "JavaParser.java ' "Javalexer.java '

lila scld Cile g

1.https://www.antlr.org/api/JavaTool/org/antir/v4/tool /ast/package—

summary.html

package javaapplication2;

import javax.print.DocFlavor;

public class test {

public static void main(String[] args)
{System.out.println("hello") ;}
}
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compilationUnit
packageDeclaration importDeclaration typeDeclaration <EQOF>

package qualifiedName ; import qualifiedName | classOrinterfaceModifier classDeclaration

javaapplication?  javax print . DocFlaver  public class test classBody
modifier moTﬂer member[iec\aratiom
classOrinterfaceModifier cIasaOrInter‘facel\/lodmer methodDeclaration
public static void main formalParameters metho‘dBody
( forma\Par‘ameteerst ) block
formalParameter { blockStatement }

typeSpec  variableDeclaratorld statement

classCrinterfaceType [ ] args statementExpression |

String expression

expression ( expressionList )

expression . prinn  expression

expre|sswom out pnm‘ary
prin|wary literal
vetam "helln"

41 ALl CST Judaill 3as sl Cale (4)JSl
el e Alitaal) s jal) 2-5

DS iy a5 (gl Aol lasall 3 sa Al el o3 J5

Gpadll Al 2 XML Gale ely agli Baj lsa alainls 3adll sie e Jaal
aldl) alladll pasiiig XML Sie 555 (5580 Zaaplsa phadiuls & cddass dpnaS
Sl Qi) lgle i A Bangal) Aasall 3 Ledllie 22530 XQuery Jb
Y o(1)Jal RDF sladl Canng ) Uiy 6 oy (NVall Cal) i (385
e bl seld i Jlae 3 lulic laag e RDF o 1) )aY) (e
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il o) Lalie igpet chlill) 3028 8 o b JS) panads of zliad G ¢ sl
e RDF Calliig (Liayl dagis uan 4nladindy aie caamill o9 AV aidiing Eumy
[8Jaiuty LS ya A
o (Sass RDF (U 4diay (Say ¢ 5 sl a5 :(L2las) Resources [
XML atieal £l yealially gl Cilaiia @l ecay (URL 4l 5S,
ol gl o Gay OIS slgw s 8 G o o gy palaslly ) sually
N
Caal slawe (attribute) Zew e Hle a5 :(u=ilad) Properties []
URI 4l haae JS8 i) QS gging 8 :J0a)l Ja e cpaae
by el Glgie /5 calsall Ayl e '12345:un:isbn” : )
Aalal) lpailad ae lgild aay Dalias pailadll o o (So RDF
Al me o0 ple 058 o) oS Alls Apalal) ded :(1adl) Value [
(e diesane ge huae <5 3 5 CTim Berners—Lee' :Jis dua
Al saiee VAl Caysll Caliagh Jray 38 135 ¢ pailiadl)
sty cleads pailiadl) claud po alad) desana 1(Jed) Statements [
Ll ot o Wiyl iny Lo ¢ Lald 2y Dpoboae Wil i of (S
SN e dlead) Calliy (il
Subject(S)-Predicate(P)-Object(O)
"The sky has the color blue" :ileall St ]

"Sky": subject 'has the color ": predicate 'blue ": object []
xml Gila ) Jdasl) 5ol (pa Jagadl)l 1-2-5

leiph e Ledaial ) parser Jiy lexer J) clile Ll seual (V) s
KBy gt baai e lgie JS 2ie e Ble Al cdidaill 5yl o Jsaall
Rl 3aagall RDF Gical Jpeasll sa Laaa () Lay cana Jalailly adl) gl
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Alaje alaialy Lk 388 VA Cugll i e lede Sabiadl Jilail) ulsi e
03] WLER) e 2yn cpsllaall iall lgiay XML &ageal Jpemslly s asuss
G kil gl (930 Bl 8 sasasd) Slasbeall Jiia 4lSa) ) Argeal

J10]3mil) XML il ks (e Cppiise o yacdd) 250)

fay dum dpad dgw — W3CL Gluag oo a3 Ay — XML cilile aos
iy e IS s Je g Ble (7)JSas (BLVL el gy Hiall i)
siadl ga Lagie JS 3 LMl o Cus dled Q) XML Cale gy 5yl
sually "VARIABLE: ‘a 3d6all  a Shsyls  CASSIGN: ‘assign

1¢ :NUMBER 3.ialls "VARIABLE: ‘n
G Aeplsall B8y diel) e Bl e 4B Jidadl) el aial Jhadll dlee
sdie aul (05 XML JU o) Ablie s2iay 3ynilly saie JS Jidis (BaY i
s gl Gaill Slie XML 32ic (gsinay 8yadlls 32kl anY SLlie XML

1.https://www.w3.org/standards/xml/core

XML aiieea ) Jaladl) 5 Jagad dsajjled 2-2-5

5l ol padll e Janll top—down Jaudl JdeY) (e z3sal aladind

s LS QU XML Gale Y dadaill syas Jagatd 3hsS Yseas dal) (g sl
saiall o328 ¢ Aagilly Jaaill Aol sk JS 8y &5 Cua o 5)dSal 3 mange
IS dleal) s0le) a3y sa6all o) JS Jal (e c<type>value</type> dauall 38,
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sy " " g8 Aclda &y indentation foalsd) Jal (s caiall IS 650 s gase
:a:\AJ_)baj\ cmﬁ (5) JS..:J\} "S;bﬂ\ de_..d JS..:J\ ug.maﬂ Lﬂdl_’ (2 JJ U“ﬁj

ASSIGN :
'assign'

VARIABLE

. d

VARIABLE

. d

OPERATOR

. Tk

OPERATOR

VARIABLE: NUMBER :
lnl I1I

<ASSIGN>
assign
<VARIABLE>
a
</VARIABLE>
<OPERATOR>
*
<VARIABLE>
a
</VARIABLE>
<OPERATOR>
<VARIABLE>
n
</VARIABLE>
<NUMBER>
1
</NUMBER>
</OPERATOR>
</OPERATOR>
</ASSIGN>

L Qi) xml Gy Jilaill 550 (5) Jl

XML 1 Qs 808 o Jipnll e s oo (6) IS0
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A gudiall @Y gadial) paas
sxmrt
Tres=csT
L1
1=0

pcrwam of children
ez

Print child[i] type
m Print childi} value
it

XML ) CST Japas e o (6) Sl

Jia ) didaill 3jas o dysaill dpe)lsa Bind () ol il de gane Gulal die
taie Jeia b Leg 35 XML Cale e Joans (4) S0 250 llad) Cile
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<?xml version="1.0" encoding="UTF-8"?><CompilationUnit>
<PackageDeclaration>
package

<QualifiedName>
javaapplication2
</QualifiedName>;
</PackageDeclaration>
<ImportDeclaration>

import
<QualifiedName>javax.print.DocFlavor
</QualifiedName>;
</ImportDeclaration>
<TypeDeclaration>
<ClassOrInterfaceModifier>
public
</ClassOrInterfaceModifier>
<ClassDeclaration>

class

test

<ClassBody>{
<ClassBodyDeclaration>
<Modifier>
<ClassOrInterfaceModifier>
public
</ClassOrInterfaceModifier>

RDF ) XML Cila J39a5 3-2-5

OGSl Huaall 28 JAd Ban g0 pal Jpasl) o Sl a8 Ldaa o)

(el paill (Soliad) Jilaly ALall YY) 8 VAl sl Blaie (Sukad (g
Oan dseall e uasll Cgags Gl (Uaiy il 41y Lla Tl RDF 5 XML

’SAWSDL , 'GRDDL :adtll cilahsll e S culd dua .aiul,al W3C
Jsls sy

«(lifting and lowering) saially ad)ll lgle Gl ) Jysaill dlee Jal o
il ol say las JS XSLT G s Lo o) XSL cdlysas e adiad il
G i olaiV) 2007 ale Taasty any g & Gl ([10]JalS S5 ailad axe
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il & XQueryy) sy b 4y asiin L a5 XQuery e slae¥) (i g
Glie o paibadlly jaliadl zladuly il leaainl Sy itk 2dlail
alaill g 36 aatis 2007 ale die W3C Giluass (o canual 385 XML
Jalas Laxie XSLT (e ST duulie a5 ¢SQL @ diils Ajee dgay 2ie dald

:RDF ) XML (e Jagaill dsajslsd 4-2-5

—del diphy Apaall XML cale 4 e Jil e duaylsal) aaiad
A avie s RDFAXML ) xml st Jygat Cangs Top—Down Jany
Ald Gasily (pallad (50 oal (Ginay asmy o bl (55a5 RDF (e dluladl
O Aaal) paall 4l Gl (e BalEY L Gy Ghlie Y] (e Ao sene 225
:[9]Melnik J& -« RDF

(7)J&l S-P-0 483 & dlaa S Gua RDFJaa ) Jgeagll i @
4l Resource & 4lia uy RDF o predicate iay XML auy JS @
.URI

4l Lul Resource & lic yays (Blank node)iwas sic aladiul iy e
A(8) ) saiall &y N 5 Capa ol N Ca NNz UKL ansis UR
1.https://www.w3.0rg/TR/2004/NOTE-grddI-20040413/

2.https: //www.w3.org/TR/sawsdl/

@@

RDF ales (7)Jsal
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s Tdie i Y juadll sauil Qi) sy Jisat e Aailill XML 4gy e
Gsine sl Losuss e il aiall ol 0S5 o (S J odailh ass ) (e 3L
el ssine g5 e il Ll <Operator> saiall (s (9)JSal b LS s
Ky ¥ A o288 <Number> , <variable> (Al Guls =" 585
JiSnl object g ¥ Ml oWl 4l ud 43l Lays predicate ¢l Gaill lae)
Predicate alay) caldll ey Object & (il jlie) & aé AllS RDFalea
'value' J) cupis 2004 ale TW3C s asd Al oy sllaall 25D o <il

A el adll RaMaal dpaliS lajlic] 5 3

¥ml structure

<root>

<child>

csubehi ld> Root Child Subchil
text o—b _h A text
</subchild>

</child>

<froots

Melnik = 3501 185 RDF 0 b Jilaall oLl XML 4, (8) ISl

/-org/TR/rdf-schema3].https://www.w

‘:?f'fﬂ:] version="1 " "z

<0PERATOR>

. §

<NUMBER>

<VARIAEBLE> rdfwal
n - -OPERATOR -VARIABLE o——*n
—»
</VARIABLE>

\ .
< /NUMBER> 4@%
</OPERATOR> N

rdf:value
» €—EB

RDF ol alaasls XML duy Jias (9)J<al
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o b ey caaaiios (oAl pgliall clad ) Ll & )l " el
tdasall daa)lsa cilshaa

Aallaall diall o (e Gaals sase ol 3s XML J) il ke 3l oy [
tdza Jalaill 43y, ST

rdf/xmlJl cale & illas value saic ¢ L) Al dpal 33ic Text o

.ALli resource juas saie oL L4 XM aug 323 Element o

L) e gasal) il glexin) gy o Ll Ld 3)lhall 30kl cilS Jla & [

pdaiung el IS 85h% ashy Ay lsall Bisy A XQuery Jb palall atll
: Al 335 RDF JI Jas ¢ LiSY attributes 5 element (i)

element {computedname} .Ul 33, XQuery paie i .1
=t s QName (e 3)e computedname (i cua {content}
namespace (pgliall oliad d8lia) 40lSk) pa jpaiall sl LAY a0itiy
(9)ds:;,s\ ‘;<operator> aiall JEal) Jua J=d ¢ paiall ‘?JMJ\ Ul
Wiay 4alall namespace dlaliy operator ga 4l sall au¥) o5&
http://noura.com/vulnerabilitydetection s ll;
: Ll rdf\ixml JI paie T
«<operator xmIns="http://noura.com /vulnerabilitydetection/” >
-(Aa=ala) attribute g5l ;e XQuery i< 8 content | Ll

«attribute {computedname} {content}lill 38y duals ;S .2

s LS rdf: parseType=" Resource s computedname . cua

g5 o lgiad 2t content J) Wl ¢ L Lad dapaal) dagil) 3 muase
o) il
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salels @bl 3l id element (5l aus saie calS 1Y [
cagie (b S e A4l 55ladl)
J 4 aaa element ¢y L Yidied i saie Cal€ 1Y) [
anadl) il Jaau g rdf: value Ul predicate
A S =" 3aiall le JBS (RDF J) dlaa (4 Object
(9)dsall i el
RDF ) XML O dasaill dze 5153 G (10) IS8
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I: start

Extract xml node

If node type="text"”

Yes
Mo

Create”Resource” Create”value” RDF
RDF element element

Repeat for each child

End

RDF I XML e Jysa dse) s (10)J)

Joan (5)JC) 3 sl XML Gile o dua lsal) iay o3 ol (kg
ol Lo Aipaall Al Lo
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<rdf:RDF xmlns:rdf="http://www.w3.0rg/1999/02/22-rdf-syntax-ns#">
<rdf:Description>
<OPERATOR xmlns="http://noura.com/vulnerabilitydetection/"
rdf :parseType="Resource'">
<rdf:value>-</rdf:value>
<VARIABLE rdf:parseType="Resource'>
<rdf:value>n</rdf:value>
</VARIABLE>
<NUMBER rdf:parseType="Resource'">
<rdf:value>l</rdf:value>
</NUMBER>
</OPERATOR>
</rdf:Description>
</rdf :RDF>

Gusll bl aladialy Sabadl Jdadl Jlaa B dajiial) 1) Cidig .6
fyal

Aahie sy clagdg€illy puleall Al seadl 'NIST Zslasy lay

dees lpaiy asfiy Clgiadl ye cugll (& GhRAl Jsa GLL aand defa

Jris Dage cull Clipls Ciagind ) Gleag abiee L) clilias)

Canan o 3o UG ) Gadaill e bl (385 Jana aae e Al clail)
. XSS:SQLIJw jhalie st s oV Gadaill Jall by (e 3ol

lefitia US4 Lgbe (gf apany Gaalaill Jaall by (pe 8all (g5 puall (5o 4ild I
ey Gbad JS& Al 0l Zaled alasinly Jedall Ll aasty oLdll (Sayg cay
Dvad) @lia gl s aladiul WS ey (DA (e asagdl Giady LDl
JHise Canag M Gl 5)iad disaty et (Ally Caad) a8 Lgddan 5 3l

N Vall Cugll i 3l Sy il (RDF digally Slidie 42l e
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1. https://www.nist.gov/

S obad @yiaall Zilall inference rules Alliall sel@ll dclua S

<Y YY) e Lalall Glolacy) pasd i) aclall sda aladi
Juail QYY) Aglee S0 A ey o Y2 reasoner ¢l 4 Jena o el
D) Koy Dl J<5 8 Jpaa Lalis (gsmy IS 13 A jaay Budaill aaydl (il

J)SHGSJA

RDF J Jysaill sl

uadl oS

cialae ) ‘

b aail) 3

AV4

.é)Jﬁgbxd\ zﬁy;*§lnl\ C}*&q;ﬁ [I,I]LJSH3J[3 a 1})*£= ng‘J:siﬁ

Jena
Rules

Jenaxe) B L)
N il |
/ |
RDF/XML
) Reasoner
ala

RDF/XM

N
——1 oyuaw

==

Jsaall Jaley Cassl V) e sacieall Jalail) duagia [11]J<45)

J W osua Glile GlEkY i) Al 4l e JYSW) G

cAlaall 03¢y a8 (A 2SN (e g 3al) }@jlreasoner
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1.https://www.w3.0rg/RDF /FAQ

S alaall Gy Gl e deseneS Ul dada & Cus jena J g,

Sl Badins 3aaa lDle 1) o 50l dasedl @liha) oo ey YY)
sdag cl®le § Gliaga dasar dlay) Glagbeal) (Ao ganal ddla) culilyl
b ey (@ Daidl dai€ lgela) ) clilall il Lgilan) (S saaal) L)

s el delual alall JSAN G

Rule

bare-rule

hterm

term

bhterm

functor
node

:= bare-rule

or [ bare-rule ]

or [ ruleName : bare-rule ]

= term, ... term -> hterm, ... hterm // forward rule
or bhterm <- term, ... term // backward rule

:= term

or [ bare-rule ]
:= (node, node, node) // triple pattern
or (node, node, functor) // extended triple pattern

or builtin(node, ... node) // invoke procedural primitive

:= (node, node, node) // triple pattern
:= functorName (node, ... node) // structured literal
:= uri-ref // e.g. http: .com
/ e.g. rdf:type
or <uri-ref> // e.g. <myscheme:myuri>
or ?varname // variable
or 'a literal' // a plain string literal
or 'lex'~*typeURI // a typed literal
or number // e.g. 42 or 25.5

then sl s «Js¥) andll IS Al f 5l tomend e Jena aeld alls ua
dalie by o 438 ¢ L1 el aadiiin il ey oSG Al (S A

41



https://www.w3.org/RDF/FAQ

dipay juaall 5 i JAGRDF e ihial JY8u) b lgaladic g Reasoner (Y2
A gudiall @Y gadial) paas

Jsas ies oif 5lall Tt aay s hlaall G Gand) e sapa il iy,
then ¢l gty oyl elagul gl Gl

Aldina)l 3yl Adadi 0 zisad dilie 258N (asd Loyl JU Juw ey

/* Read data using an outbound tcp connection */
Socket sock = new Socket ("host.example.org", 39544);

i b WENIST aige (e lgle Llas ally JavaSocket

Tein b Led o Cale o Jeastl RDF fial 4lisay agiins Uingial Ty, 41

A

Sl Taldely s selg delual aladl JSEIL Skes dapall ol e WUl

<rdf:RDF xmlns:rdf="http://www.w3.0rg/1999/02/22-rdf-syntax-ns#">
<rdf:Description>

<VariableDeclaratorId rdf:parseType="Resource">
<rdf:value>sock</rdf:value>
</VariableDeclaratorId>
<rdf:value>=</rdf:value>
<VariableInitializer rdf:parseType="Resource'>
<Expression rdf:parseType="Resource'>
<rdf:value>new</rdf:value>
<Creator rdf:parseType="Resource">
<CreatedName rdf:parseType="Resource">
<rdf:value>Socket</rdf:value>
</CreatedName>
<ClassCreatorRest rdf:parseType="Resource">
<Arguments rdf:parseType="Resource'">
<rdf:value>(</rdf:value>
<ExpressionList rdf:parseType="Resource">
<Expression rdf:parseType="Resource'>
<Primary rdf:parseType="Resource">
<Literal rdf:parseType="Resource">
<rdf:value>"host.example.org"</rdf:value>
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Clsate JSE S5 Lsay Lelens Liad 3 variables J)s Wildcards) <l sias

@prefix vd: http://noura.com/vulnerabilitydetection /
@prefix rdf: http://www.w3.0rg/1999/02/22-rdf-syntax-ns#
[rule:

(?A744806 vd:CLASS_CONSTRUCTOR_CALL ?A744807 ),
(?A744807 vd:ARGUMENT_LIST ?A744808 ),

(?A744808 vd:EXPR ?A744809 ),

(?A744810 rdf:value ?wildcard56 ),

(?A744809 vd:DECIMAL_LITERAL ?A744810 ),

(?A744808 vd:EXPR ?A744811 ),

(?A744812 rdf:value ?wildcard77 ),

(?A744811 vd:STRING_LITERAL P?A744812 ),

(?A744808 rdf:value "ARGUMENT_LIST" ),

(?A744807 vd:QUALIFIED_TYPE_IDENT ?A744813 ),
(?A744814 rdf:value "Socket" ),

(?A744813 vd:IDENT ?A744814 ),

(?A744815 rdf:value ?entry_point ),

(?A744806 vd:IDENT ?A744815 ),

(?A744806 rdf:value "=" ) ->

(vd:unit vd:socket_entry_point ?entry_point)]

tshle (339 z3gaill ALlaall Jenad) ae @ delua (Say zasalll Culdy

SN reasoner sl e oY) VS Gukd el Aagdl da g
Ayl claey) Gan ) dla) dilal Aapd) e A3l sl Al
RETE Zs0))lsa aa (ale) g5l g5 ariisdl Vi) élyas gg b Alicial)
zisall dllas das Vo) éhae o dla 8 sas Jaa z o) Caygy el
Lindlae Cangy Jsas Adati (goag 58I 8 UL ol a) (Al Gugyaall 258N (e

:Reasoner J) elai) dalee ¢ L Ly 2l e hlad JS Y s
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Model m = ModelFactory.createDefaultModel () ;

Resource configuration = m.createResource();

configuration.addProperty (REASONEEVOEABAIAENBROPERISHEEEY
"forwardRETE") ;

configuration.addProperty (ReasonerVocabulary.PROPruleSet,
rules filename) ;

// Create an instance of such a reasoner

Reasoner reasoner = GenericRuleReasonerFactory.
theInstance () .create(configuration);

Javasocket Jsaall dhads zlead HLiAL Galddl YY) Gukd aey Ulas ol

(vd:unit vd:socket_entry_point “sock”)
cme Jolaill Cony Sladll haiae yiiays 43 403848 SOCK Jgaiiall g oy laie

e Uyl (S s yadll Jsaall A sy 35 alaainly angidl 038 (3

Inferred statement: [http:// noura.com/vulnerabilitydetection/unit,
http :// noura.com/vulnerabilitydetection/socket_entry_point, "sock"]

Taint variable: sock
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il ShlieY) ) B Ge 3 Yy

Ge JEDU AP a3l o DA e Laadl At il (1)dsandl cpy @
GsSe IS RDF el Ygums XML &3 3 pnll dspas Tygpe ) dyiad
Cail <5 il oF CSaal ey lilad) clile b Ailias apas die lasls
(gie Belyally lile 38 ilagled a5mg die ) diel Cildara 3 25mg 2ie
asaa 33y b IS Ay maal Gl o LY C cilile s 3 W
S I il Cildanal) Taaiy il ol $pa sy oS5 cililal)
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C 5 llall iy Aabide psmny ke e 3181 Gab il (1)Jsan

oan (e Pt S jaadl Flis padlan) Al asf Gl aag e

Y1 e Gt Al Ll Cpaimge lgie Al L Lad zoaing cdgagandd)

Ll para dasial

Java File size Time C File size time
listSet.java | 176 line | 4 sec | Strings.c 15 2 sec
lines
Findtwo.java | 30 lines | 3 sec Arrays.c 164 3 sec
lines
FileDisp.java | 36 lines | 3 sec | Testlong.c 380 3 sec
lines
Connt4.java | 320 line | 4 sec | Longer.c 717 | 5 sec
lines
saxAvg.java | 450 line | 4 sec Files.c 200 4 sec
lines
Applet.java 600 line | 4 sec | Fileslong.c | 1000 | 10 sec
lines
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SeCold (Source code Ecosystem Linked Data) 31Y)

OLY) U8 e pgdll LGN juaall 38 Bl (adaiuly 5aY) oda asE
Gde Js¥ Bls Codiels Aanld Tapeay Abieall Gl @)Lty ol mands )y
aladin) (Sa 5 J[S]ADE el 1.5 1 Jsasll 4nls) dagie clinked data
daall (8 eSS gl ciblanall i)y Jdailly Gl Gl SeCold
iy e 3a e JSY &N lan o 311 o3 e (K Y s (leas Al
Yz liny sy ldanal) (3hxy SSatl 8 aelug Y 13a s ALlSie 3086 dre Jaladl
o Lk (Ka¥s WAl Lals 31 oda o) ) ddlaa) el o ST Jaads
Gl sae o Lk Ledaind Wl 30 3181 Laiy gl claly 4680 cligls
(1)dsadl (8 2y 58 WS
Ganapathy & Sagayaraj 34

Ase aladinly Huad 5 e (Metadata)iial bl 2 ans sl ag
sl il (e Bylally Clgaldlly Casall Caplai aliiy g3l QDoX &I
Ale @lis R0 gld 1Xay Jena J) AoSe e OWL Laay lgidhy a5,
Sll) 35S o a8 calatinl) sale ] Tane Glly dagie il pallS 35S e (gl
HDFS (Hadoop Distributed File System) Ji Al Oilaa & AR Sy
Luaal e Lay 1Y) o3¢ daliiid) 3l o 361 Jalay Gadai (S Y <A
Gle asms (s pslhal Ll Gig 35S0 Jiaal) W agn )y laliesd ) 6y
LAzl
ALl (3l L
Gkl syl il Jiss Al CST il e 2l s 513l Candl iy —1
XML dlapusll dapall ) lehioad o8 dedifie Ay 4aly giSall sl
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Al aclg Cale e WUl @llyg (RDF sasgall jobad) 3 ) Yeay
LSkl juae Bkl
¢ aadl) da) pe DELY) Cua (e Lulie DU daslil) RDF calile J<is -2
LS Gkl Sl Qi) Glee G LealaSinl 4o DU Al da 3,
LiCa Lo lasg 3aal 3N jlans i 5 238 JavaSocket alls & LilaaY
aulie st dagie Baldli (e
e gl Gabal Sobidl Jidaill Jlae 351531 038 (e 30l (Say =3
s ) AL sl deliay il @i JSE 0K e zila g
) e led i Lee V) i ) sassal) dapall 38y lelia
Sl Iy caclsall o3 33y VY] e VAl Cusll il aladi
) clill e
Caagy Aediall 3IY1 a4 Aeadiial) il ylsall Gauad e Janll Koy —4
-Jasaill dplee anpus
Bl mas ehals Glalll aeld il o ) e e (S WS -5
Baaa laly ik anf ae 512V L5 je Ganiay Lae lalll 028 (ppanal
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Study methods of designing wide band
matching circuits for power amplifiers
used in metric and decimeter wave

applications*
Eng. Mais Mohamed **

Dr. Fariz Abboud **=* Dr. Mohamad Al hariri ***=*

Abstract

This paper presents the design of broadband matching circuits based on
several models that have been studied, designed and made some
comparisons between them with respect to the frequency band and the
impedance conversion ratio, where the focus was on designing two types
of transformers that achieve a wide band frequency, namely,
interconnected transformers and ferrite transformers, and choosing the
most appropriate model for their application. On the amplifiers of the
power to operate on a wide band more than an octave while maintaining
the coefficient of VSWR and obtaining the greatest power, where in the
application of the ferrite transformers Guanella model as a 1: 4 impedance
transformer ,in addition to the Ruthroff model in the form of a Balun
transformer 1: 1 to approve the impedance of input and output of the
transistor blf645 from Philips until we obtained The power of 100w
covers more than 3octave of the minimum frequency, and in addition to
finding a solution to the problem of instability of amplifier gain and
VSWR during the wide frequency range, this proposed design meets the
requirements of modern communication standards such as frequency
hopping, spectrum scattering and data transmission capability (SMS, IP
PACKETS, VIDEO) such as, Digital video broadcasting and more .

Key words: broadband, matching circuits, Impedance transformer, Power
amplifiers

* The research was conducted in the context of the Phd thesis of the student Mais Mohammed
under the supervision of Dr. Fariz Abboud and the participation of Dr. Mohamad Alhariri.

** Phd.Sc.Student Department of Communications - Faculty of Mechanical and Electrical
Engineering-  Damascus University.
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Study and enhancing the performance of
hiding steganography algorithms inside
video files

ABSTRACT

In recent times, the importance of the communication over the Internet
has increased rapidly. Accordingly, data security becomes a vital issue,
as there are many hackers empting to accessing private data of others
and steal or modify them. Hence, hiding information appeared as a way
to hide the existence of secret data within another cover. This cover
could be an image, audio and video. Using the video as a cover to hide
secret data is safe against hacker attacks compared to other multimedia
due to its relative complexity compared to other types and due to the
redundancy of data that allow it to be included in a large amount of
secret data in addition to the fact that video streaming over the Internet
is very common and therefore it is unlikely that be suspicious of
hackers.

In this paper, an image is hidden within a video. First, the secret image
is compressed using an algorithm Deflate, the header information is
encrypted and then the header is hidden in the first frame , the secret
data are hidden into selected number of video frames after finding an
optimal algorithm to find the best frames for hiding. Therefore, there is
an extra safety. thus, reduces the chance that the hidden message being
detected. This offers the best ratio MSE (Mean Square Error) and
PSNR (Peak Signal to Noise Ratio) Compared to other methods.

Keywords: Video Steganography, Deflate, LSB, Robustness, MSE,
and PSNR.
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to last . P(G1) (Sum_ frame.
starting (Index 1G). P(F1)
from HK _F)
(SUM_1F
).
2 10 195 8 0.975 80 200 4 1
3 160 190 7 0.95 20 170 6 0.85
4 30 160 3 0.8 140 140 3 0.7
5 90 150 6 0.75 200 90 5 0.45
6 150 90 5 0.45 99 80 1 0.4
7 190 30 4 0.15 170 20 2 0.1
8 195 10 2 0.05 3 3 7 0.015
(1) Jsasd
Hide_table Xorvalue
Index_F a=P(F,) Index_G b=P(G;) | a>.5&b<.5 or <.5&b>.5
8 0.975 4 1 0
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5 0.45 1 0.4 0
(2) Jsaall

89




Sedl) clile Cpadn s LAY cilia )yl gd lal a5 Al o

tou) lasbea i (7

bt il (MdS e lsd Adanlss o3lii] 25 S ~lad) e ilie] culibl) s L
O ¢ Julls . cplaall Gaalitall s Aliae JUSY) 3 a0 0 ae Glide a0 - lide
e paleall S o @Y Al s S et Jaley JA) B il s
LV 2Ll (e i dde ke Jlaaly 6 1Y) Hlail (35

sl Ll claa) (8

LSB alaainly dypuad) Ll le ganag Bjiiiall duyg il 6163

Z ALY Aa e .o

A KA b mamse g LS pliaY) dAlage (e o 2 hATLY] Al e

90



bl e 3 e daal s o 2021 ple 25 2ual) 43 Alaall o) daals Alas

v

Video, Number of frame( NOP)
, Hide key( HK)

!

Preprocessing video (lsolate audio, Extract
frames)

v

Extract Header

v
Decryption Header info(hide table ,padding,
xor values)

¥

Preprocessing header

v

Extract data parts

¥

Postprocessing data and delate padding

¥

Decompression based on Deflate algorithm

"

Save Image

91




Sedl) clile Cpaa sUEAY) cilia ) ) od elal Cpeald g Al o

lgiddliag milidll .4

Matlab e 3Slaall o5 Cus s el Adyhall 308 GEY )il any o)a) o
2y lpany o AT pad Glile e Adlide asasn Ay s clis) &5 2015
e lsal) ool s 5 ey sl ) JalS e Ayl lild) a5 Y]
Aped) 3ygeall clid) aay 335ale Yl e Ailgde Al 4 pad) Aaadldl DA
N Calise 8 MSE,PSNR a8 Clua DA e o) apiig Gl gl (pana
LY GO @) Ayl cldiay) of WaaY dwadl) bl DA o
Al P e @lly ) ALY snaal ol lis) 2 2Ky Stego
54 LS Lagin (e (8 2am Y Stego clals Adeal) Gl chlay sl o gl
.6 Jally 5 JRA) 4 maga

frame[61] before frame[61] after

Histogram frame[61] after

0 50 100 150 200 250 o 50 100 150 200 250

sz ¢ 14AY) Jid 61 HUDU Histograme Llis 5 J<i)

92



Gl e 3 Dl daal s a 2021 ple 25 3l 43 Alaall Ead) Aaals Alae

frame[142] before frame[142] afte

r
=

Histogram frame[142] before

0 50 100 150 200 250 0 50 100 150 200 250 E

samys ¢ laaY) Jid 142 DU Histograme Llia 6 JSAl)

Ol (aamdall I L) A Jans) PSNR 5 (Laddl oy Jass 5ia) MSE 2

Byl e GSL'J\ il Cadlall by COIAY) CalinSY Bagall il

) ndlly G 5238 G Bypeal) e IS an il Gall Jagia 4 MSE

DD I ST R

mxnxh
iag (1) C (i j)e sl e gl ) 852eeYly Cagall La N 3 M Ca
LAl e bl gadlly Gl b A (j o) pazasall L3 3)pall juaiall
A saill e MSE alaaiuls labua Rayg Janand 3aa50 PSNR (e il 2

MSE =

MAX 2
PSNR = m*z,agm( MS;, )(dB]

L3 szl S LalS daiiye PSNR dad cuilS LIS
iy s LaY) A Leaiiual dgeagall Clagiill (e degane o A lsal) Bk

93



Sedl) clile Cpadn s LAY cilia )yl gd lal a5 Al o

Frame Number of
Video file
Dimensions frames(max)
drop.avi 256%240 153
flame.avi 256*240 80
xylophone.avi 320*240 141
(3) Jsaad

leaailind g Ay Sl S Aariiaall unajall jgall (g e gana 4 Jsiall (e
~9 A

Image
Secret Image Size(KB)
Dimensions
Barbara.png 512*%512 31.5
Lena.png 512*512 500
Baboon.png 512*512 55.4
Colored
Peppers.png 512*512 32
Airplane.png 512*512 27.2
Clock.png 768*1024 62.5
Cameraman.png 64*64 2.65
Cameraman.png 128*128 7.39
Grayscale

Cameraman.png 158*158 10.5
Cameraman.png 256*256 37.8
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The effects of waviness factors and heat transfer
performance of wavy-channeled PCHEs.

Dr. Eng. Bassam Alkassam

Abstract

The printed circuit heat exchanger (PCHE) is a key component
in the future compact energy cycles due to its high heat transfer
performance and structural rigidity. In this study, the thermal
performance of wavychanneled PCHEs, and the effects of the
waviness factors: the amplitude and the period, on the thermal
performance of the PCHE are investigated numerically. The
thermal performance of the wavy-channeled PCHEs is
compared with that of conventional PCHEs with straight
channels. Based on the numerical results, it has been shown
that the wavy-channeled PCHEs can have significantly higher
thermal performance than the conventional straight-channeled
PCHEs due to the increased area for heat transfer. The

effect of recirculating flow induced by the waviness is
estimated to be negligible for the typical range

of CO2 mass flow rate of compact power generations. It has
been shown that the performance enhancement can be
predicted using a sole nondimensional parameter: the ratio
between amplitude and period, and has linear relationship with
this nondimensional parameter.

Keywords:

Supercritical CO2 cycle
PCHE
Wavy
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GAlall fildl) ailsall Gallae g Lpaalll Adal) (4S5 ((@)2 S s WS
Jeasill 4y i da o caball Jlaal (8 clia Jlae (e (DL 23l
JCE sy adlsall lae & AUl Alslass (uSgin il CValee Ja3 cpa
Al Jlae Aaseall slall A<l J<G of Auball caiy dpaell Al ()2
Ao el die Sl ST LAY e of Jaagd (K1 [6] Ao 5l 8 deddiuudl)
Mg LA dae 8 G any Y OS) Lz saall aal) (e s LAY aae 5aly)

(LNG 5le) @lall saadly S-CO2 dalall pilall gyhall alsall avii &
Addy Gy algiy Cagpmall a9 (REFPROP[2]] g pmall malipall Je ol
& LNG (aliag S-CO2 [l daludl cluhall culayy Ldspal) adlsall s

LA LR 3yl Gy

p = 2988.2529 — 19.00647T + 0.05254T? — 7.47748 x 107°T?
+ 5.40055 x 1078T* — 1.57353 x 10711T>

u= 112473 x 107* — 7.16636 x 1077T + 2.1884 x 10~ °T?
—3.19601 x 10712T3 + 2.33796 x 107 15T*
— 6.8692 x 10719T>

k = 165.39919 — 1.07952T + 0.0033T?* — 4.75879 x 107°T?3
+ 3.45935 X 1079T* — 1.01277 x 10712T>

Cp = 20.14959 — 0.13704T + 3.98411 X 107 4T? — 5.8663
X 1077T3 4+ 4.28421 x 1071074 — 1.26468
x 10713T>

(2)

p = 2.85262 — 0.00952T + 1.68145 x 107°T? — 1.65986
X 1078T3 + 8.68221 x 107 *2T* — 1.88032
X 1071575
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¢, = 1.17986 — 6.32096 X 107*T + 1.85471 X 107°T? — 1.6634

X 107°T3 4+ 6.81521 x 107 13T* — 1.07263
x 10716T>
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