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Biocompatibility of Porous (Ti-Zr)
Scaffolds

Eng. Jehan AlEstwani ¢
Mohallab AlDawood ®
Dr. Faten Ajeeb ©
Abstract

Bone injuries often require the implantation of biomaterial to heal
and recover the damaged bone, Porous Titanium alloys are widely
used as implants in orthopedic applications, the mechanical
properties of porous Titanium alloys should match those of natural
bone in order to obtain a functionally satisfactory implant, and
Titanium scaffolds must have a higher porosity from (40%).
However, these alloys cannot achieve direct attachment to bone and
support the formation of new bone tissue without increasing the
bioactivity of the surfaces of titanium alloys, where chemical
treatments are carried out on the surfaces followed by immersion in
simulated body fluid (SBF). In this research, porous scaffolds were
prepared from (70%wt Ti-30%wt Zr) by using Powder Metallurgy
method, the mechanical properties of the sintered samples were
determined by compressive test, the porosity of sintered samples
was calculated to ensure that the required porosity of scaffolds was
obtained. To modify the metal surface of a sample to bioactive it,
The following chemical treatment was performed on this sample
(alkali_ CaCl, heat and hot water) then the sample was immersed

“ Teaching Assistance at the Mechanical Engineering Department,
Faculty of Mechanical and Electrical Engineering, Damascus University.
) Assistant Professor at the Mechanical Engineering Department, Faculty
of Mechanical and Electrical Engineering, Damascus University.
) Teacher at the Biomedical Engineering Department, Faculty of
Mechanical and Electrical Engineering, Damascus University.
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in (SBF) for three days, then the chemical composition of the
treated sample was determined to compare it with the chemical
composition of a sample that wasn't immersed in (SBF) by (EDX)
device (Energy Dispersive X-ray Fluorescence Spectrometer). The
results showed the presence of phosphorous in the sample
submerged for (3days) in simulated body fluid (SBF). The
experiments were conducted at the Higher Institute of Applied
Sciences and Technology.

Key words: Titanium alloys, Scaffolds, Powder Metallurgy,
biocompatibility.
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Hf 0.584%
Fe 0.145%
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.(DRIFTS)

44



o shal! Gl o 2021 ple 27 23l 43 alaall o) draly Aaa
e (il 2513 Glga 2.0

pstall Jlall sgndlly clogll 08 8 (DRIFTS) 4y Jeny Slea L6 ade cang
oo sl (11) Jsal & audl (EDX) Slea plasind 5 Laslsiilly Ll
Byserally Aallaall Aiall 3 Hsdugdll juaie dsmg

C.G. ) calll oans Lo go (6) Al 5 siusgil) pumic 35ay il il LS
o5l e 3 (PO, %) adb 2535 il G s [22] 0531 (Agreda
b LS Tiles Lginlles any Apiaeadl Gaalusall Lylline 4l plasinly 3ylasdl
Aalles _oondlSl) 2))6lS Jslaey dallas _agageall 2uSs am Jlaay 4358 dallas)
@l il sy as sadd lial)l ees (AL bl dallee _dgs
((DRIFT) 46 Jadiuly (PO, ™) aed e aisll 5 (SBF)

ralalinay) -7

el g allae s milia e Ulas -]

fpeluey Al Gaaluall Lajsltie 4l Jasiuly (70%wt Ti-30%wt Zr)
oS b alainly asesill pilial Lslladl) o)l ae dilsie A0S0 Lailads
aseY) e s (60 min) a4l (900 °C) 3 dass ie awlillys (1.5 Ton)
-(168.9 Liter/hour) axi

LLesS Aalladly 5ylmnall (6) duall of (SBF) (gonll Jiladl dypa3 gl -2
leey) vie uil¥) J8m o 5l Lely Lpm dBlgia gaall JL) 8 5)seralls
(i) pmal) 3

:abuagili-8

Nsa alasivly aUsall aagi wilival dysllaal) Lalsal) e Jgnnl) 45180 4y —1
clebusd) 85 e aclis

Aila dallaae Jadl aatg skl luall e dabing 4l cilallas ¢)ja) =2
(SBF) sall Bl & eddl e Aaill) cpll) dadal dSlaw ST axs
i3 SN el jeme aladinly



drabuall (0198u5 _ poailisl) alial) ave i iliual (g gaal) (31 i)

Jumdl apaay Aabise dpie) lisy (SBF) ganl) Jilll 3 yadl) Gylee cha) =3
(SBF) gsnl) Ll & sl ey da3ll) cunly) Aak) AL T et 35

:(References) aalll -9

1-Geetha, M., Singh, A.K., Asokamani, R., Gogia, A.K.

(2009, May). “Ti based biomaterials, the ultimate choice for
orthopedic implants”. Progress in Materials Science (Vol. 54,
pp.397-425). India: Vellore Institute of Technology.

2-Niinomi, M., Nakai, M., Hieda, J. (2012, November).
“Development of new metallic alloys for biomedical applications™.
Acta Biomaterialia (\Vol. 8, pp. 3888-3903). Japan: Institute for
Materials Research, Tohoku University.

3-Mehjabeen, A., song, T., Xu, W., Tang, H.P., Qian, M.

(2018, June,22). “Zirconium alloys for orthopedic and dental
applications”. Advanced Engineering Materials (Vol. 20). Australia:
Australian Research Council (ARC).

4- Uchida, M., Kim, H.M., Miyaji, F., Kokubo, T., Nakamura, T.
(2002, January). “Apatite formation on zirconium metal treated with
aqueous NaoH”. Journal of Biomaterials (\Vol. 23, pp. 313-317).

5- Kokubo, T., Kim, H.M., Kawashita, M. (2003, June). “Novel
bioactive materials with different mechanical properties”. Journal of
Biomaterials (\Vol. 24, pp.2161- 2175).

46



oY) g a 2021 ple 27 3l 43 alaall  Ead) daaly Ae
cuas il 3 2913 Galga 3]

6-Yilmaz, E., Gokce, A., Findik, F., Gulsoy, H.O., lyibilgin, O.
(2018, November). “Mechanical properties and electrochemical
behavior of porous Ti-Nb biomaterials”. Journal of Mechanical
Behavior of Biomedical Materials (\Vol. 87, pp.59-67).
7-Barati, D. (2016). “Biodegradable hybrid tissue engineering scaffolds
for reconstruction of large bone defects”. University of South Carolina,
South Carolina.
8-Arifvianto, B., Zhou, J. (2014).” Fabrication of metallic biomedical
scaffolds with the spacer holder method”. Delft University of
Technology, Netherland.
9-Evans, G. (1969). “The mechanical properties of bone”, The University
of Michigan.
10-Bratu, V., Vibu, R. (2017). “Porous metallic biomaterials processing
(Review) partl: compaction, sintering behavior, properties and medical
applications”. The scientific Bulletin of Valahia university materials and
mechanics (Vol. 15).
11-Feng, B., Chen, J Y., (2002, January, 23). “Carbonate apatite coating
on titanium induced rapidly by precalcification”. Journal of Biomaterials.
12-Kokubo, T., Takadama, H. (2006, May). “How useful in SBF in
predicting in vivo bone bioactivity?”. Journal of Biomaterials (Vol. 27,
Issue 15, pp. 2907-2915).
13-Bohner, M., Lemaitre, J. (2009, April). “Can bioactivity be
tested in vitro with SBF solution?”. Journal of Biomaterials.
14- Nishiguchi, S., Kato, H. (2001, September, 1).” Titanium metals
form direct bonding to bone after alkali and heat treatments”.
Journal of Biomaterials.
15- Miyazaki, T., Miyaji, F., (2002). “Mechanism of bonelike
apatite formation on Bioactive tantalum metal in a simulated body
fluid”. Journal of Biomaterials (Vol. 23, pp. 827-832).
16- Chen, Y., Zheng, X. (2007, December, 5). “Effect of Ti-OH
formation on bioactivity of vacuum plasma sprayed titanium coating
after chemical treatment”. Journal of Surface and coatings
Technology (Vol 202, pp 494-498).
17- Kokubo, T., (2005, April). “Design of bioactive bone substitutes
based on bio mineralization process”. Journal of Materials Science
and Engineering.




drabuall (0198u5 _ poailisl) alial) ave i iliual (g gaal) (31 i)

18- Lotsari, A., Mats, H. (2018, October, 9). “Transformation of
amorphous calcium phosphate to bone- like apatite”. Journal of
nature communications.

19- Kizuki, T., Takadama, H. (2010). “Preparation of bioactive Ti
metal surface enriched with calcium ions by chemical treatment”.
Journal of Acta Biomaterialia.

20- Kamitakahara, M., Ohtsuki, C. (2007, November,2). “Coating
of bone- like appetite for development of bioactive materials for
bone reconstruction”. Journal of Biomedical Materials.

21-W.D. Mendes, M., G. Agreda, C., (2016, June,1).” A new
titanium based alloy Ti-27Nb-13Zr produced by powder metallurgy
with biomimetic coating for use as a biomaterial”. Journal of
Materials Science and Engineering (Vol. 63, pp. 671-677).

22- Agreda, C.G., Mendes, M.W.D, (2013). “Apatite coating on
titanium samples obtained by powder metallurgy”. Journal of
Advances in science and Technology (Vol. 86, pp. 28-33).

23- Sasikumar, Y., Ebenso, E., (2017, January). “Effect of surface
treatment on the bioactivity and electrochemical behavior of
magnesium alloys in simulated body fluid: Effect of surface
treatment on the bioactivity”. Journal of Materials and corrosion.

48



Cagld i)y i3 3o 2021 ale 27 aal) 43 alaall Gl daaly Ay

olsdsialy dalnoll sl gl o] ¥luill 8 g iy
Apache Spark 4 dailgsaell Slilall

RS EQU JRUR S 3P
oadlal)
les goimge Cia Lngulall Gl 5 laglaall Wl e 5l slaie¥) aa
LBERY) Vs 3als Genleall il 3l e Alaldy ¢ laads Lelaal oLl 5 il
Sl Ly b oS e Glasgd) s slas o ol alai el G Gy paall e oS0
ol ) i) S ol (e 8 5y Lge gl Sl S B Bl o s e
Uaje o sl clid 8 Ghiae clily o alall G5a Gy LU alal) A1)
Al ) DLl Sl el VL) C M Ciiay o3 ol
Claall sl 1) el GlEsY Caial zila sle Gl a3 Gias
LS ¢ @l ol e AV Qs A 8 Alendlly sl LA A lea Hladialy
o)) Al jules desane o pl 23l sda S

AV e ¢ el Caig Al Ay salall UKD 5 il el sEalisall L
.NSL-KDD clilyll de gane ¢ YIS 421 ¢ Apache Spark ¢ 48 géall cublal)

Canadl el iile slaall dtigl IS A el alaill g CASLEN Fuia andacLine Siad *
49



Apache Spark g &l sdall Clgall alaiiuly Qlaall SISl ) el diyas

Classification of Intrusions in Local Area
Networks (LANs) using Random Forests

and Apache Spark
Dr. Zainab Khallouf

Data and systems security has attracted increasing attention as
computer systems and networks influence every aspect of modern life.

It is known that an "Attack Proof" system doesn't exist, but it is
possible to detect suspicious network activities using intrusions detection
systems (IDSs). IDSs that utilize supervised machine learning
techniques such as classification to learn from existing data can classify
new connections to detect abnormal behavior.

In this paper, we implement and evaluate several models to detect
intrusions in local area networks (LANS) using the random forest
algorithm provided by the machine learning library in Apache Spark. In
order to evaluate the performance of the proposed framework, several
performance matrices are used.

Keywords: Computer systems and networks security, intrusions detection
systems, machine learning, random forest, Apache Spark, Scala, NSL-
KDD data set.

* Associate Professor, department of systems and computer networks
engineering, faculty of informatics engineering, Al-Baath University,
Homs, Syria.
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Gulia 03 4 syl ol Gl oS0 5yl s Al 8 ) 13g st
i) e laial il
ic=1 46l [0,1] Juial Jlaw dal (e suleal) s3a 3 IS alasy
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084

g o e e e
p N

0z o4 06 08 10
plU=1)

[5] 55tal) paad ZadLal) yuladll :3 JS2Y

O ¢ (Supervised Learning) <abayl aV) el 46 4608l Ul 3

Cugeai PA e Al aad Sy LA ladl e degenal (Ensemble) asess g5
OSar 4 JSA mlag LS Ll A ) st e (Majority vote) dueYl
73l Jsil Gaags 5 (Regression) LlaadU i (Classification) cauuaill s o

LAl Byad e B il Aa e Ji1 5 Jadl olal il

X dataset

N, features N, features N, features N, features

Fo &> o S e SH Fo &

TREE #2 TREE #3 TREE #4
CLASS D CLASS B CLASS C

MAJORITY VOTING
FINAL CLASS

[18] dslsdial) Al b oyl 24 J<2N
SR Ay Y1l ghaally A gl LR e lsi pandli oS4
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Training ) cwxill de sans (e Adlsie (BoOtStrap) uess 4 gane Hlial .1
With ) Jlaiu) ae JLEAY) 2y Gumy Aaadla N (e 4568 (SEL
.(replacement
aie JS dicy ¢ Adealll Ao sanall (e L 5y sl L2
il (s Jlsde JS0 dand Llos) (2
! dad Jumdl e ) Aand) aladinly el wie laaSIA apis (D
.(Objective function caliae Caan sl 5f) ilasladll
ek E 5 Y oghal) IS .3
el Gyt PIA (e 438 aail 0 IS (e a0l 23l apens .4

Awlall Jailusgl) HLEAY 5y dsen allimY el 3 Asdiall ULl Al 55l (e
Zolall Y adin Uy LS ¢ el dlaye Jd 2385 )5 (Hyperparameters)

an gl Las gl sale el = 3laill sl daglih 60 Ao 73l paend e adindl)
el (a1 sae 3133 LalSs ¢ (3 ashall) K Ll sae 58 sa0aT (i) A
Aabeall K1 30l Glea e 44

sshaall) Lagaill degenall 3N yualiall e Lol laapant Ky ) 45l Lailusgll (g
(1 pishall) st € die Slede JSG Wylia) 2y Al d clewdl e QS ¢ (V)
il 5 kel c A35lsally pSaill Apnedll UL Ao jans paa P e (Kay (2
Ll e gens paa aldl) BY ¢ Alsdall LA & (Bias-variance tradeoff)
OsSs of Jlas) &Y Tl Ll L&) )l lasl o (Diversity) gsill ah Laeall
A9 Ao peaall ana e My ¢ J8 Lpageail) Ao genall 3 Llaias Aigea 1aadl
S el dany a0 ) ol il Ty 5 Alpdall ) 8 Adsdal) leny of (S
Aiall Jlad¥) oY Bl Sl ol agy of oS L) Aial) pas 505 G LS ¢
sy liganl alaee b 4plie JSEs lal) Cappaill Clily e alati 5 Lgplin ST ps
il de sane 3 alaadla) el Lglise Lagaill degenall 3 jealiall 220 lsal
Gladl 230 (e Ji 22e Ll 2 e JS die 0 lend) daad Loually W ¢ LAY
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M of Cus od = 3/m s & sl JSasale 5 capil) iy de gene 3 43K
) de gena A Olewd) 2re Jia

:[3] (Apache Spark) &b &l .6

53 5 ¢ sUnaY) ae alidio 4368 Sadty 500 Clilll 42550 Aallaal aadll 7 5ide ol
LS (R (81 YIS daly s GBS 5900 5 culilal) Aallas Al Tlas adiga ol
VI bl ¢ gl ¢ R g sl alinls

Spark ) @l ssie auls oyl lls 56 (e desana o Dl Jadisale 2y
lea 8000 (o ST fumy die mypaill 2 agiie €0 o Wle ¢ (Cluster

Jia 3ylpall )1y allas S5 5 Jlad IS5 3 shiell 45Kl 83aY) de sana )3 5y
Cluster ) asiic e o Sale ) <e Apache Mesos i Apache YARN

¢ dalall g e el Cayey L 5 IS4l xla g LS (Workers) dlee 5 (Manager
el Ll aleall e Baaly G LS« CPU ) g5 2ac s ¢ LeSliay Al 3,SI3 23aS
cdale JS (e anpys DA e el aphas

Worker Node

Executor lCaﬂ
Driver Program

SparkContext Cluster Manager

Worker Node

Executor lﬂ

[3] astiadl sore 5 bl sl G Jeliall 25 J<al)
agiall yire ae Jelii 5 @l Gulail (635l nadl (Spark driver) ol d8lse 35
ki 33eaY) 038 e U8 e ldde lill) Aallas (3haie 2 S ) 33y ddjedd
2l aand WS ¢ (Executor) diial gexidulee Jundi dstiall jate (e @l 48l
Geks 3 3 Al Al (i . paiiosall Angil) (im s 3iall (e 3] ) Akl
LS (g Ao gane paaTl axiing of Sa) g3l 5 SparkSession caall i ¢l
- Gpdall LoD (APIS) lapkiil) dasy Cleals s (Configurations)
Sl 158 Blanall V) atida b5 ¢ 6 JSEN mlag LS (uaSa IS el
¢ Agaal) :Jie cilipdadl) 3w 53yl AU Aluy) Cailla )l aai 3 (Spark Core)
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5 desall bl Gle gene cand ildara il 28LaYl ¢ adY) ce bl 5 ¢ il
Aallaay Jial aap uy23€ (Resilient distributed datasets (RDDs)) 4l
dallaay dileis 33ans Aadag) Lgie O Ganad lise Ao gana 31l (358 aum g bl
REAEIN

SparkR

Spark Spark
saL Streaming

MLlib ‘ GraphX

‘ Spark Core ‘
[3] Dl e :6 JLal

APIs ileals Legd Spark ML 5 Spark MLIib ) Jdail (pii€a ol axiy Glla
laye Llla cdas Spark MLID a1 5 359 Sl Aglitie ciliay lsa oS) Aalise
a3 dexdial) 5 Spark ML 4l dgsal W ¢ (Bug-fix) clapmaatl) 5 dslual)
o 1 LS ¢ scikit-learn ¢l b A s 10Sa (e slaginn 5 Soal) ed Sl
Features) cilewd) duvia Jie A9 das 23l ol alga (e aall bt 5 5))aY Caillsg
¢ Ll Ja 5 lganii 5 23l <Ll (Pipeline) wiles)) iluls ((Engineering
olad (S il 5 il 8 aadid Cusy 2 3l 5anl daLaY
:[8] NSL-KDD il 4s gana cimags .7
& 3¢ ACM fuswspa (o dusite degena U (0 alafi 45 Zils KDD Cup il
calle AN ol alasinly Kl 8 el CaiS Allid diluall Cuaiad 1999 Ao
Clegana el (saa) Hiiaf LS ¢ YY) s dalic KDD'99 dalaiall cibilull de gane
(AN CadS alai o] il deadiud) clilyl)

4 N~ apeni 2 KDD'99 & (Training data) cuwill <lily degane (<l
A Sl Craala dglas A3 e anlad e Pl LAl @bl (e gigabytes
DLERY) iy gaead 25 LS ¢ Jams e dused 3 bl ol Al i 5 ¢ Al
SV sl calidy Lo (sile 2 Msa IS (pilin) e sl DA (Test data)
LY iy et LS ¢ qupaill lilal sy agll ge Laay) il de gend
Ay ST Caiail) ddee Jaad il Glily e Bagage e Cla
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i 5 Tai o) e A 4l o uly 100 o Sl 5 JualV) Cie
G 5 adae JsS gl Aals am glsie ) s [P Olsie e ¢ B Bt Bls b
Aangl) g5 20n we "ana’ Sl ¢ andy Jlsi) 4l e disie
rlangll Lulid (Categories) il syl casias 2
-(SYN flood) Jis :(Denial of Service (D0S)) 4eall aia @
2 Oles (e Jsasl) Aslas (Remote to Local (R2L)) sl aey @
(omd) RS (3083 Agla) Jia ¢ el Sleall Y
(L) el 4 sama e Jseay (User to ROOE) Hial axdie @
."Buffer Overflow" Jis
.(Port scanning) MLl mwe Jia: (Probing) eall o

YL ey et Al Gledd) (e 4o 5ana [9] (Stolfo et al.) <
:‘éﬁ\s Glangl) (e dmplal)

CYLa) Lid asdis "Same host" cauaddl iy ddaiydl Gladdl @
Ol sl 8 ) i) Jie Caagll i Ll

YL Ladd jasds 5 "Same service" Aeadll (udh ddlxiall Claudl @
el Ol Jia asall (] dlusyall i) oalil)

o sadedl Gl e il Gl s Caad) Gl Glaw (e OS

.(Time-based) =)l

(¥l ) 3%a¥) s (Some probing) Lsall Clesa (amy e
G E Y L AaEs S 85e e ¢ ol e ST L) il alasiul;
e 530 aladiuly cilendl sl 25 ¢ Ciagl) Cinmall iy Jlai¥) Dl
O desena gl Laagl) 33U e Y Caumall G ) Jlad) 4
.(Host-based) canadl o sadiaal cilaull
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i e ULl and & Lieie 55 U2R 5 R2L Jie Clengl) (s @
a JCadl Sl aah lew ddlaa) comi QA ¢ aag Jlail et
rland) 038 Ciaws ALEAN Qe cVglae 22e Jio bl HLudl

.(Content features) (ssisall Slows

-(Label) auens 5 (Features) aew 41 (e 05 Jas JS 08 adde ¢l
S Sl (gmmy a5 [8] NSL-KDD clilull e sane Liadiil cand) 138
Oanats cllile 038 bl Ao gana of (0 a2y ¢ [10] KDD'99 cilild) e sana
oxiid e L V) dled S8 Wi Jis S o (Saall (a5 Sl ganall immy
Ll A (i€ Ak ool Al g apil AllRd by e saneS Gdinldl J e 0SS
:NSL-KDD clill) de sene (30 Jams (e Jlia ) jlandl gy

0,tcp,ftp_data,SF,491,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,2,2,0.00,0.00,0.00,0.00,1.
00,0.00,0.00,150,25,0.17,0.03,0.17,0.00,0.00,0.00,0.05,0.00,normal,20

Glendl Jiail 1-9 lanad) axdind £ YK Glendl 58 Jadl 8 G 41 D) Garia (10
23- ssinall Gland 10-22 ¢ deadlly JS5il 55 ¢ JlaiV) bae Jie dajHll Al
Cucad) e sadind)l cilead] 32-41 5 ¢ (il (g duie) 3380 e sacinal cileudl 31
A5 4¢3 2 sl g WS

Jba Cipass Lol aud Al 8
0 JlaidU 23l sl Duration 1
TCP IS5l g5 Protocol_type 2
FTP deasl) Service 3
SF Wt ol s sl s Flag 4
491 Jlail e Gangd) ) aeadl e dgiid) bl sae Src_bytes 5
0 Il e Jacaddl ) Cangdl (e Aginall cabilll aae Dst_bytes 6
0 cdiallfpinall (s (Mol e JuaiVI QIS 1Y 1 Land 7
02335y

0 Juai) 13 8 Asllal) e hadl KN axll [ Wrong_fragment 8
0 Saia urgent <l Jead Sl Alaaioa) o550 I aaa) Urgent 9

Jlad ull) il 12 Jsaal)
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Jla Cuag Aol ol Al &)
0 gl ) a5 oL 5 HUatll Clalaal J ga gl il e 220 Hot 10
0 Jsaall Jeans L8 <ile e | Num_failed_login 11

s
0 JaY) 5 lai 1 sl Jes Alls Logged_in 12
0 "Compromised" L&l sac | Num_compromis 13
ed
0 0% 5<Rootshell JJsasi @31 |  Root_shell 14
0 0 5¢"suroot" Lo 2% Jslae Jla Sl Su_attempted 15
0 Glileall 23 5l "Root" s Duay J sea il <l e 220 Num_root 16
Jlaiy) ‘; "Root" <ibaSlay <hisy L;"J\
0 Jla¥) b Cale L) e aae | Num_file_creatio 17
) ns
0 shell prompts 1) aac Num_shells 18
0 Il oSaill il e illead) 200 | Num_access_files 19
cmds
0 | Admin Jis" hot" dalal ity Jsaall Jemast oS ) 1 Is_hot_login 21
Root i
0 0Y) 5" guest' < Jsaall Junndi S o) 1 Is_guest_login 22
il Aileid) cilad) 13 Jyaal
Jbie Cisagi el o )
Aaull
2 Y] i Cingll s L) VL) S0 count 23
S a8 )
2 JUai) e (Sl 23 ) aad)) i ) YLaiY) aae Srv_count | 24
COiaabad) il ‘_‘,A &L&J\
0 ¢s1 ¢SO (4 &8 dam) 4N Calad 3l GYLLTY) A Serror_rate 25
(23 @3 daus) count (8 Aresall YL (1w 2 Or 53
0 ¢s1 ¢s0 (4 &) Aeus) LN culad Al WLV A Srv_serror_rate 26
a8 dans) srv_count (s Areaddl &L G 52 or $3
(24
0 O REJ (4 @) Aans) AN ilad Al YLt dans Rerror_rate 27
(23 o) dens) count A Aaesall YL
0 2 REJ (4 pd)) danss) 11 ilad Al VLY A Srv_rerror_rate 28
(24 a3, ans) srv_count & daeaall Y LalY)
1 | YLl de gena o (e deddll Gl ) SYLSY) Ao Same_srv_rate 29
(23 @8 daus) count (B Areaadll
0 de gane (e (ge Adlide lead ) @YLaTY] A Diff_srv_rate 30
(23 o) dens) count A Axesall YL
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0 Ananall YL (e Adlina 8 3eal ) @YLSY) 4 | Srv_diff_host_rate 31
(24 & 4eus) srv_count

el ddleiall ciladd) 14 Jgaal)

Jta Cuag dadl o L)

FOWA||

150 Olsie i Ll Al SVLSTY] 2o Dst_host_count | 32
Caagll (|P) v

25 aiall i Ld Al SYLATY] 2 Dst_host_srv_count | 33

0.17 | om o deadll pail cYLaY) Al Dst_host_same_srv_rate | 34
dst_host_count (s daasall YL
(32 Aanll)

0.03 | Om e ddlite Glead Il SYLaTY) Al Dst_host_diff_srv_rate | 35
dst_host_count (s 4xaaall CYLa3Y
(32 Aanll)

0.17 O e kel Gass ) ¥Lay) Auad | Dst_host_same_src_port_rate | 36

o Roaadl) YL
(33 %eull) dst_host_srv_count

0 | 0o 2l ddlide 3 jeal ) <YL 4 | Dst_host_srv_diff_host_rate | 37
b anall YLV
(33 %eull) dst_host_srv_count

0 Lam5) QLY lad A YLt A Dst_host_serror_rate | 38
ons2ors3 esl «sO (448,
dst_host_count (& dzasall YUY
(32 A l)

0 dang) Al clad Al YY) A Dst_host_srv_serror_rate | 39
oms2ors3esl «sO (44

b Al LY

(33 %eull) dst_host_srv_count

0.05 Fang) A1 il ) LY A Dst_host_rerror_rate 40
b Aranall SYLATY) (0 REJ (4 pd))
(32 4ull) dst_host_count

0 Ao g) Al ) Y LATY] A Dst_host_srv_rerror_rate | 41
‘;w\ YL 5w REJ (4 ?5)
(33 4aul)) dst_host_srv_count

Canad) e sadizal cilaud) 15 Jgaal)

:Aaliall Glad) .8
bl desane Jilat poase Jon Al ol Afiaal) Sl (e S 330 Dy
Gl Jiad pamse o 58 Luws Qi axe oS0 ¢ clilpay) Cai< laiy KDD'99

cad) 138 gamse AV el Bisl Gl eda (e 5 ¢ Aylaally dilaiall 5,1)
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zisa [11] (M. A. Jabbar 5 Nabila Farnaaz) ¢talll 23 ¢ 2016 sle &
zasalll ehal apd 25 A gulall SN 8 il paY) Cais] Aglsial) G o ey
o laad (g culedl Laa) 2ay NSL-KDD il de sama plasinly [11] 3 o sl
e Adlide g sl Cagiail z3gaill 223500 . (Symmetrical uncertainty) (g blall elal)
Sl Jixa ¢ (Accuracy) dasall :jples dxgl naa3 DA e a5 Cilengd)
sl J8 (e L@la€) @ i Cileagl) SN saal) oy 4uil) Jiy 5 (Detection rate)
« Dr=TP/(TP + TN) ¢l pmua Sy lghiiai & ) cllaadlall I 2aadl )
zasalll o mitall @iy (MCC) Lalill s5le Jalea 5 ¢ (FAR) Zilalad) i) Jaxs
e Claad Ciia zisalll (O LS ¢ (amitie Akl @) Jiee 5 adiye IS Jiea
iy WS 48 LAl syad duaylsd (e 7%a el dadll 0385 99.67%  daay dall
b OhURY] pea Gl z3s0 elaf et A0 4l Glead) s of Laad i)
JWEKA 3181 alasinly cas Gl 138

[12] ( Jonathan Graham s Tonya Fields ) olaldl 23 <2016 Al é
GlasY (NIDS) Sod iyl (i€ ol ol Adlsdall cllall o adind Caliak
WEKA 51891 Laj 5 KDD'99 cililull desane aladinl & .(Anomaly) <l sasll
LR 8 i) sae 5 pe zdsall el AU el 530 AS o Ayl e
DY) aaed Dawally lendl 220 550 Alyas ¢ BT L) s aat Aag Gl
v Ao gl e Jsanll oSay 4l Zlull el (Accuracy) dal Ggas
3l daa Gy s dlead) 48SD ey Ly cled) de gana (s

[13] (Bayu Adhi Tama s Rifkie Primartha) ¢ talll 23 ¢ 2017 e 4
M DA e Adlsdiall HladV) Cilae e adine cOlilpa) Cai€ ol o1aY 4
UNSW-NB15, and GPRS ¢ NSLKDD :cuip¥l le dalia cilily legene
Ll Bas aladiuly @lldg ¢ ABhlall Gl)AY) Jae 5 (Accuracy) dsall @opylbasg
) ilugll e Gl 5 V) alaal s 5 H20 deks b decad) dglsdal)
Gldiae Jo dflpdall HladV) G5 milil) ekl (Grid search)  caadll Al ladinly

.o

.5a1 (Ensembles) drase
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el ¢ [14] (Mustapha Belouch et .al) gsialdl & ¢ 2018 Jle ds
«(Support Vector Machines (SVM)) ¥ acall & b 1 a5 VT G cilaa s
dcgana 5 @l Ll pladiuly Adladall GLAY 5 LA lasl ((Naive Bayes) b
DA e A3 laal) i Ll 5aY) GlisY duaadall o dagadl UNSW-NB15 byl
Lasd iy (Sensitivity) dsuluall ¢ (Accuracy) dawall el Clalas dused api
el () ¢ (Specificity ) 2egill ¢ (TP/TP+FN) musa JSG Ledieal o5 Al Cilangl)
G5 Auyll s2a <yekl L(Prediction time) sl () 5 (Building time) z3sall
O By ¢ Apluall 5 Aaiall Cia e Cliiad) A e dlha) i) Ciias
e (A 5l Taplid culS e B el Cua e LA el 5 Adlsdall L
clengll GLESL &) Aglsdal) SHlaiY) CulSy ccapal) dua e

Devesh Kumar  Priyanka Dahiyaa) olaldl ¥ ¢ 2018 oo 4
) land) Aoy Caday @il aladnuly el (i<t W) [15]  (Srivastavab
O Aty Lyea]

Canonical Correlation ) CCA ;( Linear Discriminant Analysis) LDA
Al pdal) Ll Liay CalpaM aiald alad il aaw Gulali &5 (s ¢(Analysis (CCA)
Zagadl) il (4l s LUNSW-NB15 cililall degene 3 CulilfaY) Caig)
Y Caia Aglgdall 5adl dsaylsd o Auhall ekl jpledl e dcsene DA (e
el il 485 Jumdl i€ LDA Bl o 5 Jumdd)

[16] (K. Raja Kumar s M.Kranthi Kumar) olaldl 23 < 2018 e &
e g Lol el pladinly 55l il iy ikl 8 A Cassl ol
Craddiialy ¢ Adlgdall ALl e e Glitadl e e o G)ladl G dmall
Gilendl (a2 Cagaill ol J& .NSL KDD 5 KDD Cup99  <lilul) e sene
Gain) mull 4ws ¢ (Information Gain) Slegleall gy thlia) ld S aladiuly
Gia bl e gene (g0 JS Alla b 4l i) cay L (Correlation) ksl 5 (Ratio
5 i) 38 Cun e ool Jumdl sadlll HlaaiV) (e g Alsdadl LR (e JS
) e Cus e Juad) A sdall UL culs

Al Alaall i€l LY Dl GLESY pisa Gl 1 8 3
G5 YIS dals @l e (ML) AY) abes 4a 6 Alacmall dblspdall ilLlall dua) s
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Go 23l Ty el il i LS o dilidl Gla ) aliee S Glewll sl
il el o ) Aalal Ll gl de gene (e Coadl A8LYL uladl)

ro ) Al g Alead) Aupall .9

3510 253 Core i5-4200U Intel mllaks 93 padd coula aladinly dulyall oda i
D) @l ol Leadind WS ¢ ¢y 64 8.1 a5 Juanis sy 5 RAM 8.0GB

Al Jaas 7 JSA) mlag YIS A spark-2.4.1

C:\spark-2.4.1\bin}spark-shell .ciid --driver-memory 89‘

19/09/25 16:14:13 WARN NativeCodelLoader: Unable to load native-hadoop library fo
r your platform... using builtin-java classes where applicable

Using Spark's default log4j profile: org/apache/spark/log4j-defaults.properties
Setting default log level to “WARN™.

To adjust logging level use sc.setLoglLevel(newLevel). For SparkR, use setLogLeve
1(hewLevel) .

Spark context lleb UI available

Spark context available as “s¢’ (master = lecal[x], app id = local-1569417268930
).
Spark session available as ‘spark’.
Welcome to

R VA

AN NI T

F_f TN version 2.4.1
I

Using Scala version 2.11.12 (Java HotSpot(TM) €4-Bit Server UM, Java 1.8.0_122-e
a)

Type in expressions to have them evaluated.

Type :help for more informatien.

@yl i 17 JSE
tlgie Alla J< 7 hgai ol g 20D DN VA Ay L
Jmp osn (Multiclass classification) <ulidl aaatia Cayias rA AL
Ay SaaDl Gl ases liie) & Cua (One hot encoding) s aaly
o)) Al el 28 e
ol aaly e ae Gl daath Caieal :AGGEN ALY L2
Cua la aaly jwgi en (Binary classification) AW o (28E) AW .3
ol el ol g Al RS Aal g ol 48 Lapdal) VLW el &
)l gl land)
Dol daly ey ey clifl) st Cidaal : JgY) Aad).9.1
(AN clghaall iy oyt )3a Gidia
L) de gana ypcas 1Yl
daady Al (Labels) colial) chluanss 3aa5i o (e g bl 568 Alapall 538 el
e IS gy A8 IS Gaa Glaadlall aae Gabatinl Jie calibyll calisiny byl

72



Cagld i)y i3 3o 2021 ale 27 aal) 43 alaall Gl daaly Ay

Aty Jaws paje & e 5 capail) clily seld gl e 9 J<El 5 8 <)
t doY) Alayall e dailll clilyll de seas (e take dagledll

scala> val KDDTrain = spark.read.option(“inferSchema™, true).option(“header”, fa
lse) .esu("file:///C:/shared/NSL_KDD_Dataset/KDDTrain+.txt").toDF( " duration™, “pro
tocol_type","service”,"flag"”, "src_bytes”, "dst_bytes"”, "land", "wrong_fragment”, "ur
gent™, "hot”, “num_failed_logins”, “logged_in",“num_compromised”, "root_shell", “su_
attempted”, "num_root”, "num_file_creations™, "num_shells”, "num_access_files", "num
_outbound_cmds™, “is_host_login™,"is_guest_legin”, “count”, "sru_count”, “serror_ra
te”, “srvu_serror_rate”,"rerror_rate”,"sru_rerror_rate”, "same_sru_rate”, "diff_sr
v_rate”,"sru_diff_host_rate”, "dst_host_count”,"dst_host_sru_count”, "dst_host_sa
me_srv_rate”,"dst_host_diff_sru_rate”,"dst_host_same_src_port_rate”, "dst_host_s
ru_diff_host_rate”, "dst_host_serror_rate”, dst_host_sru_serror_rate”, “dst_host_r
error_rate”, "dst_host_sru_rerror_rate”,"label”, "number™)

[Stage T:===z==z=z=zz=z=z:=z2) (1 +3) /4]

KDDTrain: org.apache.spark.sql.DataFrame = [duration: int, protocol_type: string
. 41 more fields]

ol iy e i 8 J)

scala> data.take(1)

[Stage T:> (0 +4) /4]
[Stage T::= (1 +3) /4]
[Stage T:=======z22=== (3+1) /4]
rest4: Array[org.apache.spark.sql.Row] = Array([0,.icmp,eco_i,$F.8,0,.0.0,0,0,0,0,0
,0,0,0,0,0,0,0,0,0,1,44,0.0,0.0,0.0,0.0,1.0,0.0,1.0,1,95,1.0,0.0,1.0,0.51,0.0,0

0.0.0,0.0,ipsweep])
take dadeill daw 19 J<GE
gl 5 bl 10 JSal) wlasy

Fommmmm - Fommmm o
|indexedlabel| labell
Fommmmm - Fommmm o +
| 0.091 normal|
| 1.01 neptunel
| 2.0l satan|
| 3.01 ipsweep|
| 4.01 portsueepl
| 5.01 smurfl
| 6.0] nmap |
| 7.01 back|
| 8.01 teardropl
| 9.0l warezclient|
| 10.01 pod|
| 11.01 guess_passwd|
| 12.0|buffer_overflowl
| 13.01 warezmaster|
| 14.01 land|
| 15.01 imap|
| 16.01 rootkitl
| 17.01 loadmodulel
| 18.01 ftp_writel
| 19.0] multihopl
| 20.01 phfl
| 21.01 perll
| 22.01 spyl
O Y +

a5 el 110 Jsal
A48 23 e ddas Jaw 125973 (e Ll bl de gesa )5S0
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5 Ol (0 %80 (1o Asa )i de ganal il Ao sane pansi SIS aay Lael
gél)té~u L@,niﬁé Lialjtﬁgjj AR By Lagi) LS D) (e %20 Cpaaaly _)L§l$.\ 4c gana
(11 Jeall) ablaal) ol Caag

scala> val Array(trainingData, testData) = data.randomSplit(Array(e.8, 0.2), 11L

)

trainingData: org.apache.spark.sql.Dataset[org.apache.spark.sql.Row] = [duration
: int, protocel_type: string ... 40 more fields]

testData: org.apache.spark.sql.Dataset[org.apache.spark.sql.Row] = [duration: in
t, protocol_type: string ... 40 more fields]

scala> trainingData.cache()

res5: trainingData.type = [duration: int, protocol_type: string ... 40 more fiel
ds]

scala> testData.cache()
resB: testData.type = [duration: int, protecel_type: string ... 40 more fields]

il 5 Ll A gane adi 111 JSE)
AR bl 8 A5 S Gan cllaadl) s 12 JSal iy

iscala> KDDTrainindexed.groupBy(“label”).count().orderBy( count).shou(23)
==

[Stage 15:= (1+3) /4
[Stage 16:= (154 + &) / 200]
_________________ PR
labellcount|
_________________ PR
spyl 21
perll 31
phfl 41
multihopl 7l
Ftp_uritel 81
loadmodulel 9l
rootkitl 191
imap| 111
landl| 181
warezmaster| 201
buffer_overflow| 30|
guess_passud| 531
pod| 201]

warezclient| 8901
teardropl 8921

back| 956]
nmap| 1493]|
smurf| 26461

portsuweep| 2931|
ipsweepl 35991
satan| 36331
neptune |41214]
normal |673431

LK bl 845 IS Gaca laadall sae 112 J4)
Al (A ¢ Aeatd) ¢ Jssinll) A el Asidll cilasd) AL s oyt Ll

Al @) 5y 3 Stringindexer: <l Jisad Cigia aal alasiuly olli dud,
NS 50 LS Y1 Al Spaft o Coms il S e B

g qaead DA (e (Features Vectors) clasd) dxdl JiS) Jygad gy A
cals g lad AN S zdsa b sl ) Gled) e

(13 JSall) sl WLl dpa) plsd alaiinly 3 gadll £y slagy
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scala> val rf = new RandomForestClassifier().
setSeed(5043).
setNumTrees(50).
setMaxDepth(18).
setMaxBins(100).
setFeatureSubsetStrategy( "auto”).
setlLabelCol(“indexedlLabel™).
setFeaturesCol("features™).
. setPredictionCol(“prediction™)
rf: org.apache.spark.ml.classification.RandonForestClassifier = rfc_168917bbbBb6

) gl Llad) ci;}xd w13 JA)
sl Al SO cghadll ey (Pipeline) bl Judad Caypat & (s
.(]_Zl LjSujJ\) &,Jﬁ).iﬂ\ c:4\j\gg ;LCZBJL;LA lec. 4y éﬁ Ez:{}nj Jﬂl}ﬁ] 3_;5§lﬂ\

scala> val model = pipeline.fit(trainingData)

[Stage (0 +4) /5]
[Stage 11: (1 +4) /5]
[Stage . =z=zszzz=z=zz:z) (2 + 3) /5]
[Stage sSS=Z==S=Z=Z=Z=S=Z=SS=Z=ZS=SZSZZZSZZSZZIZSZZZZIZZIZZZI=ZzZz=z (4 + 1) /5]

z sl (i 114 JSal)
(s ¢ setSeed B Alsde o) maat Ay 25 Cua Ciladl cililae) 13 JRAN) xia g
((setMaxBins(100)) 8 paiusall ail) 3 cilasall ki) axifidin Al cV bl sae &
Lajylall a5 Sa auto dedll culacls featureSubsetStrategy dualall W
('indexedLabel’) disiall 3san) ALl ¢ Sbogil IS JuadY) o) (4o de sana
.('prediction’) L Ly 3 L8l Ciladl diuay 3 saall dgenll aud
il 8 Fans S Laabiss e g 2y 5 landl Gpan] Loaa 73 5aill oLy ey
15 U2 G - [6] Alsdall SN 5 LA il L) loa Lo Siaa 0305 Ansmnal
tdsY) Al b el dreal i
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scala> Model.featurelmportances.toArray.zip(combined).sorted.reverse.foreach(pri
ntln)

(8.
.10862363062893887,diff_sru_rate)
.18819379056857317, same_sru_rate)
.056594T90TT1059146, sru_serror_rate)
.056314539264287866,dst_host_serror_rate)
.B54712752338939345, flag_indexed)
.049258123128110336,dst_host_sru_serror_rate)
.BU257625997879035, dst _bytes)
.04209478844805279, service_indexed)

.03952353 7542342536, count)
.B3775590236702081 ,protocel _type_indexed)
.B3423642982038563 ,dst_host_diff_sru_rate)
.033784553469266176,serror_rate)
.0292125598688617,dst_host_same_srv_rate)
.D23064329676120873, dst_host_same_src_port_rate)
.02209348622595998 ,dst_host_sru_diff_host_rate)
.020939659802086816, sru_count)
.020075253884009835, dst_host_sru_count)
.017434475953492023 ,dst_host_sru_rerror_rate)
.017321388355693704,dst_host_rerror_rate)
.B16061194584460012, dst_host_count)
.010911834243300939,srv_rerror_rate)
.01035326590921 7764, rerror_rate)
.DOE630880204496068, wrong_fragment)
.BBB595301677786092, logged_in)
.DO632266164005416, num_compromised)

11365616216 748639, src_bytes)

.006092532934831828, sru_diff_host_rate)
.08543889188836696, hot)
.PO293031973156353 , duration)
.331569438613598E-4,1is_guest_login)
.592669382T704T19TE-4,hum_failed_logins)
.522258722246172E-5, hum_root)
.38193247078914E-5, root_shell)

. 268638454945078E-5, land)
.086819275451807E-5,hum_file_creations)
.3635611465897796E-5, hum_shells)
.682438269282028E-5, num_access_files)
.0225609194435472E-6,su_attempted)

.9, urgent)

.0, num_outbound_cmds)

.0,1is_host_login)

L5l A e iland) dpaal 115 J<il)
zsalll el api sl
(16 M\))Lﬁ;&\ &'"_11.11:\.1 kc}m ‘}c CJ)A.J\ 1.\3.\}: :’JA)AH PR ‘éﬁ

scala> val predictions = model.transform(testDF1)
predictions: org.apache.spark.sql.DataFrame = [duration: int, protocol_type: str

ing ...

47 more fields]
SLEY) il e z3sail Guki 116 J<A)
: Cihjumﬂ\ Aaal7 LjSuiJ\ Cf*;qﬁg

scala> val testErr = predictionAndLabels.filter(r => r._1 'z r._2).count. toDoub
le / testData.count()

[Stage 88:> (0 +4) / 4]
[Stage 88: (1 +3) /4]
[Stage 88: (2 +2) /4]

testErr: Double = 0.0043118794256101906

scala> println(“Accuracy = " + (1-testErr) = 160 + * %)
Accuracy = 99.56881205743898 %

S A 8 2 dgaill daa 117 IS4
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Y] Jine 5 elexind) ¢ aay) lied il 8 cllaadlall 2o (ol aaal T,
il 6 Jsaal) mumg A% U (FPR) dikalal)

Precision

Recall

FPR

Precision(normal)=99.32 %
Precision(neptune)=100.00 %
Precision(satan)=100.00 %
Precision(ipsweep)=98.77 %
Precision(portsweep)=99.64 %
Precision(smurf)=100.00 %
Precision(nmap)=99.18 %
Precision(back)=100.00 %
Precision(teardrop)=100.00 %
Precision(warezclient)=100.00 %
Precision(pod)=100.00 %
Precision(guess_passwd)=100.00 %
Precision(buffer_overflow)=100.00 %
Precision(warezmaster)=100.00 %
Precision(land)=50.00 %
Precision(imap)=100.00 %
Precision(rootkit)=0.00 %
Precision(loadmodule)=0.00 %
Precision(ftp_write)=0.00 %
Precision(multihop)=0.00 %
Precision(phf)=0.00%

Recall(normal)=99.96 %
Recall(neptune)=99.98 %
Recall(satan)=97.17 %
Recall(ipsweep)=99.17 %
Recall(portsweep)=98.76 %
Recall(smurf)=99.63 %
Recall(nmap)=93.08 %
Recall(back)=100.00 %
Recall(teardrop)=100.00 %
Recall(warezclient)=81.67 %
Recall(pod)=100.00 %
Recall(guess_passwd)=100.00 %
Recall(buffer_overflow)=50.00 %
Recall(warezmaster)=50.00 %
Recall(land)=100.00 %
Recall(imap)=100.00 %
Recall(rootkit)=0.00 %
Recall(loadmodule)=0.00 %
Recall(ftp_write)=0.00 %
Recall(multihop)=0.00 %

Recall(phf)=0.00%

FPR(normal)=0.79 %
FPR(neptune)=0.00 %
FPR(satan)=0.00 %
FPR(ipsweep)=0.04 %
FPR(portsweep)=0.01 %
FPR(smurf)=0.00 %
FPR(nmap)=0.01 %
FPR(back)=0.00 %
FPR(teardrop)=0.00 %
FPR(warezclient)=0.00 %
FPR(pod)=0.00 %
FPR(guess_passwd)=0.00 %
FPR(buffer_overflow)=0.00 %
FPR(warezmaster)=0.00 %
FPR(land)=0.01 %
FPR(imap)=0.00 %
FPR(rootkit)=0.00 %
FPR(loadmodule)=0.00 %
FPR(ftp_write)=0.00 %
FPR(multihop)=0.00 %
FPR(phf)=0.00 %

IV g 3saill Bklall Y Jars 5 sledia¥) ¢ AKaY) ayii &l 16 Jsaall
Jio il aagy 081 ¢ Ul abiead dpsilly aifige o)) (Sia Ciiadll o ) il s
23 A gy s o (Sl a5 "’ i Ll A ol el o ftp_write
L) Aad) Apally i) oda & laadlal)
il (g3 Ayl )5 s Caiadll b setSeed (e iy cudl laadf ) i

scala>

AgLal) bl

(Hyperparameters) 4alall il sl) Jasa : butbs
Lilus &6 DA (e Candll & 5 ParamGridBuilder aall Liaasiu) JLaaY) 1

val paramGrid = new ParamGridBuilder().
addGrid(rf.impurity, Seq(“gini”, “entropy”)).

addGrid(rf.maxDepth, Seq(1, 28)).
addGrid(rf.maxBins, Seq(160, 300))

paramGrid: org.apache.spark.ml.tuning.ParamGridBuilder = org.apache.spark.ml.tun

ing.ParamGridBuilder@S6fe3ec2

Jeadl) zasaill e anll A8 Jailus g OB 3aa5 118 JSA

Dhime e ol s Juadl) zhgaill (o Ginall o apa g adaliia) 3ial) Uik
(19 JSall) (%99.82) peaail daall & cun Lang z 3salll Jasal dais L dauall
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scala> val accuracy = multiclassEval.evaluate(predictionscu)

[Stage 672: (0 +4) /4]
[Stage 672: (1+3) /4]
[Stage 672: (2+2) /4]
[Stage 674:==zzzzzzzzzzz:2) (1 +3) /4]

accuracy: Double = 0.9981803077653388
Gl dlee 22y Juad) 73 saill dais 119 JS
120 JSal) lmg LS 7 dgaill 13gd A8l Ll o Laas LS

scala> bestModel .asInstanceOf[PipelineModel].stages.last.extractParamMap

res7: org.apache.spark.ml.param.ParamMap =

{
rfc_38820%alddbe-cacheNodelds: false,
rfc_388209alddbe-checkpointInterval: 10,
rfc_38820%alddbe-featureSubsetStrategy: auto,
rfc_388209%9alddbe-featuresCol: features,
rfc_38820%alddbe-impurity: gini,
rfc_388209alddbe-labelCol: indexedLabel,
rfc_388209alddbe-maxBins: 300,
rfc_38820%alddbe-maxDepth: 20,
rfc_388209alddbe-maxMemoryInMB: 256,
rfc_38820%alddbe-minInfoGain: 0.0,
rfec_388209%alddbe-minInstancesPerNode: 1,
rfc_388209alddbe-numTrees: 50,
rfc_388209alddbe-predictionCol: prediction,
rfc_388209alddbe-probabilityCoel: probability,
rfc_38820%alddbe-rawPredictionCol: rawPrediction,
rfc_388209alddbe-seed: 5043,
rfc_38820%alddbe-subsamplingRate: 1.0

SV Al 8 Jad) 3 saill Jailg 120 JSAl)

1ol daly Saay ge Clidl) adath Chgdaat (AEN Alal).9.2
ey alaaialy o) Adee Jof Ayl Aygil) land) a8 ey Lidd Al A 8
daia oS Catiadll Juadl o1af 3atl ooapan Sl 138 OlS () Ay Cargy Hla aals
Dl aals Sl aladiad o e Les 4iil (e duadl (S5 a1 (% 99.26) ol 3 sall
.LLéaéi ;\Ji 55 alina Léeﬁ:;ﬂ S ej

ol daly Srad et AU clilal A Asd).9.3
Glawdl 28 e iy ol g (1) 40l 28 4800 5 (0) Il 48 dppdall oL i) &
OLS ) G aaly o e ) Al Josad aols 21 JSCEN gy Apad ) Ayl
Ay e o ke Jlaiy)

scala> val func = udf( (i:8tring) => if(i == "normal”) 0.0 else 1.8 )

func: org.apache.spark.sql.expressions.UserDefinedFunction = UserDefinedFunction
(<functionl>,DoubleType, Some(List($tringType)))

aaly s shea ) Aigial) Jysad ol 121 JSA
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ClS o 3 land) Geal i of Ay 2adl IV Alsyall Gl i o Ll
: OIS dpaal SV il land)

(0.18560993211330665,dst_bytes)
(0.1517893921246571,src_bytes)
(0.08985512205020213,same_srv_rate)
(0.0851156044180343,diff_srv_rate)
(0.06677556272995512,dst_host_srv_count)
(0.06562562869258275,dst_host_same_srv_rate)
(0.052777321343388105,service_indexed)
(0.04115571036797827,protocol_type_indexed)
(0.033677374186416066,flag_indexed)
(0.027352062422142383,logged_in)

(

0.0270730898054533,dst_host_diff_srv_rate)...

17 Jsoad) gy LS bl ol Cum ¢ z3saill el 3 Lasale (leas Laag Gl

Area under PR | Area under ROC F1 il
Area under ROC
99.99% 99.74% 99.75 % 99.75 %

CEN 7 3 gaill 611 apii il 17 Jsaal)
gt Aaall jlee dad 8 (feat Jaadl L Aal ol 3 il (e Can ) Ll
122 JSa b damge Juadl] 2 3galll Tailus of LS ¢ (99.88%)

scala> bestModel.asInstanceOf[PipelineModel].stages.last.extractParamMap

rest?: org.apache.spark.ml.param.ParamMap =

{
rfc_ealab87d22c7-cacheNodelIds: false,
rfc_ealab87d22c7-checkpointInterval: 10,
rfc_ealab8rd22c7-featureSubsetStrategy: auto,
rfc_ealab87d22c7-featuresCol: features,
rfc_ealab87d22cT-impurity: gini,
rfc_ealab87d22c7-labelCol: label,
rfc_ealah87d22c7-maxBins: 100,
rfc_ealab87d22c7-maxDepth: 20,
rfc_ealab8rd22c7-maxMemoryInMB: 256,
rfc_ealah87d22c7-minInfoGain: 0.0,
rfc_ealab8td22c7-minInstancesPerNode: 1,
rfc_ealab87d22¢7-numTrees: 50,
rfc_ealab87d22cT-predictionCol: prediction,
rfc_ealab87d22c7-probabilityCol: probability,
rfc_ealah87d22c7-rawPredictionCol: rawPrediction,
rfc_ealab87d22c7-seed: 5043,
rfc_ealab87d22cT-subsamplingRate: 1.0

B A 3 Jead) 23 gaill Tailig 122 g8
LSl luagdl) g Aaildl). 10
L alaaiul Ulaal clSeal) Y eSSl GLESY z3lei sae aall 1aa 6 Liiis
Asise dallaal jrad) stie pll s @lon U e AIV) ol A S 45 tl)
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e 48 bl ity . uleesae Je Talde) zilall oda ol lied LS ¢ 3580 clilyll
sasial) Cogaill e il il By SN Copal o iy LS ¢ et el b
e Lsale Graat 4l 0S5 ol Sla daly Soje el gl ciled) Saei ol 5 )
cCanadl ¢l

LS ¢ Gl o1l 40 laal Al ilily e gene aladind Addid) JleeY) 8 0Sa
JaaalY) Y Glend) (e de gana ol 2ay Caicad) olal duly Sa
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ve g casly Jliiul Sy Jl)) ool slae) sie galla & ellyy ccodes)
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Comparison Between The Performance
of Channel Estimation in MIMO-OFDM
When We Use STBC

Abstract

In OFDM system we transmit data symbols on a large number of
subcarriers, and these data symbols exposed to changes in
amplitude and phase, caused of fading Channel.

To get the transmitted data at the receiver we must cope with these
changes, so we need to know the channel response at every
subcarrier and every symbol, and for that reason we use PILOTS
and we use many methods to estimate the channel response depend
on pilots.

We merge OFDM  System with MIMO System By Transmit and
receive OFDM signal over multiple antennas, and using type of
codes to transmit data .

We will discuss in these issue the Space time block code, at two
case:

2*1: system with tow transmitter and one receiver antennas.
2*2: system with tow transmitter and tow receiver antennas.

And its effect at the performance of many channel estimation we
will study the BER and MSE in both case of frequency selective
fading and the case of high Doppler shift .

Key Word: MIMO, OFDM ,STBC, Channel Estimation .
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1dania —1

adie] G ¢ LELA W La) b leged el ST 50 (OFDM) ol aay
¢ 4G Agslal)l Jlanyl Audail e bl Jiall s AL puleall (e el 3
1] Leiesy ) Agllall bl J85 Y ana g Ldalall 456 ST elld g

ailialye st o Cgaall g 8 Jlall s gl el cpatl @hll gaa) ()
bl (@il G il ex 4 dblug ale JSG clld ays ddglaal)
IS5 deaad) 3)LaY) dallae ey ylsn Aalusy aeil) Ladil 8 Llee sidl)

- il g dupall (e IS (8 anlia

Gaaat Gl ¢ DLl 5 D) Cp Baaxie Al g 3 e aasill Caday
G P i A Ghluall o Laie el Gl ) clilsell dnaen
5 Dl & Jlsell palic o IS g1 aag 4 Jall (4 Cua L daglal)
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Controlling Blood Glucose in Diabetics using
PID Controller and Calibration Algorithms

Eng. Marian Saado
MSc. Student - Mechanical and Electrical Engineering Faculty - Albaath University

Abstract:

Diabetes is a widespread disease in the world today. Many
researchers are working on ways to diagnose and treat diabetes.
Among the tools used for this purpose are mathematical models of
blood glucose and insulin kinetics. In this research, an analytical study
of some artificial intelligence algorithms was presented.

In this research, an analytical study was presented for some artificial
intelligence algorithms (Calibration Algorithms) that were used with this
control system and they helped to find the optimal solution and
displayed that were reached when using each algorithm. In this
research, we focus of the simulated annealing algorithm, artificial Bee
Colony algorithm, particle swarm optimization, genetic algorithm in
determining the optimal values for the controller in the proposed
mathematical model for the patient. Showing the execution time for
each algorithm via graphical interfaces in the MATLAB environment

and determining the best algorithm.

Keywords: Mathematical Model of Glucose System, Calibration,

Genetic Algorithm, Simulated Annealing Algorithm Artificial Bee Colony.
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