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Selecting the Optimal Combination of
Hyperparameter Tuning and Feature
Selection to Improve the Performance of
Anomaly Detection Systems

Eng. Ali Yassin, Dr. Kamal Al-Salloum, Dr. Wassim Ramadan

Abstract

Anomaly detection is still an important research subject for many
researchers. It has a crucial role in solving real-world problems such
as fraud detection...etc.

The performance of anomaly detection algorithms is greatly
affected by how the hyperparameters are tuned on one hand, and the
selection of the most important features within datasets on the other.
However, previous literature on anomaly detection mostly does not
deal with hyperparameter tuning and feature selection when
comparing different algorithms using experiments. Most papers
compare performance using default values for hyperparameters and
all features within datasets.

This research aims to analyze the performance of machine learning
classifiers used in anomaly detection when tuning their
hyperparameters and selecting the most important features, in
addition to defining the best strategy for hyperparameters tuning and
feature selection. Because selecting a different set of features causes
a different set of hyperparameters and vice versa.

The results of the study confirm that selecting the most important
features within the dataset followed by tuning the hyperparameters
contributes significantly in improving the performance of anomaly
detection algorithms, as the time was reduced by 50% to 53%, the
accuracy of detection increased by 5% to 6%, and all performance
measures used were improved.

Keywords: Anomaly Detection, Tuning Hyperparameters, Feature selection,
Machine Learning
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Al e3gd B 27 i) 5 G Ll JLasVL dalall Gy )] bl de s
sl i) ag AV alet Cilas) e (30 A sana okl A0l Al sl 8 1
b Ciiasy (Random Forests) ddlgiall wlilally (Logistic Regression)
Lol Slilyll degann G Adlaa¥) @YW Canasl (Naive Bayes)

Error! Reference source not found.a.),al s3a st Cjelal Gus L[[15[115
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G ol Gy (< .%81 s (Recall) [\Suind sy ddlgdall Clla)) (i
A sikall 7 Slally dealad) 480l fpiahlll Jasal duall

DDA lasly ddledall cllally gl eVl Gl Creadil
116] dwys¥) lilall degane Gan ElaaY) clilesd) (il (Decision tree)
ULl desene Clje gaen aladiuly Gl lsal) sda Llled (2e duball yadl
il yell ua (hae 10-5) (e L35S0 cliaall (o diiia Slegane lidl icy
ol - haall maea aladi) vie %90 s (Accuracy) day ddlgdall ciblal) G
i 0Sa Y (93] dga g dgn (e o el sl @ A Akl Al S
-(Accuracy) 4l Lubie e laalde) i S (S5 m50) o3a

Lalall 48l @bl lawal (Grid Search) (Sl Gall gl 2
LY il el Jal e Elsdiad) Clladly (SVM) acall glad &l e jlsiy
Error! auall mits cupgll [17][17] 35t e Cile sama a0 Gara ) Jlia!
Oe Aflpdall Gl e acall 4 ¢l (3s5Reference source not found.
Aol A @ & G Ldedied) @bl Gleseas asea dal
La)lsd B aied by (Matthews Correlation Coefficient (MCC) i
Ll Auhall 38 398 aal o) WAuye¥) ULl degana dal e %81 lsn SVM
a3 paad ALY (B aalad) aleil Sl b JLisY) LS ae i Jalas
saal <Y eyl

& L ATy Ailgiall Ll Aasliad) Lyl DIA e U il dlasdla
Cgl uiing (K1 cilay el AL e 353l GLES) Jlae 8 Jiall lles acal
Lee cbia loall adgl AN il fiahll) Janiay (3lay L Jialall il ddaadle o
Sl alaiel o5 Qlaally L2l @bl Juadl e Jgemall Gl e 2l ety

22



Ohdaay ay 3 psbed) JLaS 3 Cpuly o 2022 e 5 sl 44 alaal) ) dasly Alae

e B e il DY LS el e Bpaal SSY) el HLERY ARyl (e
2yal) 3 S Cangind - (AT dga (e 4B i ahll) s xa LealSS p3e (1a5 dga
Leaal Y liaal lials (Al el Jascal Jead) AN aaanl Gaad) o

claay sl o3a aladinly 53N VAN e CasS A8y Juadl Gaiail Les LeglalSig

dfpall da yidal) cilial lsddl =5

e Gl 13a b 5SG  a8 Apld) Slubpal) e ailaadle 5 L e sl
gie S Juadti o5 aley . 3908l alaS) ol Juadl cudacl Sl ilaa jlsal)
Random Forests Algorithm d|gal) L dwj s 1-5

LI aalald) abel) e sl cas [[188) sl cililall dsa ) j)od oy
Laill 2 sgda aladiuls LeuyS Sy LA il (e degens e (FOrest) aulal) J<im
IS Lgalatiia (S il 8 ddlsdial) LU 5,00 i) (s3a) Jiaw . (Bagging)
Adlal) A1 alas Al dglle IS8 ally ¢ glaaiVly Canatl) Jilse e

T Lomans LA lasl (e degane oliy Aflsiall LAY o0 1 laisly
Ay S 5 e Jsaall (Ensemble Technigue) aaeadll cilids alaaiul;
Random Forests Classifiers du|géall Ll clivas 1-1-5

by Ll g pedl) Bndll A Adlsdiel) LG 3 Caneatl) aadig
Jann¥) xe ddlsde dd)a degena Hlidl o586 Ally "Bootstrap Aggregation
((83le) e ans ¢lye Bae Al i Sl S 4l e Lae) il il e
Bootstrap suas due lis) 5 JS b 2 .Bootstrap awls dilul) seladll el
zlal) (e degana o 5aY) Al B deanil Lgle #3saill oy Ll Sample
2 zed 20 (Majority Voting) dale¥) cugeas e Slgill bl adiarg ¢dyaal
Sl bl g Dl jlasl dadle o)lias 3 ) maay AT iaa) 3kl s
.(Aggregation) saesill auls 5,aY1 sghaall Cayd . (Alsdall AR Catiadl

23



35040 CiES Aaal] olal et ¢l Jaall LA g ARIAN ) jial L) Jasda e JiaY) A8 g3l pans

Hyperparameters 4asill) «)jia)lll 2-1-5
:\gaaly Lilgdiall LR 7 3903 (pana [18] AR <l iahlll (1 degane 2as
Count of Estimators 3.l il ax -1
ey ol L DA Sladl sie Jpatiall s dad i

Maximum Number of Features cjiall saal gazég\ aal) -2

e Jlie¥) Gp Ayl LAAE Al i) saed ooV ) fis
(Bkall s

Minimum Number of Samples cilimll s S8 asli -3

i saie sl Lyglladl) lil) 22a] V) sl i

Depth of The Tree §aill 3 -4

Cana dad aaat g ol s L Badl) ) Jes of K o (ol Sang
@sind i ) i e pues i s Hadl) b gl S Cigad el 1
clial) aaad ) asll e JB e e
ddlpdal) Cillad) aladiuly deddl) Giliss) 3-1-5

a0 ole 353 L) 8 Alpdall LG alasial 8 Lad ) 8SAl adie
degana JLaeY) e 336 Bas IS Y Dl cdlesmiall JLall ladl (he e gana il
el aled elad Jlzial ) hall sl gsn 525 . (Features) ciljuall (e diide
Llle lily pe dalaall o 5080 @l Gaang ¢ HladV) a2 G lpassds DA (e
Ll en 35381 CadS Aadail 4l Le aal e Gl Jalg aladY)
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Isolation Forests sl clle djlss 2-5
A Cua Lol ddlgiall @bl (Isolation Forests) (il clle 4
it Jyal)l Lle mpan LA lad aeaill @il e alaeVUh Lgie IS ol
S walal) e el iy lss
(Instance/dlls) «lily s Jad ) (Isolation) Jil) mlaas i
L FSI gh ML ddieg AL s3Lal Y oY Tl o[[19]23 balaal) 4 e
s D i s S IS clilul) Bl Gl DA Bad 8 daasy Ll
3Ll eVl dligale juall l)lse ddlgdel) lebudil) sda e gy Lol
Joadl A Jee AT 1-2-5
S LA Sladl (e Ao gena V] il Gl cible of Tle WS WS
Alg b oo Gl L lad) Tan el Sade Jiall e 8 Bt IS ansig
.(Bagging) il asgde plasiuly Jall Hladl (e desana
(A gl [20] dap lsall dae Jabe aits
iy Aipil) agghe aladinly caaill Gl (e ddlsde A e yaai iy (1
.Bootstrap Sample dwuall s3a
ehal i o ) degana (o ddlplic Bua LAk Jial) Had aands Ty (2
pdll m a Adlsie (Threshold) die dad Hlodly el cleluay)
gl ljlaa) &5 A Baall Lially (gpeadl
o Ol granai Ll dial) A e ional il 1306 libal) ddadi Al yids (3
csa O e Vg Y 3adall
o Ll iy alais OS e i i sSie IS8 35 2 clshadl) IS5 2 (4
(own3 25 13) Gae oomdl () pomsh o
Adlghe A0l ladl sl odlel 5)oKhall cilghadl) IS 2 (5
) doad) el (e degana (o duaypledd) CanyS dulas g (8 Juans
dagy Gmad oy clise LS @ A OtV aaes cillall Al ks (e
Dbl Joha e 2l clilb) blas o das I (Anomaly Score) )iy
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(2538) Cahaiy) dayal dled) dall oo LAkl by Jie ) Jgeasll caslladl)
g 0o lale Jpeanll 5 ) chliall Jlghl Jassie Gl DA e Lo ddaiil
() el

Hyperparameters 4asll) «)yia,lll 2-2-5

Lty [211[[23 J3adl dle z3gad (ann AR Sl jiahld) (e desens 2as

P
Maximum Number of Samples ciliall sl alicd) aalf .1
oyl lgamns Sy Al liall aaal cabie) aall el 138 ded i
Byad S

Contamination &lil) .2

Al Lulis s ULl desana (8 B3 Al (e Axdgiall dpustl) Ji3

Count of Estimators j.iill il axe .3

100 Gacal 58Y) daill ALY 8 sl pw 0 SaaY) s ) sl
Jiad) alld aladiuly 3gddd) Giléas) 3-2-5

Alaye & S ioilage e Dl alle plaaiuly 3038l e sl
syl H3g5 . ol Clily degana o dae )y Clie aladiul Jie 5l ol cayill
Jsmanll Jg¥1 dlajall e A3l Jiall el aladinly culily dlais JSjlas) 4
Alls U< 35380 das dad e
Support Vector Machine Algorithm aca) ¢ lad 47 4w \sd 3-5

AV ales ey ylsa ST g Baaly (SVM) [[23acall £ e Al de)yled e
laaly) Lglily Lobee 888 Aalins s @lllg L anly Glad o dardiaally [[220e 508

AT dga e lgalatin) Asgusy cigs e
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sy gy i) ol Jals Caghuall (o ol e A0 5l 3556 o
e Y ssiwadl A alan) e SVM oSan N -(Hyperplane) &l (sgiall
((Linearly Separable) aall Joaill AL clilal) (5S¢
acll glad AT Joe 41 1-3-5

Glela 5SL il degane Joaiti SN D 5 W alagls Ciicaall (i oy
O8I s o 53 Gl siae Jumdl alag] ) Ly lsal) (oaas - (Ses (Margin)
Gl Lls e dal (o Ciiad)l Lilea a5t Cun (bl Lli e oSas 220
gsimad) (e Al ol 8 e )

Error! 3 (g5 ) Cus flbd Juadll ALy clilyd) cals o 1ike
SVM 4 jled jaan AW oda e Y. Reference source not found.
sl 5 pie ) sy (ga5 Lae Sl el sy 3 siss ] (e Al

><
X>< Oooo
>L e . =4
> X<
>
O >
o >< ><
e o >< > <
() o ><
—

Lhd Juadll A6y clily 1 Jeal)
aladiul Error! Reference source not found.[22] dalull 4SS s o3
ptd e Ble gy (Kernel SVM) "SVM (558 camn dailsall e Lo
At llad (€ Y 3l clilal) a1 and acdl g L AT duaj il
Hyperparameters dailal) o)jiaf)Wi2-3-5
:Regularization a4l .1
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JS gl hads 8 SVM 4 sl ladl (530 jiahl) 228 dad 2aas
C ol bl ode Ao glhay ) ddads

:Gamma Jsaia

L5 B (gl lal (b il by Ll G s

SVM ) lsd aladiuly 3gadd) Giliis) 3-3-5

Dl 3pa) GalanS) allie 3 Alled L) )lsd SVM (e o Lo S s
den o et Joadll ALy L) culS Jla b daulie 8l alasial 41Ky
i€ Yl QleY Lale s 85) Alad) el 3 bl ae Jalal) e g3y
padaas Jale o 2l Juadl) G (sginall alag) Jslas g8 - (a0 dga o (35280
LUl hea g ALl gl
Results and Discussion 4:dlial|g il -8

oLl Lalinal ) ool aeail Lusyas liay Glay anil) 138 3 Giajeion
A i) A alas Slaahsled aladiuly () JlaaY) calia€l) 35380 (oS dak
oy gl mbaind Chiasill ady i) sty A il Jans culluds
RN

Hyperparameters Tuning 4l <yiaf,ll) Jauia 1-8

bl a degana dlagl AEW) b (Gpend f) Jasa ddec el
Gl Al aladind o Gand) e 3K AN aled 2 3gail elal Juadl gias
G 5eliS ST [23)123] Hpdall Gl o G (B @liah ) danal Ssdial
Agphilly dpaill Lalll e Sl Gl G Gyl e

A e Gl elimb 05 Lavie Juadl (S0 lgdiall Cand) Jasy
Gl 4ol G Gus 4B Gl yiahlll daliaal) LS Al e jaS 220 e (gging

Akl ey ll il Juzadl HLaaY LSl o3 (e Alsdie degana (ana gl

28



Ohdaay ay 3 psbed) JLaS 3 Cpuly o 2022 e 5 sl 44 alaal) ) dasly Alae

Gaaaall e sanall e ygiall patianal) gl o8 Jallsg el 7 3pailly dualdl)
LBLSA e B axe pae S8 0
Features Selection &jwal) jLis) 2-8

e W o Gua il LAY ddledall Ll e Gl adieg
b8 S L[24 sl 8 sy USI (Relative Importance) dudll dusal) (ol
pen Algs 8 A Sal) ey Ll DA o (Feature Importance) sl dseal
0sS5 Al iy o (aa)y olatly lasie AL Giaay) Sl o3a aadid )l
Glaadlall Goad Lay gl Dy (4 (Impurity Nodes) aalall sl
Dbt aaliy Bl Blgs (B el Cilgd b Ll s ) (Observations)
S DA e ey el ol e dae b e gane o) Liay Al Saall Jaud
Blal ) QIS (<8 aalea ¥ LY Lada dainall (o 3 Cliaall danS Saall dyaa
3l Adee 3 (DY) e palu Y

dilgdal) LRl dsajled aladials da el Cilibud) ds gane Ciae cuii Tdgaad) (s
daa) lsd aladiuly gie JS daaal Ayl Ty densiondll L) degane e s
oo zasail ol ol gaas S Lpeal V) il ladl) S L Adlsdal) cilia)
b e G g gl daitie Ll dap g U Gl s Db Dl
Lanail)

Ailgdall i) Liajlsd aladiuls Aaikall Gl Aegana Cilisa cuisi 10 g2a)

Feature  Score Feature  Score Feature Score
V14 0.184 V9 0.022 V15 0.009
V4 0.113 V21 0.020 V1 0.007
V12 0.109 V19 0.017 V13 0.007
V10 0.101 V27 0.012 V6 0.007
V17 0.088 V5 0.012 V22 0.006
V3 0.058 V18 0.012 V23 0.006
V1l 0.046 Amount (0.012 V25 0.006
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V16 0.044 V8 0.011 V24 0.005
V2 0.036 V26 0.009 V28 0.005
V7 0.023 V20 0.009 Time 0.005

Model Creation g igaill ¢ls 3-8
Cullu) Al Gl 138 (paca dadiall danifin) MG abaddl) gy
(zsad) slo aul JiaS I Jlia) (i) 3534l Cad€ dakil el da sidal)

Sl & gara 3212 SLER 1 U e sana ) cililadl ands
Read the Data Set Divide Data Set into Train and Test

!

Adafeal) auaas
Combination Selection

A At / \ A Adatgan

A2 ) jial L) Jasia <l jaall LSRN
Hyperparameter Tuning Feature Selection
Gl _Sallll ad Ll JLEA) l l el SSY) Gl Juall LSRN
G xall LA A23LN O il Ll hasua
Feature Selection Hyperparameter Tuning
Al SSY Gl Jaall LSEA l l il ial bt ad Juadi Lad)

zilaill £y
Models Creation

Support Vector

Machines

SLEAY ilily Aaual; Bl

I Random Forest l | Isolation Forest |
Prediction of Outcome for Test Data

Test Sample
Data
a3allg £l
Performance and Accuracy

1534l CaLaISY g jal) HUail) 2 JSAl)
dagd) s -1

il @iy dueal ASY) el lidly Aal) el bsca G Al @l cus iy
cglly Bl G (e 320 CatS A ol Jmdl Gaan ) Al g
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el dasa (15 ) ISl J oY) gbiaad) Jal e Adsil) i 05S
o3gd o)) Jumdl gaas ll Lpeal SSY) el HLas) (2 e gl cilaa) yleall Aalal
Logaii i 055 Laty Al 5Tl (pe Baaaal) & il iahyll) aladinly eulua) slgal
A bl dasa (2 cdoadl ASY) cliaall s (12 A goplisnd) daf o
Al sshall (e saaaall i) e alaieWh el sall

zisadl) oy -2

zdsalll jlas) -3

Shesly oy clesana () Al ULy degane pudi & 4l asill g
Saal 50 BT0 eyl desana (i3 Cum ¢(Training and Test Sets)
LSlal) 2ae
Performance Evaluation ¢} auii 4-8
Llgdal) wllal) diaj lsd 1-4-8

(scenario 1) Jg¥) siluwll o

) Ayl 3 Aglstal) B 7 3sas olal 2 Jsaad) & Al il ek
Gt e L AB el e die

dsaal FSY) clipd) Las) vie Apll Alsjall B zdsall el 3 ggad
c oY) syl e Baamal) AR ol piahlll Juadl aladinly

(1 sobiseall) Ayilpdind) Llad) ¢ 3padd ABERY fial ) Jass il 2 J g2
Precision Recall F1 MCC AUCPR Failure Rate Time
0.87 0.85 0.86 0.85 0.84 0.046 31.23M

(1 sobiandl) dutlgdiad) Llad) zisal cfjuall JLad) @il 3 Jgand)
#Features Precision Recall F1 MCC AUCPR Failure Rate
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1 0.27 0.74 0.39 0.44 0.53 0.364
2 0.61 0.76 0.67 0.68 0.72 0.117
3 0.82 0.83 0.83 0.83 0.82 0.055
4 0.82 0.83 0.82 0.82 0.84 0.056
5 0.87 0.88 0.87 0.87 0.86 0.041
6
7
8
9

0.87  0.86 0.86 0.86 0.86 0.043
0.86  0.85 0.86 0.85 0.86 0.046
0.85 0.87 0.86 0.86 0.86 0.046
0.86  0.88 0.87 0.87 0.86 0.043
10 0.85  0.85 0.85 0.85 0.85 0.042
daslal el a1
aflgdall LG #3sas ad) doas of S ol Juadl o 2 Jgaad) (e ol
die ()5S Aa i) Ul Ao gane Slse pen e slaae W I JlaaY) Gilasy
3l 150 il Gae (100 ladY) axe s ) J<all Al i pablll Jasa
z el Ging G .5 il ) aa) ((30=lipall 220) V30 el alac]
MCC 5 AUCPR (e US adf ) aills @llyg ddlaay) e ) Cavias & Jle ¢l
cai Al e %859 %84 I Lagia IS dad Joad Cus
aal i) cpuall sy 2
PUS o Ala] D poll oilii _ghis
Gilileall GLESI 3 4l elal Jual gany Adlpdiall DD 2 35ai o 3 Jsand

@if @38y (V14, V4, V10, V12, V17) a5 Shae § e“i Dlad) xie ddlaaY)
dad doad Cun LAlad) dlspdl (e saaaad)l A8 el aladinly <70 saal)
il Jadll Jane dad (16<5 Larie @lldg %87 I MCC iy %86 1) AUCPR
ile ad ae gl Jgeanll & Ao Juail a4 «Failure rate =0.041 oSo L
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(Alaay)) s3LA VWY adaes Caliay zisal)l ol Jally cGunleall LW Ul

(scenario 2) AU gylad) e
) Anyall 8 Egtial) Bl 3ga ehol 4 Joand 8 L) Eil ek
cnd Lain LAl Y cljaal) lid) e

Aozl Al < eyl Jasa sie A Al sall 8 3gail ola] 5T gand)

LY Al el e sl Cfaal) aal

(2 subisall) Asilsdial) Alad) 73 gall el LA il 4 Jgand)

#Features Precision Recall F1I ~ MCC AUCPR Failure Rate
1 0.46 0.52 0.49 0.49 0.52 0.172
2 0.86 0.65 0.74 0.75 0.73 0.071
3 0.92 0.80 0.86 0.86 0.84 0.042
4 0.93 0.83 0.86 0.86 0.85 0.041
5 0.94 0.79 0.86 0.86 0.85 0.041
6 0.96 0.80 0.87 0.88 0.85 0.037
7 0.95 0.78 0.85 0.86 0.85 0.042
8 0.96 0.79 0.87 0.87 0.85 0.039
9 0.96 0.79 0.86 0.87 0.85 0.040
10 0.96 0.79 0.87 0.87 0.85 0.039
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(2 sbianadl) dsflpdad) Lla) @ dgail A Ciiahlll b il 5 Jgaad)
Precision Recall F]1 MCC AUCPR Failure Rate Time
0.96 0.81 0.88 0.88 0.86 0.036 15.12M

Al JASY) cfpaall Loy L1

Gl zasail olal Juml o 4 gaadl B Al Gla) Al jall il gl
Ao gana (pan Ciliae 6 pal Hlidl vie §5< Lacal 7Y )l i ladinls A pial
Lo 35 Cua ((V14, V4, V10, V12, V17,V3) : As 1dgaal) & Lt il 335 UL
S Lo JB Jadl) Jare dad 05S0 Leaie elldg %88 MCC dads %85 AUCPR
S(Adtaay) sl Yl caial B ua s 14y Failure rate=0.037

A el Jasa .2

Caedal Al Aajall e lajlas) a3 A deal SSYT i) e sl
& Aidly Adlal) Ayl ik

AUCPR il 4y dilsiiall L) 73508 ol 8 dasas (e 5 J g2

250: s 2ae s Jul) JSall A i) Jasa vie %86 died Ali Cus
Jrcliall ) aall /6 rfaall calieY) aal) (150 5l Gac

Ll zigel @il 6 Joaad) DA e Gaabad) (g il il 45k (Sa

- R
dilgdad) L) zigal pilil 6 Jgand)
Metrics /| Hyperparameters Scenario 1 Scenario 2
F1 0.87 0.88
MCC 0.87 0.88
AUCPR 0.86 0.86
Failure Rate 0.041 0.036
Run Time 31.23M 15.12M
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No. Features 5 6
No. Tree 100 250
Tree Depth 150 150
Maximum Features RoundUp(v/30) RoundUp(V6)

Juiay) L) b Alsdiel) A Coiian Jaad gojlian il of 0 Cua
o 5 Gpel KU @lipd) laal dalgll aladnuly SE sl e W
VA ) el

Gl i Mg Ul lialy ) Jasal (8 el il Galis Ay Jaals
i) dalail b Tan age 585e 1385 (215 A BT o) JY) sl 8 cllgidl)
FP aiblall clulag)) oo IS e 4 (mliad) o WS Lple (<50 350800 o
O laleall) FN LI cibulully (Dl Ll Gle catin ) deg piall cDlalaall)
Jadll Jare dad DA (e e Lo g (degpie gl o catia Al 4laaY)
) L) o T B2V aal (g @l ey Cun ¢(0.036 ) 0.041 e idy)
LSl Sy e casS Hla
Jiadl bl daajyled 2-4-8

(scenario 1) Jg¥) siliuwll o

die gV Alsyall 8 el Aile z3gai olal 7 Jpaad 8 Aiall ) el
Okia) vie Al As ) &z 3sail) ola] 8 gsadl (i Latn LA < piahll Jasa
c 1 A pall e saasall Al el Jaadl alasiuls el Y1 il

(1 sabiaall) Joal) Alad gz dpaid LSRN Clialal) danua il 7 (s
Precision Recall F1 MCC AUCPR Failure Rate Time
0.49 0.29 0.37 0.38 0.24 0.16 40M
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(1 sobandl) Joadl Lle zagall Cisall a0 il 8 Jgand)
#Features Precision Recall F1 MCC AUCPR Failure Rate

1 0.75 0.41 0.53 0.55 0.55 0.116
2 0.76 0.38 0.51 0.54 0.61 0.117
3 0.84 0.47 0.60 0.63 0.68 0.098
4 0.83 0.48 0.61 0.63 0.65 0.098
5 0.83 0.51 0.64 0.65 0.66 0.094
6 0.81 0.49 0.61 0.63 0.65 0.099
7 0.80 0.51 0.62 0.64 0.64 0.098
8 0.83 0.53 0.65 0.66 0.66 0.092
9 0.81 0.49 0.61 0.63 0.62 0.099
10 0.76 0.46 0.58 0.59 0.59 0.109

A& cfiall) Jasia .1

Bl e st ) doay o oSar olal Jumil o 7 Joaa) (g Laadls
die (55 A ikl Ll desanse Clae wren e Alae Yl L) JlaaY) Calasy
rlall adaeY) a3l (250 5lasY) sae : U Il AB) ciablll Jas
MCC iads %24 &ls AUCPR e of Jaadl Jilaadl ¢S1.0.001 skl <550
AdaW) VA Caiad g e s 1389 %38

Aal asY) cfpall Jlad) 2

B zigai el b € und 8 Joaall DS (e Ldlall Ayl il gl
V14, V4, V10, V12, ) i85 bl desane an cline 8 aal las) die i)
e Baasdl) A&l il pahlll aladiulg cddgal) G Ladip 38y (V17,V3,V1L,V16
o) Rl dlsjall 3 %24 e AUCPR e ala) 1Dl Gus el dls
Failure Rate dad (mless) Jaadi WS %66 ) %38 (« MCC dudy %66
0.092 1 0.16

(scenario 2) Al gilad) @
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die V) Aajyall L Jyad) e z3sai ol 9 Jgaad) b Al i) gl
sie Al Alajal) 3 2 dgall ol 70 Jarad (i Laiy Lpeal SV byl Lol
c oY) syl e sl el aal alasiuly A5G el o

(2 subisadl) Joal) e zisadd Cipall L3I @G 9 Jsaad)
#Features Precision Recall F1 MCC AUCPR Failure Rate

1 0.62 0.64 0.63 0.63 0.61 0.119
2 0.58 0.58 0.58 0.58 0.61 0.113
3 0.68 0.67 0.66 0.66 0.66 0.110
4 0.68 0.72 0.70 0.70 0.68 0.099
5 0.68 0.66 0.67 0.67 0.60 0.104
6 0.70 0.65 0.67 0.67 0.62 0.101
7 0.57 0.60 0.58 0.58 0.51 0.137
8 0.67 0.69 0.68 0.68 0.65 0.103
9 0.67 0.68 0.67 0.67 0.64 0.104
10 0.55 0.64 0.59 0.59 0.60 0.142

(2 sl Jjadl Aulad g dgaid AN i iahll) s @il 100 Jgaad)
Precision Recall F1 MCC AUCPR Failure Rate Time
0.80 0.71 0.75 0.74 0.71 0.083 18M
Aal <Y cfpall Jlas 1
e zasail elal dumdl o 9 Jgaat) b L) Ala) dlsyall il gl
degane e e 4 aal sl vie (56K dacal i) el ad aladiuls Jial)
dad ali G (V14, V4, V10, V12) : a5 Tdsaall i (3ig Aaxiiuall UL
R b i Jadll Jaee dad (55<0 Leaie @llig %70 MCC dais %68 AUCPR

G’ & Jote ol i z3saill of () <Failure rate=0.099 ilasall 038
Ay eyl
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Al @ pahll) s .2

Caedal Al Aajall e lajlas) &3 dseal SSYT i) e sl
L ie Jyal) e z3ga eldl (8 Guad 100 Jaaad (& dnally Alal) dls ol il
300 :clisall  oac¥) ssall (100: ,lasy) axe 1 S JKaIL A8 @l jialLY
LS %74 ) MCC dady %71 ) AUCPR 4 Jad Cus .0.00178 bl
.0.083 I Failure rate dud jmian

Bl 6 Lol Jead) Da e Gatladl Gaagn)liall 23 45)lke (Sa
S Dl Dl zisai daad gl Jumdl o aai G L JUllidlpdal) cLBY gisa
doaal SISV el Hloal dadgil aladiuly SE gl o Sl JliaY) il
elal s o (Ka Y J3ad) Dile o il cpelal Cua AR el Japa
Clsiah ) Jasa a ) daaal AKY) il Hlad) o0 AdlaaY) eV GiliS) b s
ST Al sl Jasal (3 paiesal) el el Loadd oDl L g dalal) Azl
oaliail i LS (018 Y 40 ) oY) sjliand) b i) Gaill Chai s
Pla e el Lo 138y FN &L cilulidly FP8llall cilylady) oo S a3e b
(0083 1 0.092 (o mias) Jall Jea dad
Jiadl clle zigai w11 Jgaall

Metrics [ Hyperparameters Scenario 1 Scenario 2

F1 0.65 0.75
MCC 0.66 0.74
AUCPR 0.66 0.71
Failure Rate 0.092 0.083
Run Time 40M 18M
No. Features 8 4
No. Tree 250 100
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Sup Sample 550 300

Contamination 0.001 0.00178

asAl) ¢ lad 417 daaj s 3-4-8
(scenario 1) Jg¥) sluwll o
Alayal & acall gled Al Z3sas ol 12 goaadl 8 Al milull ek
Al Al el bz gaill olal 13 Joaad (il Lata A el l) dana v Y
Uspal) (e saanal) A& ol piahlll Joadl alasinls dieal S clud) las) e
cloY)

(1 solisad)) asal g lad &7 g dgail A2HAY el Jasia @il 12 Jgaad)
Precision Recall F1 MCC AUCPR Failure Rate Time
0.79 0.82 0.81 0.81 0.77 0.063 15.74M

(1 sbiandl) asal g lad A7 7 gaid cifiall S il 13 gand)
#Features Precision Recall F1 MCC AUCPR Failure Rate

1 0.79 0.36 0.49 0.53 0.61 0.117
2 0.74 0.40 0.52 0.55 0.67 0.117
3 0.84 0.57 0.68 0.69 0.73 0.087
4 0.85 0.62 0.71 0.72 0.76 0.078
5 0.85 0.76 0.81 0.81 0.76 0.059
6 0.84 0.76  0.80 0.80 0.75 0.061
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7 0.86 0.79 0.82 0.82 0.76 0.055
8 0.84 0.80 0.82 0.82 0.76 0.055
9 0.84 0.80 0.82 0.82 0.77 0.056
10 0.82 0.82 0.82 0.82 0.77 0.057

Al ) palll) s .1

acall gl ATl 23505 4] oy o Sy shal Qumdl () 12 Jaadl (e s
Sie (555 Al ULl Ao gane Cliae gaen e slae Wl W) JlaaY) iy
¢ua . rbf” :kernel <0.001 :Gamma <3000: C: ) J<&IL < el lasa
elal z3saill o 6l ccanll e %815 %77 MCC 5 AUCPR (e (S 4l als
Allaa¥) eVl Caiad s

Al S cfjuall jLady L2

aldl o Lablay z3gaill () 13 dsad) DA e Adlal) dsyall il ek
(V14,V4, V10, V12, V17,V3,V11) : a5 i 7 aal il vie (Jo¥) dlsyall 1
Error! Reference source not 7gsal 33y lblyll dcgena (o
GAl dga (e o) Al dlsjall e saasal) A8 el Hlasiub found.
by (FN) &l @by (FP) bl clulady) e JS 22e (mleas) Jaadls
ekl 8 ala 850 1385 (0.055 Y 0.063 e midy) Jadll Jaee dad e
Lagac 352l Caig

(scenario 2) AGY gilsd) @

Aayall & acall glad Al z3sai ol 14 Joaall 8 dinal) bl ek
syl bz 3gall ¢ 15 Jaaadl cid Lt Aseal SSY) il il sie oY)
LY Al e saanal) ) aal alasiuly Al el s xe 4
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(2 sbiaadl) aoal) g lad AT g 3gall cufjaal) HLIAN @il 14 Jgand)
#Features Precision Recall F1 MCC AUCPR Failure Rate

1 0.71 0.53 0.61 0.61 0.51 0.109
2 0.78 0.53 0.63 0.67 0.62 0.098
3 0.85 0.63 0.73 0.73  0.66 0.076
4 0.85 0.68 0.76 0.76 0.71 0.069
5 0.85 0.80 0.83 0.83 0.75 0.055
6 0.85 0.81 0.83 0.83 0.77 0.054
7 0.85 0.82 0.83 0.83 0.73 0.054
8 0.82 0.82 0.82 0.82 0.77 0.057
9 0.81 0.83 0.82 0.82 0.77 0.059
10 0.79 0.83 0.81 0.81 0.76 0.062

(2 solsd)) asall plad AT 7 dgail 8N Cdahld) Jasia gilii 15 Jgaad)
Precision Recall F1 MCC AUCPR Failure Rate Time
0.87 0.8 0.83 0.83 0.82 0.051 7.59

al <Y cfpall Jlasl 1

AT zagaid ehal Juail o 14 gaadl 8 dinaal) Lla) A pall il gl
G Chae 6 aal laal vie (6K AualY) i) ad aladiul acal) ¢l
-(V14,V4,V10, V12, V17,V3) i a5 12l il (385 dariinsall ulill) de gana
Jidll Jare dad ()58 Lavie @ll3y %83 MCC dasis %77 AUCPR ded gl Gaa
2 el @i z sl o (61 (Failure rate=0.054 dlsyall s3a b (Sa e i
AdlaaY) eV o b

Al ) tahl) s .2
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Caedal bl Aasall e lajlas) a3 A deal SSYT i) e sl
glad Al Zigai ohal b agale uad 15 Jaad) b dinally Lllal) dlsyal) il
:kernel <0.01 :Gamma ¢1000:C : Jull J<all @bl Jasa die acl)
dad Joail AdnaY) eV Carat 8 AL aa ol 3l Giny Cus TP
&l Failure rate dad (iss WS %83 I MCC dad; %82 1 AUCPR
.0.051

Gl 6 Jsadl6 Jsaad Pla e Galall Gadgn )bl 50 455k (Sa
- OlA gl i) & 3gal

el plad AT zigal il 16 Jgaad)

Metrics [ Hyperparameters Scenario 1 Scenario 2

F1 0.82 0.83
MCC 0.82 0.83
AUCPR 0.76 0.82
Failure Rate 0.055 0.051
Run Time 15.74M 7.59M
No. Features 7 6
C 3000 1000
Gamma 0.001 0.01

JuiaY) GLins) b acall g lad AT Ciian Jaad golins duadl o aas Cam

Lo &5 Gpedl Y Glpd) lial dalgll aladnul SED gl a0 W

A eyl Japal (8 pxisall sl i itiall cpelal a4 < il

paliad) 023 LS (57,5 (215 (5e) J¥) i) 3 cllgiad) (el Coas Jlsa

Pla e el Lo 13ag FN 2kLlal cluldly FP28llall cilylagy) oo OS a3e b
(0.051 1 0.055 (o (i) Jadll Jaes Ao
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Oana daaal SISV el Hlas) o cduadl 13gd dleall Gl il s
Cilaa) sl muen elal st 3 aa Loy AU el Janias Lo siie bl de gana
elal Qb L] A gl lilad) e lsd of il cypglal a5 IS0 A ikl
(MCC=83% acall ¢l 4l Z3a) s Lguli (MCC=88% 53Ladl Vsl i
MCC=74% Jjall L2 20) 53 5 (1as

& %50 Ge Gl dial G Gl L) dias ) ) cuale S
Laxdiaad) eV Gunlie JS Gaunds %6 ) %5 (e CaiSH A8y 5al3s %53
Aayidall Sle) lsad) aaeal

Gluagilly clabinuy ]y 4alil-9

oo i) Lkl el e fim Al delsall aal iy Gl 1 b &
Gl lialy A i iahlll Jana (ye JieY) Aalsill aaat g cple J<8 392)
Ol il e Il JLia¥) (i€ dadl Qs P e @llyg daal 5SY)
ael g et Ally Al LG g A1 Al e led Bae e alae VL dy)sY)
el e

ki) sa 350l CasS dakail ol (Bl Jumdl o ) i) il il
Lalall Al i) Jasa 5 ey ULl degene Gan dueal SV iyl
ahaiud die Ladai¥) sda el (3 patinal) ) s dulaall Cylaill jell Gua g
ellyg s3Lal) Y adS 8 5ok ) diLayl ¢ AST gl Caail) ) saaall bl
g lad Al 40y 151 %6 5 Syl e e )lsa] %5 2505 AUCPR o8 ) laill,
dealall Guatll e 25 Laa cale (K5 da i) @il lsadl aaes dal (ag acal
Sl Al aladie) aie

Sua (e Lariiud) (GAY) ey Al o Lblpdall Gllal) A0y lsa Sisin
Oaa Ciline 6 aal Lidls @lldg (Alaa¥) cildead) (i€ by 35080 CaiS A8y
Gae ¢250: 5laiY) sae : ) <Al ABL @ieh ) dasay ULl e gene
el calS Gun Trcliall ) aall /6 s clpall alae) aall (150 el
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Ol O Ly ¢(AUCPR: 0.86-F1: 0.88-MCC: (.88 dua) sl 3! milual)
Cun (e el Juadl acal) g et A1 e jlod ciitn Jylaally L2283 15.12 G piusdl)
Al el Janag i 6 aal lod) e elldg (Aady 7.59 laher dunl) (y)
sdgl il Juadl o Lrbf” :kernel <0.01 :Gamma (1000:C Sl J<all
Lle daa))leal Ll W LAUCPR: 0.82-F1: 0.83-MCC: (.83 4w} sall
s Sl AL A eyl Jasag e 4 bl sl e d lal i 8 e
bl Joadl o .0.00178 :ushl) 300 :lall sakieY) 22al) (100: Hlasl) axe
Aads 18 2w ey AUCPR: 0.71-F1: 0.75-MCC: 0.74 41 )lsall o2¢!
tla i) ans paii of e L) deagill @3 Al i) e ol

CaiS (a] ey Gaeall aleill Gl lsd Jedil Jaad) Glas pss @

53 (i€ (oAl alae datil Auhall & augil) Aglae o

Aygaal) AL Slisasgally AN lily e Auball Gukil el o
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213 Luno ys 49 yoll cila gdiall c1af Gppasen'i
daojjyled JUA Jo dsssiioll tiloSaiell
Joadl dijlge

** s ajla *aaaf jia sl .

rdanl) adla

Ja< Software Defined Network (SDN) sy diyedll ciluill )8l 2
il IV zisall oSy il GlGal e Sl Al JSLad) daldled
L) AlSda (4o (Hlo camy ()0 aSaTe 5 (Ao a5y SDN il
SDN @il dsy ) JEY) ) Lieds ) 13a sl Jadl ddais alSae a
Ljlse diac & leat] Baae laat saaal) Ll o3a Cigaly A csaseia CleSaliay
s aal Loy Y Cuay A<l 0 Basagall aaaiall GlaSanall G Jaall
i) Adead S a8 1A (Jaad)l e gy dleny JSE 3 des ) leSanall

A o S )sn daulie Jes ABlge dna) lss
) Aalally gy Laay Al clal) ) dalall ) caadl 13 b Gkl
Gilanilly dejsall Aadl 2l S e cdedgall Aad) ) L3al Al (e JUYI
cdasll Alse Ailee Ciped Liad 5 LS clgie Aaadl £ 3lailly clgd e
USh aadl ) ALYl cdileal) o3a (b ysn canls ) Jalsally clgnll e il

SR BN [T PR - DXEG N [ PO 5 PR CH P PERY
e @ 8y Jaall dijlsal Bads Laaj)led Ll & laadl culadl
e daplall oda dplae i dus DA Gliall aladiuly das il d))leda
it dalse A P e Bole dertiedl Jeal) d3lse o)l e Ao gana
Colal) il iy a8y caSaiall L8 Jldinly cdylgal) pladind Jaee (A<l dualu)
Anlud) Sl Jadl) e dumdl il et dagiall duaplall of Wghal & S
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Improvement of Multiple Software Defined
Networks Controllers with Load Balancing
Algorithm

*Dr. Ahmad Saker Ahmad
**Hazem Deeb

Abstract

Software Defined Networks were proposed as a solution for the
problems that traditional networks suffer from. But the first
proposed SDN prototype which depends on having a single
main controller suffered from a main problem of having single
point of failure, which is what force us to go with multiple
controllers SDN, this new architecture faced multiple
challenges such as load balancing between the different
controllers in the network, so that no controller gets overloaded
to the point which makes it stop working. So choosing the
correct load balancing algorithm had a major rule in the
performance of the network.

This research discussed the need for software defined
networks, their infrastructures and the need to move from the
central infrastructure to the distributed one with mentioning the
benefits of distributed infrastructures, the challenges that it's
facing and the different types that it takes. The load balancing
process, its mechanism and the factors that play an important
role in this process were introduced. In addition to that, the
most common load balancing algorithms used nowadays were
also mentioned in this research.

A new algorithm was proposed to balance the load, which was
called “Three thresholds migration algorithm”, this algorithm
was compared to multiple previously used load balancing
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algorithms by using three factors: network throughput, resource
utilization, and controller failure probability. The experiments
results show decent improvement over the other algorithms
based on the different factors and scenarios studied in this
research.

Keywords: SDN, Load balancing, Throughput, Resource
Utilization.
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tdadia -1

e Sl ) cDICa) dalles a SDN @l (e Al 584l g
il e 50l ey Aig ) Al Al Kl Crend) 28 il Kl
eyl Jay dle o aden Y ellyy ¢ ja€ (<G A<D aaa 2l die
e A0l Ay o et Jpean dieg AN B sage (S8 Sles IS Lsy
Aolall Baiaa dolee ey 134 ccllae ) e S oS JBa) g s Slgs A8l
SN Ay SDN@Is L) JiEy) #158) &5 13 sl clall b dals,
Gria oo oSaill (ggina Jeaks HIY) didec igadiy cAigre SIS lEl Jas
Igasall (5)55al) SDN aSaia 8 2als Slea (4 9nge aSal) (ggine Juang cclilall
SDN Saie ae )l 562 (e 230 35n90 SDN il Ay iy LA<eal) b
eSaiall Jaa 8 bl dlasly oSl cildee gaes 4Ty (JSS ASWAL ang (53S0
Jeal Gy dingll oSaiall 138 ol ISl aas 83bys gl 5 ae oSl
ek Cagus pSaall 13g) sy dag Y 4l Lagg cdanll (o Al (8 Casn 38 Lea )
el @l T3 IS My (Kl e gl 13 b sasgll Jadl Al AlKas
a4l oda caalil Cua (Badaia le€avias dejge SDN cilKad Ay ) Jladd

cangl aSanal) el Al b dbalal) (SLadl)

radlaafy Gad) dsaaf -2
L ) @Sl aSaid) @l SDN cl€s Ay e JEDU dald) dalal) oy a8
OSly «Js¥) gl ISl Lggaly Al JSLaall dalladd @llly saia ileSatia @il
sasiall leaiall oy Al N JUY) Alglae vied Slgas oS0 ol JEY) 13
dlacy Lol Glekaiadll aae tlgaal o laailly JSLED (e Aegana iy
Al S9mg Byg i () ABLLYL claSatiall 038 aagi oSlaly AN 8 ol Gl
lsall A 550 algall (anads dayk o) coleSatial sda G Jeall aojsl Allad
&b @l Ulsla 13 Al Jae 401 8 &llad ST ey (53) JSAIL 535304l
@iy SDN cliy 8 Wl dessind) deall A3jlse clo)lss ) Gl 138
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Factors effect to improvement of the
electroless silver plating

Dr. Osama Ajami

Doctor, Department of Basic Sciences, Faculty of mechanical
and electrical Engineering, Damascus university, Syria

Abstract
in this research, we studied the effect of the composition of the
chemical solution, on electroless silver plating, on a smooth surface
of glass. using sodium hydroxide as an alkaline medium, ammonium
hydroxide as a chelating substance, and sodium and potassium
tartrate as a reducing agent.
The thickness of the coating layer did not exceed 0.3 um, and the
stability time of these solutions did not exceed 20 minutes
Both settling time and coating thickness were increased by adding
some substances such as cysteine, and the effect of increasing the
temperature was studied in the presence of the selected additives.

Keywords:

electroless silver plating, solution stability, ammonium alkaline
solutions, cystine cysteine, sodium thiosulfate, methionine,
Diethyldithiocarbamate.Na, temperature effect.
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Study of the effect of different factors on
the chemical coating of carbon fibers
with a layer of nickel-bor

Dr. Osama Ajami

Doctor, Department of Basic Sciences, Faculty of mechanical
and electrical Engineering, Damascus university, Syria

Abstract

In this paper, we present the effect of studying the effect of some
factors known to be effective on the speed of chemical nickel
plating in alkaline media containing NaBHjs as a reducing agent. Tin
chloride was used as a stabilizer that is not harmful to the
environment instead of the more widespread lead salts, and the
appropriate ratio was determined to obtain the highest thickness
within the conditions of the experiment.

The effect of pH, concentration of the reducing agent, chelating
agent, temperature and loading degree on the deposition rate of
Nickel-Bor layer in alkaline solutions was studied.

Keywords:

Electroless plating, Chemical coating, graphite fibers nickel-borate
layer, alkaline medium, tin chloride, sodium hydride and boron,
chelating agent, stabilizer.
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