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Analysis of security gaps on Single Sign-
On Protocol “Open ID Connect”
by MIX-UP Attacks

Ibrahim ALAHMAD*, Mouhamad Ayman NAAL **,
Mahmoud SHAAR **

Abstract
Single Sign-On (SSO) systems simplify the process for logging in
with an identity provider (IDP). However, these widely used
systems provide little privacy to the user and as a result, an identity
provider (such as google or Facebook) can learn a lot about user
behavior on the web. This is clearly not desirable for privacy
reasons, particularly for privacy-conscious users who want to reduce
the information about web access behavior that they disclose to
third-party organizations.
In this paper, a large-scale practical study of the Single Sign-On
Protocol "OpenID Connect" was carried out by analyzing the stages
of the protocol's work, in addition to mentioning its security flaws
and vulnerabilities. A systematic analysis of the privacy of user
access to single sign-on systems was also presented and a
description of the ease of accessing user information.
A Mix-up attack was applied on the protocol using a local API
based on ASP.net, through which ID token were obtained, which
enables the attacker to build an Access token that allows access to
user resources. The efficiency of the attack on online platforms was
also analyzed by determining the number of tokens that were
accessed when the attack was applied.

Key Words: Single Sign-On, ldentity Provider, Service Provider,
OpenlD Connect.

*PhdStudent, Dept.of Computer Engineering, Faculty of Electrical and
Electron Engineering, University of Aleppo

** Dept. of Computer Engineering, Faculty of Electrical and Electronic
Engineering, University of Aleppo
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Improve the Quality of Service
parameters in Internet of Things
Networks Using OpenFlow protocol

Abstract

The extensive development of the concept of the Internet of Things
(1oT) imposes complex requirements on both networks and basic
communication mechanisms between heterogeneous intelligent
objects communicating over the Internet, where sensors constitute
the most of 10T devices, and these devices are heterogeneous in
terms of communication technologies, requirements and
capabilities (limited power, processing and memory), massive
flows of these devices will create greater demand on the existing
core network due to their diverse applications that depend on user
requirements. This will also lead to different QoS requirements,
thus there was a need to maintain different QoS guarantees depends
on the application used.

Our study examines the importance of using SDN to meet and
improve the QoS requirements in a home network, which contains
various applications and heterogeneous devices, therefore the
multiplicity of types of flows in the network must be taken into
account, whether those flows that require large bandwidth, or those
that are sensitive to delay or jitter or packet loss.

In our simulations, QoS configurations are implemented in two
different environments: (1) in a traditional IP network and (2) in an
(OpenFlow) network. Our results confirm the benefit of using SDN
technology and OpenFlow protocol in improving QoS parameters.

Keywords: software-defined networks, Internet of things networks,
quality of service, home networks.
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1- Introduction:

The growth and complexity of home networks has led to an
increase in the difficulty of providing quality of service, each home
network is unigue and has different requirements based on the
needs of users. Some home users’ devices may require more
bandwidth and other applications may require priority for certain
traffic over others. This can be a particular concern for real-time
applications such as VOIP or bandwidth-intensive applications such
as live video streaming and video conferencing [1].

Existing networks can provide varying QoS levels for different
applications but due to the distributed level of control, current
networks are complex to configure, static and require a lot of
management intervention [2].

Software Defined Networking is a new approach to the
implementation, operation and maintenance of networks, and this
concept has been developed to make networks more flexible and
easily configurable [3]. This is done Dby separating the data
forwarding functions from the logical control functions of the
network devices and adding an SDN controller that can configure
several devices. Simultaneously, this makes the network more
programmable by providing a central control point for the network,
SDNs have received increasing attention as a new approach capable
of improving QoS and enhancing home networking performance

[4].

1-1 Software Defined Networks consist of three levels:

Software Defined Network (SDN) has emerged as a promising
network architecture which provides necessary abstractions and

novel APIs to facilitate network innovations and simplifies network
resource management by breaking the conventional network into
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multiple planes. All these SDN planes interact through open
interfaces or APlIs, these planes are [5]:

data plane: Consists of network devices, which are controlled via
the SBI (Southbound Interface) by the control plane [5].

Control plane: It is responsible for programming of network
elements such as switches through the SBI, while the SDN
controller is a logical entity that defines and configure the network
infrastructure based on the requirements of the application layer [5]

Applications plane: It consists of the services and applications
provided by the network [5].

1-2 Software Defined Network Interfaces:

(northbound interface NBI): is the logical interface between the
SDN controller and the software hardware running in the
application layer [5].

(southbound interface SBI): The logical interface that connects the
SDN controller and the network element that operates at the
infrastructure layer (data plane). The OpenFlow protocol is the
agreed standard interface and it is an open source protocol [5].

(Westbound interface WBI): used to connect an SDN network with
another SDN network [5].

(Eastbound interface EBI): used to connect between SDN network
and other networks (not SDN) [5].

Figure (1) shows the difference between legacy network
architecture and SDN network architecture.
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Figure( 1): SDN(a) vs conventional network(c) architecture

1-3 Home Networks

Home networks consists of a variety of telecommunication
terminal systems or hosts (such as desktop computers, laptops,
smart phones, and tablets) and a wide range of loT devices and
embedded devices, managing home networks faces unique
challenges, as home networks evolve and thus become more
complex and unmanageable [6]. Another important issue when
managing home networks is the low-level configuration required
for different applications.

In traditional networks, the control plane and the data plane are
located in the network elements (mainly network switches and
routers) and this means that each device must be configures
separately. SDN aims to make the network more reconfigurable and
programmable by separating between the data plane and control
plane [7], while the data plane remains within the network
elements, the control plane is transferred to an external controller.
So the main difference between SDN and traditional networks is
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the presence of the SDN controller, which forms a central control
point.

There are also advantages to integrating SDN technology with
home networks according to, where the centralized level of control
can offer efficient and equitable resource allocation and thus make
maximum use of the available bandwidth, and this allocation can be
done between several home networks as well as between several
applications within a single home network [7].

1-4 Quality of Service in Software Defined Networks

QoS is a set of processes and technologies that enable the
management and control of network resources by prioritizing
certain types of time-sensitive or bandwidth-hungry data over non-
urgent data. This is done by differentiating and classifying traffic
and then apply different behavior policies to different types of
traffic. The main objective of QoS is to achieve the best possible
values of key performance indicators KPIs such as (jitter,
bandwidth, packet loss, latency) [8].

In order to achieve QoS, application flows must be dissimilar,
competing for bandwidth, and network resources must be allocated
to ensure forwarding of higher priority traffic, which allows
network resources to be appropriately distributed. This process
often requires knowledge of the current network state, so that make
the right decisions regarding packet forwarding [8].

With the introduction of the SDN controller, in addition to
translating the requirements of the application layer, it provides
applications with an abstract view of the network, the state of the
network is obtained for example by sampling the packets passing
through the controller that consist of various data, such as statistics
or events. By using this information, control policies and SLAs can
be defined by the administrator at a higher abstraction level and
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even dynamically tuned, these mechanisms have proven to be
beneficial for QoS.

QoS in OpenFlow is supported by two features [9]: (1) queues and
(2) meter tables. Queues are a mechanism that applies to exit
packets and they applied to the port of an OpenFlow switch, on the
other hand, meter table allows monitoring of the entry rate of a flow
and performs operations based on Flow rate. There are two types of
actions that can be applied: packet dropping or DSCP re-marking of
packets with new lower priority DSCP values.

The meter has been introduced in OpenFlow 1.3, it is an element
on the device that measures and controls the rate of packets
entering the device and allows flows to be passed to specific meters
that perform an action. On these flows, the meter table consists of a
set of meter entries and each meter entry, as shown in Figure (2),
consists of [10]:

* (Meter Identifier) which determines which flow belongs to
the meter.

* (Counters): that counts the processed packets.

* (Meter Bands): which measures and determines the rate of
each flow and the type of action to be applied.

Meter Identifier | Meter Band | Counters
Meter 11D flags Bands ]
id KBPS Tvpe: DSCP_ REMARK,
rate, prec-level

Figure( 2) : components of meter entry in meter table

Bandwidth rate can be specified in (meter band) and any flow
connected with a meter whose packets are directed to the specified
meter. The meter measures the packet rate for this flow and if the
measured rate is higher than the rate specified in the meter band

then (meter) activates appropriate meter band [10].
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The meter table is a new feature introduced in OpenFlow 1.3 that is
associated with a specific flow entry as opposed to the queue which
Is a property associated with a specific switch port.

The meter band specifies the allowed rate and the type of action to
be applied in case the specified threshold is exceeded.

* The first type (drop): Where packets that exceed the specified
threshold are thrown, and the process is similar (queue min-
rate).

* The second type (DSCP remark): This type increases the
probability of dropping of packets into the DSCP field (IP
header).

The metering is complementary to the queuing mechanisms that
were previously developed and they differ from each other in
several differences [10]:

* (Queue) can guarantee a minimum flow rate (minimum rate)
in the switch using (traffic shaping & traffic policing), it is not
possible to do this with (meter table), it can only specify a
maximum flow rate (maximum rate).

» Instead of limiting the process of dropping the non-
conformant packets in the queuing technique, it is possible in
(meter table) to increase the probability of dropping them and
change their (DSCP) value and give them a lower priority than
the rest of the packets, and thus packets from one flow can
have different (DSCP) values and therefore will various
treatment processes are applied to it.

* (Queue) cannot be configured through the (OpenFlow
channel), while the (meter table) can be created, modified and
deleted using the (OpenFlow) protocol.

43



(OpenFIow) Jsssisml alaiialy sbdd) e il cilSud 3 dasill 3aga &l jial iy e

1-5 SDNs features

Six features of SDNs that can be useful in providing QoS for a
network [11]:

e Flow-Based Forwarding: Forwarding the different
application flows with different priorities.

e Dynamic flow Rule Update: Update the installed flow rules
in real time based on Network link properties.

e Flow and Packet Analysis: Obtaining and classifying field
headers.

e Flow Path Analysis: Using the overall view of the network
to maintain flow states.

e Traffic Monitoring: Get network statistics at several levels
(eg per-port/per packet/per flow)

e Queue configuration: The queue can be configured using
southbound interfaces such as the OVSDB protocol.

1-6 OfSoftSwitch13 (CPgD)

Most of the OpenFlow hardware switches support (meter table)
presented in OF1.3, but the open vSwitch support this feature in
version (2.10) and beyond , so in this research we used the CPgD's
ofsoftswitch13 to implement our scenario .The OfSoftSwitchl3
(CPgD) is another switch that is widely used in the research
community. It is an experimental switch forked from the Ericsson
Traffic Lab 1.1 SoftSwitch implementation with changes in the
forwarding plane to support OF1.3. The Ofsoftswitchl3 is running
in the user space and it also supports multiple OpenFlow versions
and a variety of OpenFlow features [12].

2- Problem description

Conventional networks can provide different levels of QoS for
different applications but because of the distributed level of control,
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current networks are complex to configure, static and require a lot
of management intervention, and are limited to support certain
types of network environments and lack fine-grained traffic control.
Where QoS mechanisms are subject to several limitations regarding
flexibility, which can affect the key performance parameters of
QoS.

3- Research objective

This research aims to make a comparison between two different
scenarios in managing a home network (traditional network and
SDN network) and to clarify the benefits of using software-defined
networks in network management through the use of a (RYU)
controller that manages network devices through the (OpenFlow)
protocol. The use of (metering) feature in order to fine-grained
control of the network traffic, thus improve the performance of QoS
parameters and meet the requirements of different applications.

4- Related Works

Multiple studies have focused on improving QoS by utilizing SDN
control components:

4-1 Study (1):

In [13] proposed an SDN-based solution to ensure QoS at the
network layer based on multipath routing that uses OpenFlow
queue support to maximize resource efficiency in line with network
user requirements and reduce (overproviding). This solution
focusses on the end-to-end QoS guarantee of individual data flows
and effective management of open virtual switches OVS, the results
show that the computational cost to find a solution increases
linearly with the number of nodes
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4-2 Study (2):

[14] explored a novel solution for quality of service performance
for streaming mission-critical video data in OpenFlow SDN
networks. A Meter Band Rate Evaluator (MBE) Mechanism is
proposed based on a new band rate description language to improve
the native QoS capability of OpenFlow and OpenDaylight, the
results revealed a significant percentage increase in QoS
performance when the MBE was enabled, these findings provide
support and validation for the effectiveness of the MBE to enhance
the native capability of OpenFlow and OpenDaylight for efficient
QoS provision.

4-3 Study (4):

In [15] The research work presented identifying and addressing
critical aspects of SDN-based QoS provision using stream
aggregation techniques, the bandwidth management scalability in
SDN is proved based on throughput analysis by considering two
conditions 1) Per-flow QoS operation and 2) QoS by using
DiffServ operation in the SDN environment with Ryu controller.
The result shows that better performance QoS and bandwidth
management is achieved using the QoS by DiffServ operation in
SDN rather than the per-flow QoS operation.

4-4 Study (5):

Authors in [16] explored a new solution to the quality of
performance of mission-critical video data stream service in SDN
network. Counter Band Rate Evaluation (MBE) mechanism has
been developed, MBE is a physical component Added to the
OpenFlow metric table to dynamically evaluate and adjust traffic
rates. The results determined that the QoS performance had a
significant increase in the percentage when the MBE was active,
Average delay with the MBE disabled was 546.7ms compared to
46



dl) e Gun s a 2023 ale 12 amll 45 alaall Gagd) daals Al

206.6ms with the MBE, MBE significantly reduced jitter to a
median average of 1430 compared to 1906.5 without the MBE.
similarly there was a substantial minimization of packet loss when
the MBE was active, a consistent average of under 5% across all
tests, compared to between 5-15% when the MBE was inactive

4-5 Study (6):

According to the study [17], a comprehensive comparison between
the performance of EPC and SDN-based EPC regarding latency,
jitter, and packet loss is introduced, Various levels of workload are
applied to test the robustness and stability of both EPC and SDN-
based EPC designs. The results show that SDN-based EPC
significantly outperforms its legacy counterpart in all three QoS
metrics. SDN-based topology reduces the latency by 21-27%, for
the jitter It shows a performance of 42% to 45% better than the
legacy network, the upper bound of packet loss in the SDN-based
network does not exceed 11.5%, while it is more than 12.2% in the
legacy network.

4-6 Study (7):

In [18] the authors analyzed the latency and jitter of SDN against
a conventional network Through simulation, it is shown that SDN
has an average three times lower jitter and latency per packet that
translate to improved throughput under varying traffic conditions,
for the conventional network architecture, the minimum RRT for
packets sent is 4.749ms with an average RTT of 7.256ms and a
maximum RRT of 10.111ms. While for SDN architecture, the
minimum RTT is 0.040ms with an average RTT of 1.969ms and a
maximum RTT of 35.507ms. SDN has an overall performance in
terms of minimum and average latency compared to the
conventional network. With an average latency of over 3x lower
than that of the conventional network.
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4-7 Study (8):

[19] introduced a novel routing algorithm based on SDN, this
algorithm jointly considers bandwidth, delay, and packet loss and
automatically deploys routes for different layers in SVC streaming.
Comparing to conventional methods, this algorithm reduces the
packet loss rate by more than 10% and improves the quality of the
received Video sequence

4-8 Study (9):

[20] multiple scenarios experimented on the simulation tool of
Mininet, Ryu Controller and iPerf. Ryu Controller is tested in the
simulation environment by observing throughput of the controller
and checked its performance in dynamic networking conditions
over Mesh topology by exponentially increasing the number of
nodes until it supported tested on high end devices

4-9 Study (10):

[21] employed Software-Defined Networking (SDN) to make QoS
awareness for the special live-soccer event applications, in which
the QoS-aware routing mechanism is proposed, called LSEA.
Meanwhile, delay, jitter, and packet loss rate are considered as
three objects, on this basis, the improved Dijkstra routing algorithm
and SDN-based disjoint routing algorithm are devised, the
experimental results demonstrate its feasibility and efficiency

4-10 Study (11):

[22] was taken advantage of the flexibility offered by SDNs and
install rules in network switches and the goal is to use an alternative
path with higher available bandwidth instead of using the default
shorter path used by all routing protocols in the current network, it
evaluated these new mechanisms with experiments and compare
them with existing approaches
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6- Simulation environment

6-1 simulation tools:

A set of open source software was used:

* Network Emulator (Mininet) to emulate SDN network

» Network emulator (gns3) to emulate the traditional network.
» (iPerf tool): to generate traffic in network.

* (Miniedit): To plot the network topology.

In this paper, we will make a comparison between two scenarios: in
the first scenario, a traditional network is used and several types of
traffic are sent and tested, in the second scenario, network (SDN)
and the concept of (meter table) provided by the OpenFlow
protocol is used, the results show the benefits of using (SDN) in
improving the basic network quality of service parameters
(throughput, packet loss and jitter).

6-2 The first scenario:

A traditional network consisting of three routers (R1,R2,R3 ) and
each router connected to a host ( h1,h2,h3) as shown in Figure (3).

R2
Host 2 - Host 3
‘ '"-f—-:; 10.0.0.1/8 - ‘
- 0/0 B
fi/o
e 192.168.10.1/24 \ ~ _/eu
R1 f0/0 192.168.30.2/24
192.168.10.2/24 7o
4~ f2/0 192.168.30.1/24
10.0.0.2/8 | o
Host 1 20.0.0.2/8
20.0.0.1/8
. fojo
el 192.168.20.1/24
192.168.20.2/24

Figure( 3): used topology in the first scenario
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Traffic policing is implemented to control network traffic where
QoS configurations are set on router's ports for three traffic classes:
voice class (highest priority), video class (medium priority), and
default traffic class (web browsing or email default class) with
(lowest priority) and each class is marked with a specific DSCP
value as in Table (1):

Table (1): The tested traffic classes and their DSCP values

class DSCP value
Default class O (DF default forwarding)
Voice class 46(EF expedited forwarding)
Video class 10(AF11)assured forwarding

e We specify a maximum packet traffic limit and the default
procedure in conventional IP networks is: the packets that
exceed the specified threshold are dropped.

e Three class maps are created for each of the three traffic classes
using the class-map command.

e A policy map named (policy-map?2) is created using the (policy-
map) command that specifies the procedures to be followed
with each of the three traffic classes defined in the class map.

e Maximum voice packets are set to (3 Mb/s) and packets
exceeding this threshold will be dropped.

e (80%) of the remaining bandwidth is dedicated for video
packets and (20%) for default packets, which means video
packets will be dropped when they exceed (5.6Mb/s) and
default packets will be dropped when they exceed (1.4Mb/s).

e The policy map is attached to the outbound direction interfaces
to be applicable.
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Table (2): the sent rate for the three types of traffic & traffic

policing applied

Traffic type Traffic sent rate traffic policing
process applied
voice 4AMb/s | 30% of the total
bandwidth
video 7Mb/s | 80% of the remaining
bandwidth
default 3Mb/s | 20% of the remaining
bandwidth

From the results of the experiment, we note that:

For voice packets, the packets that excess the specified threshold
are dropped (3Mb/s) and the figure (4) shows the pass rate and drop

rate for packets:

rate Mb/s

=T e o I A L LA - T B - -

time (s}

W drop rate

W pass rate

Figure( 4): pass rate and drop rate for voice traffic

For video packets, the packets that exceeded (5.6Mb/s) were
dropped, figure (5) shows the pass rate and drop rate for packets:
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Figure( 5): pass rate and drop rate for video traffic

As for the default traffic packets, the packets that exceeded
(1.4mb/s) are dropped, and figure (6) shows the pass rate and drop
rate for packets:

B drop rate

rate Mb/s

m pass rate

time (s)

Figure( 6): pass rate and drop rate for default traffic
6-3 The second scenario

In this scenario, an emulated network (SDN) consisting of a
controller (RYU) and three switches that support open flow
protocol (OpenFlow switches) in addition to a terminal
device (hosts) that connects to each switch, (python script of

the topology (mygos metering.py) is in the directory
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(Mininet/examples/myproject), the figure (7) represents the
network topology used:

-
-
fa,
-,
-

-
-
.,
-,
-,

N o
s2 s3
|:]h2 | (-
h1 h3

Figure( 7): used topology in the second scenario

The switch used in this scenario is CPqD's ofsoftswitch13 switch.
We chose this switch because it supports the metering feature, we
will configure three main types of traffic (voice traffic, video
traffic, and default traffic) and each class has a DSCP value that is
specified as its priority, an additional class for video traffic that
exceeds the specified threshold as in Table (3).

Table 1: Traffic classes with queues assigned to each class

Queue ID Min Traffic class DSCP
rate(kbps) value

1 80 Default 0 (DF)

2 120 | Video(remarked 28(AF32)

3 500 video | 26(AF31)

4 300 voice 46(EF)

In traditional IP networks, the default procedure is to drop all non-
conformant packets that exceed the threshold specified in traffic
policing process as seen in the first scenario, in this scenario the
metering features in OpenFlow protocol is used, Video packets are
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passed to (meter) with maximum traffic rate of (300kb/s). This
meter measures the flow rate of video traffic and then re-marks
packets exceeding (300kb/s) with lower priority but higher than the
default class traffic priority.

The voice has been assigned 300 kbps and given the highest
priority in terms of forwarding (DSCP=EF=46), the video class has
been given the value (DSCP=AF31 & drop rate=low) , the
configurations are set to pass the video packets in the switches (s2)
(s3) on a meter entry so that if the traffic in the video class exceeds
300kbps, the non-conformant packets will be re-marked with a
value of the same class but with a higher drop probability (DSCP=
AF32 & drop rate=medium), but will have a higher priority than the
default traffic.

Previous queues are allocated on switch ports (s1) within the script
(myqgos_metering.py) which represents the topology used in this
scenario

The speed of the switch ports is set to (1Mbps) by modifying the
file (netdev.c) located under the directory (ofsoftswitch13/bin) and
then rebuilding the switch.

Then, eight flow rules are installed within the switch (sl1) in
order to direct each class of traffic to its own queue as shown
in Table (3).

Two flow rules are installed in each of the switches (s2) (s3) in
order to set the meter to pass the video packets through according
to Tables (4) (5):

Table 2: meter table configuration in s2,s3

priority DSCP Meter ID QoS ID

1 26 1 1

Table 3:the type and the rate of band in meter table for video
packets

Meter | flags Bands
ID

1| KBPS | Type:DSCP_REMARK,rate:300000,prec_level:1
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Figure (8) shows the flowchart of our implementation of the second
scenario:

type=DSCE_REMARE

hodify petday,c file in mininet Verify switch settings
fofsoftswatch]l 3hb directory and
zet ofsoftswitch 13 speedinto
1Mdbps
NO o
Settings 15 ok?
hodify the used netwrodk
topology fila to create quenes on
switch ports 51 for traffic elazsas Yes
(best effort, video, volce, excess
video) traffic with DSCP value Weazure (ol parameters using
for each class of raffic 1perf tool
BT Confipure hl as a server listen to
incoming traffic on
Modify simple_switch 13 py file 5001,5002,5003
to register flow entry m table 1
mstead tablz 0
Configurs b2 b3 as clients send
Start controller Eyuon traffic
127.0.0.1:B0B0
Co controller with Qo8 Send several classes of traffic &
= rules seeral dests
Sort traffic into queues m sl Collect network performance
bazed on DECE values - parameters & compare results
Set metering procesz ms2, 53
with band=300kbps and band- Plotresults

Figure 8: shows the flowchart of our implementation of the second

scenario
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7- Results and discussion:

We use the tool (iPerf) to generate traffic in network, we set the
device (hl) to act as a server and listen on ports (5001,5002,5003),
and the two devices (h2) and (h3) as (clients) to send data to (h1).
We do several tests for different types of traffic.

Test 1:

In this test, best effort traffic (800kbps) is sent from device (h2) to
device (h1) on port (5001) and video traffic (500kbps) exceeds the
specified threshold by (200 kbps) from device (h3) to device (hl)
on port (5002), the results are shown in figure (9).

Figure (9): first test results
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Figures (10), (11) and (12) show the graph of the results of the first
test for the two traffic categories.
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Figure (10): throughput rate of traffic in first test
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Figure 11: packet loss rate of traffic in first test
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Figure 9: jitter of traffic in first test

We notice that video traffic that exceeds the agreed bandwidth
(300kbps) has a higher priority than the default traffic and its full
required bandwidth is guaranteed(500kb/s) and packet loss is
minimal (1.2%) compared to the default Traffic (22%) even for
packets that exceed the threshold specified in (meter band).

Test 2:

In this test, best effort traffic (500kbps) is sent from device (h2) to
device (hl) on port (5001), video traffic (600kbps) exceeds the
specified threshold from device (h2) to device (h1l) on port (5002),
video traffic within the specified rate (300kbps) from device (h3)
on port (5003), the Figure (13) shows The graph of the results of
the second test.

We notice that video traffic that does not exceed the specified rate
is guaranteed its full bandwidth(300kb/s) and packet loss is equal to
zero(0%), video traffic transmitted fairly (600kbps) has higher
throughput(520kb/s) and lower packet loss(2.5%) than the default
traffic transmitted at a rate (500kbps), the throughput and packet
loss for default traffic are (330kb/s) (22%) respectively, we notice
that the jitter is (130,999ms) for video traffic that exceeds the
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specified threshold because the non-conformant packets are re-
marked with new (DSCP) value and sent with lower priority.

d with 10,0,0,1 port 5001

oo o0 =

Figure (13): second test results
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Figures (14), (15) and (16) show the graph of the results of the
second test.
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Figure (14): throughput rate of traffic in second test
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Figure (15): packet loss rate of traffic in second test

60



(il e Gun s a 2023 ale 12 amll 45 alaall Gagd) daals Al

jitter ms
300
250
200
a8
5 150
- 100
50
o
0 1 2 3 4 5 5} 7 B Q 10
Time {s)
—— pest-effort exceed video non-exceed video
Figure (16): jitter of traffic in second test
Test 3:

In this test, video traffic from both devices (h2, h3) is sent to device
(h1) on ports (5001,5002) at the same rate (600 kbps) exceeding the
specified threshold by (300 kbps), Figure (17) shows the Third test

results.
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Figure (17): third test results

Figures (18), (19) and (20) illustrate the graph of the results of the
third test.
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Figure (18): throughput rate of traffic in third test
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Figure (19): packet loss rate of traffic in third test
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Figure (20): jitter of traffic in third test
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We notice that the two flows have a close throughput(491kb/s)
(509kb/s) respectively, as packets are dropped at a similar rate
(14%) (15%) respectively, as for the jitter, we notice that its value
is large (615.097ms) (467.139ms) respectively due to exceeding the
specified threshold within the (meterband) and resending the non-
conformant packets with a lower priority than the packets that did
not exceed the specified threshold.

Test 4:

In this test, best effort traffic (500kbps) is sent from device (h2) to
device (h1) on port (5001), video traffic at (600kbps) exceeds the
specified threshold is sent from device (h2) to device (hl) on port
(5002), voice traffic at a rate of (400kbps) from device (h3) on port
(5003). Figure (21) shows the results of the fourth test.

We notice that the voice traffic is forwarding with higher priority
than all other traffic and its full bandwidth (399kbps) is guaranteed
and zero packet loss rate (0%) and jitter value are very
low(10,724ms), while video traffic that exceeds the threshold has a
higher priority and a higher throughput (477kb/s) and a lower
packet loss rate(18%) than the default  traffic
(throughput=261kb/s,packet loss= 41%) ,We also notice that the
jitter value is large for the video traffic (775.8ms) due to exceeding
the specified threshold and retransmitting the redundant video
packets with a lower priority (DSCP) value.
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Figure (21): Fourth test results

Figures (22), (23) and (24) show the graph of the results of the
fourth test.
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Figure (22): throughput rate of traffic in fourth test
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Figure 23: packet loss rate of traffic in fourth test
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Figure 24: jitter of traffic in fourth test

8- Conclusions and recommendations

SDNs are a technology that enables programming and automation
of the entire network due to the use of programmable controllers
and the advantages of the (OpenFlow) protocol, It also allows
monitoring of statistics related to the quality of service at very low
levels (per-packet/per-flow/per-port/per-queue), The use of (SDN)
technology in managing existing networks to improve QoS
indicators, where in traditional networks, the control of QoS
policies is fixed and inflexible and does not adapt to new changes
in the network.

In this paper, we simulate a home network in two different
environments: a traditional network and a network (SDN) and test
the parameters of quality of service for both scenarios, where the
highest priority was given in forwarding to the application (VOIP)
and the results proved that the QoS indicators for this flow were the
best (high throughput, low packet loss, low jitter). In the second
scenario we used the metering property in the (OpenFlow) protocol,
which proved to be able to improve the throughput of the flows that
are matched to the (meter) and reduce the packet loss rate of these
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flows by re-marking packets and sending them with a lower priority
than Packets that conform the threshold specified in the meter band
instead of the packet drop procedure used in traditional networks.

As a result, we recommend using the proposed mechanism to
Executing multiple tests with varying traffic rates to ensure its
effectiveness.

in future work, we will implement this mechanism using open
vSwitch and implement metering process and forwarding process
within the same switch and not on separate switches as
implementation of the idea OpenFlow pipeline processing.
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Performance analysis of QPSK optical
coherent communication system
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Abstract:

Advanced Modulation and Coherent Detection are the key
technologies to meet the bandwidth requirements of optical fiber
networks. This research included an analytical study for improving
the performance of the optical communication system by using
coherent detection and digital signal processing. In this work, a
comparison was made between a coherent QPSK optical
communication system without using any type of digital signal
processing and a system based on DSP, both of which operate at the
same data transmission rate of 50 Gb/s, and without the use of any

amplification elements. Results were analysed and compared using

metrics such as BER, Eye Pattern, Q-factor and the constellation
diagram. Results using Optisystem platform showed good and clear
improvement for all performance indicators such as BER and
constellation diagram for coherent QPSK optical communication
system with digital signal processing.
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OptiSystem simulation.
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Studying and Designing a Fuzzy Control
System for the Wind Turbines to operate
at high Wind Speeds

Abstract

Wind energy systems are a relatively recent industry, but as a
result of their rapid development, they have become one of the
most promising renewable energy sources. Despite this, it still
needs additional capabilities in order to generate efficient energy
of high quality and reliability at the lowest possible cost. Since the
electrical power that can be extracted from wind turbines is
affected by wind speed sharply, therefore the difficulty lies in
extracting the maximum possible amount of wind energy and
converting it into electrical energy. For this reason, the technology
related to the manufacture of wind energy systems has developed,
which led to the development of a generation of variable speed
turbines, which offer many advantages over fixed speed turbines.
Induction generators are the most common variable speed wind
turbines. In recent years, the focus has increased on double—feed
induction generators because of their advantages compared to the
squirrel-cage induction generator.

In this work, a fuzzy control unit was proposed to control the angle
of inclination of the turbine blades that are exposed to turbulence
and external noise signals instead of the traditional controllers,

which is expected to improve the system response and ensure
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ease of application and modification and a decrease in cost.
Where the designed control unit depends on the value of the error
in the power output of the turbine and the wind speed measured
directly, to give in its output the reference inclination angle of the
turbine blades. The main objective of the proposed control unit is
to improve the work of wind turbines by allowing continuous
operation at least with low performance when some malfunctions
occur at high wind speeds, where in the natural state the work of
wind turbines is stopped. Simulation results show an improvement
in control performance when the proposed fuzzy controller is
used.Through the reference study, we reached the conclusion that
showed that most of the previous studies in wind energy systems
dealt with controlling the wind turbine capacity and the angle of
inclination of the blades using traditional controllers of the type PI
or PID, without focusing on benefiting from the work of wind

turbines at high wind speeds.

Keywords: Wind Turbine (WT) — Double Feed Induction
Generator (DFIG) - Blades Pitch Angle — Fuzzy Control (FC).
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" Energy saving for home air conditioner using
solar energy "'

Eng. Raaed Alsharea Eng. Abas Sundok Dr. Eng. Ala’a Alrefae’y
r.sharra@damasuniv.edu.sy abbassandouk@gmail.com Alaa.alrfaaei@gmail.com
Electric Power Department Electric Power Department Electric Power Department

Faculty of Electrical and Faculty of Electrical and Faculty of Electrical and
mechanical engineering mechanical engineering mechanical engineering

Damascus university Damascus university Damascus university

Abstract:

The main element and the largest consumer of energy is the electricity
sector, so there are old and modern endeavors to save from the
consumption of fossil fuels in this sector.
In our study, we went on to continue to search for electricity
consumption. As is known, there is a significant portion of electricity
consumption in the air conditioning and refrigeration sector. The
International Refrigeration Institute (IIR) estimated that approximately
15% of all electricity produced in all (Lucas, 1998). [7] Therefore, research
and study were conducted on solar and thermal cooling and air
conditioning methods, where the study was devoted specifically to the
residential sector, namely, air conditioning and cooling systems in Homes,
in addition to using PVsyst in sense Bat design methods that rely on
photovoltaic energy where it is through knowledge necessary for any
cooling device of solar electrical requirements and knowledge of the basic
requirements and it is possible savings better and improve efficiency .

Keywords: solar power, solar cooling, PVsyst program,
energy saving.
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Pl clysie « P-V cilinia) 48 20l dalal) dulull agus)lls ciliaiall 4y
b+ Ay Al Jualil) 488 dijee ) ALYl o (& T-V Cliaie
Csthad) zyeall 3ass Liad a5 e . DAQO 4858 (e 2151 JLia) &5 Ly
o Tl Pha e o Ll ¢ Jaaldil) Bl gl 5 deUain) Cum (0
ol D) & luhy (B ¢ pmall Jualdilly Glosleal) 48S 4820 OpeEN Hla
O gl 12 aladinly Laly 8 82dial) ag)liiall (pa aal) 29y i SMA 3855 e

. Gl
datiall 5)alls ledayy Aiplay Judldls 11 aae daaty malipd) aghy Glld sy
paal sasae ol chlie Slebl malid) asty Uads ¢ dalally jigilly SLally

147



" dpuadl) dBUal) aladiiuly A 5iel) Ciasl) Slgad Bl bl

asid Mie A4y aieldin) gmall OS2 zymally 2100 JiY)laay)
Allal)l e e ol Jumdl zyre L) Sy s Gl ) agsnlly el

S Aeshaidl basic design sy of (Sae Glld 2xy 5 = 10 dually Liasf 1a

System shema NN 3 TN
PV array | System User (load)
|
L1
Inverter L Grid
E Arrary E out inv. E over
— — —
| — : Or
PV I Brray A E used .l, E back-up
Array : NN : I o N
User
E needed

basic design (s sl plaill Bsviall Lhbadl (13) Jsal

Juas 5l source of power s 3ls pv array s J5¥) edall IS 1 b
&) Welisaiy asiy Al inverter zyxall ) DC Sy a8l Jas ¢ 2Wall &
Gl ¢ jall . system sa Al ojall 8 4l Sl Al aa Lialie Lagls AC
b User I dwally ¢ User 5 Grid ;s o 55« sas User Load s
Al b ads O aiala oo 2l 4Ky A o ) deglaial Aaln) e 2al
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. Grid dalall 4.3 e E back—up 48l (e 4alisgle 23L o) user J)

: System summary alaill (eils 3-5

Orientation parameters

Field type: Fixed Tilted Plane

Plane tilt/azimuth = 30°/0°

Compatibility between System defintions

Full system, orientation Tilt/Azimut = 30°/0°

1 Sub-array PNom =1.11 kWp, modules area = 8 m?
Orientation #1: No Shading field defined

System parameters

Sub-array #1 damascus univercity

PV modules: 1 strings of 6 modules in series, 6 total
Pnom = 180 Wp Pnom array = 1.11 kWp, Area =8 m?
Inverters (1.50 kWac) 1 units inputs, Total 2 KkWac,
PNom Ratio = 0.74

Shading scene parameters

No shading scene defined

Glaradl 48 ma g malipll L desdy Jumie )5 e Hlae & dgalsll oda
sl ome it I A o o Lgdle el s 50 Bt
DU g Ll ¢ A (0 & 30) sl Jeall wiy Cua Tl & Azimuth
e Uiy ((32aly Agias) cligiadls (21 6 ) extia) padll #150) sae

(1.11
aal

) Gpsadil) #1580 dpa) AeUaiaYls (180 Wp ) aalll sl &5 1
el ) ALaYL (8 mM2) #1BU Leabins ol daliudlly KWp

Jalaall sae ag (1) iay) L sasasdl MPPT Jalas sacy (1.50 kWac)
deliny) Ao ) =10 Lpa) de ety Lo Ui W mia gy adle 5 daddiiondl)
1.5 lede Jens 3 Ao llain) A (ol MPPT aaly Jaae ) 0.74 zyeal (s
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Project and Simulation wariant

K alues
Project: DAMASCUS UMIMERCITY
Sirnulation e zirnulation wariant o Elsee ® e
P Array, Poom = 1.1 Ewp Spztem:  Grid-Connected System ¢ Bypiece ¢ Bymd
P module : DO185MMFA Inverter : Sunny Bop 1.5
Investment
P modules B unitz of 185%/p | 264000 SF l_
Supportz / Integration 40000 SF
Inwerter 1 wnit of 1.50 kw |200000 SP r
Settings. wiring, ... 40000 SP
Others, miscellaneous. .. Details 10000 SP
Substitution undenworth — |0 SF
Gross investment. [excl. taxes] 554000 SP Loan Currency

et Druration 25 ears ’—_Is_l,llia pound =
Fate 5.0 F

Taxes 0.00 £ 0 5P
. Ann. factar 710 cap. e . Rates
Subsidies - o SP

Het investment 554000 SP Energy cost
Annities 39303 SP 4y Produced Energy 2130 kw'h / year
R ing Costs, b aint N b 10000 Sk S
Turtmllng Di * altn ENANEE. insur 49308 SP .:Ir “early cost 49308 SP / pear
L DD (5 o Eneray cost 231 5P/ kwh
Carbon Balance | | | XK Cancel | " 0K |

el pUaill sl Al (14) J<al
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Overview | Detailed System LCE |
@l

E Grid System Lifetime LCE Grid LCE System Carbon Balance
2130 kwh X [ 30 years X 617 qCO2/kwh ~ 2.2 tco2 = 32.044 tCO2
Annual degradation [%] : | 1.0 ™ Manual ™ Manual 1.068 tCOZjyr
Syrian Arab Republic - {+ Country IEA
28.868 tCO2/kW)
" Energy Mix {+ Detailed 2/kip

0.962 tCOZKWp/yr

35

3
= 25
5 2
.'E 15
2 15 Saved CO2 Emissions:

32.044 tons
{f Remove Definitions XK cancel o oK
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