ASHIS el dpnadiglh a slall dliiles
Atila slaall 5 400 4eSl) 5

Iy 99 dasae dale Alae

26 22211 .45 aladll
a 2023 . a 1445




qubdl) hald) Lo | g )

Gunl) daala )

Aaal) ¢ Jgpmaal) aal)

oadll ) asba aldyy o i

M\WB&M@&'&%M

g ma A .o




letle 8 cpe U (s ) daadall gl i ) Aladll Cangs
p AU lgially Jlasy!
Conl) daaly e el Gl

(77) « - 0a - Al By L Gl daala L paaa . Ay s

++ 963 31 2138071 : Lusld [ cisla .
www.albaath-univ.edu.sy : i) adga.
magazine@ albaath-univ.edu.sy : (g ASM) &l .

ISSN: 1022-467X



M\hhﬂu@ﬂ\bjﬁ

sdggllaal) 354
CD [/ word + (Aaslal) [ K [ Galll aul fsn Canill (0 ddy54aa2 @
Alaall Jas b s Buie Caaill (1
alee Bl ol + ale iny il
e il il Gald) G813 o
Al gy Copliall HgSAN (e QUS + iivale [ olgiSall diaass B (3)) o
Alad) b Ll e
5 Ai gae Gald) S 1Y e
saldic) o Z8lpalls and 8 5l aadl Slasl gl Gulaall OE 3]
Al G
sl daala g (e Loy Al puiae ol oS 1Y) o
lee Gy o5 Ayl gl pme 4l a4 ol (e QS jlima) ang
Ayl s
p 4l Agll B lpdae Galdl IS 1Y) e
oy e adly abea iy Lay ¢ Gl eha) ley 5 OlSe 4 2aay QS 3]
e
Loy Apuaniglly bl aglall) el Lailly Y gadl) o Gaad) i oy -
:(Asalaily
(omadldl dlgs 8 Aalite Gl ) (K 5 pe padle. . ) (e
Ledia -1
Gl o -2
Gl @by alse -3
\gatdliay il —4
. Glhaglly alhbnyl -5



- L) —alaiy) — Y ) cblst Aty Y sadl) o Gl i Aty -
P(Alay) astal) apang dfaagal) Al — daluaad) — (5 ghal)
(omadlall Al Aalise LK) 3 5 pe gadle.. Gl Glie -

Aadie L]

RVERREN LN FLIA 1 )
a5 canll Galaal L3
g g Gl luad 4
AdhaY) ailiyn g Gl Glallias W5
AL Gl 5 gl Uyl .6
el 5 Cndl mgia 7

Jelaily 2280l 5 Gl e .8
SCaal) il 9

aag o) Eaaall Gl i 10
abally soladl il 11

t sneSl e Gl Aelb oW A5V laley) slie) iy -7

.B5 25%x17.5 Gysll Luld

o 2.5 Sl 2.5 Cpa — 2.54 Jid —2.54 el rdaiall Gl —o

1.8 daiall Jui [ 1.6 dssall () -~

20 _ské Monotype Koufi. olgiall tanlids haall ¢ 8 —&
Simplified Arabic due &l (ysliall . ale 13 L Simplified Arabic aill 4,U<.
oape 13 s

el 2 s ¥ Gl 8 Al Jglaalls gl uld 5% ol slebe g 2

52 Ys g Sindl ld L) e Dol 2y W iy Gndl el e Ja 3 -8
dala ) sl
i AT e T b opi pae o hein Jay Alad) b il ey f s 9
(oAl Alaa (ol B oy are Cangy i) Aaals Alae b ill ) ol Jla

sl A pan Al Glepagall 3ol e b3 L gsine Go doie e SW —10

5



plasind Jumiyy dadiall ady 25 [1] 1 U I3 e (aill Gaca gab) i< —11
ol oy (A a8 sl Com WORD )55 aldas o8 4 Jseenall (35 5SY) (laagill
el Al 8 )
t AN 3y (Anilag ) Cajal) 45y A5l aalal) asas QiSS
Tlial aagall s 3. ]

Liajins Lgaiiy . il di. Alald 4aii 2V e J5¥) Cipall . 5508l CapaV L 35S0

Al ) daphall . Aliald Lgagiiy Hlill Hlo. Alad 4xfiy Jod il gy QUSH Olsie (—)
A Lgaiiiy QUSI) Cilaiin 23e . Alald Lgagiiy ) ol (4G,
relld e Je L Ly

-MAVRODEANUS, R1986— Flame Spectroscopy. Willy, New York,

373p.
i) ARUY Alae (B Dpdida Uiay gaall IS 13 .

4al gy Alaall ol (Alald 4y Gl Glsie Caliay Sl A aunlly S 2ey.
daldll cladiall A Alals laxyy (Al UK ) daally alad) . Alald 4ags Jad
Alaal) e il

selly e Jbia

BUSSE,E 1980 Organic Brain Diseases Clinical Psychiatry News |,
Vol. 4. 20 - 60

3 Aay) GBI ) Adyeat canad Aoad) ARl Dy sdie cuad) of asall S 1) g
P

(In Arabic galall ) 4yl gaball dlgd B i (o g ) sl




) daala Aaa B pddl) pgu

Gy JS 08 Ay g 5l Gill gmu)l ued (40000) S am) b .1
canal) daaly Alaa (B opdi yp Galy Jdd

Gy JS ¢ Agjgm Bl ) Ada u.J (100000) i anyy by .2
- Ay dualdd) daalad) (e Cfialill

A e falll hid Sl Y Uike (200) s aey ads .3
- oseal) aad)

e ABdlga an) Ayy o 5yl YT D . (6000) iia ads .4

Cofial) ABlS e el



dadall Eald) anl Gl anl
gy slia o aSall dua ) i o0y A3las A
28-11 b Ulaa 2 £ gilY) ALid Y 5
sl FEM 38l g dxtilal) dalail)
52-29 daaa Gl 12 o Jala ardall jladind s sl Jaiial)
(IOP) et
9253 g.'\..'\a.AJLﬁAg.i.m_e éﬂa@é\g#iﬂéi@lﬁj&tﬁgﬁm&
) daaa asdl zla e (A sl Ao
Al S a aSatl) hldi jhlda Jalas 48 sk gk
118-93 p ) ala 2 gu) ki e (HACCP) 4aad)
Juil€all jue o Ol Jara (8 LSl gl
daaa A A N " o B T - v
‘ | Blaasy AY) aladl) iyl
166-119 o p 8 it LI ) el 5

ubdll 3a)y 2

Laa s 48 ) culSadil)







10



A5l glaall g A3l gl g 4SS all At a glal) Aleads Caayl) daals Alxa
<l Ulaa 2 g g sl o 2023 als 26 2l 45 Alaal)

o) i) ARG BN Y aladll e ) sa ooy ANHaS Ay
K|
d}u‘g er‘ QUA.AA .?

-
s Lley a0

63 BN aSatl by lsn aal e o)) ABW BV WSt due)yled el
Chia¥) e da o gy Ll d))lall oda Sl LAuGl ds)al
I G e Laay sl o3a ool lidl ol L galel) BV el 8 53 sall
(G W )aSatial) cliahl ads GYHN) mha die dad o JaS JSE adin
bl o3a DA e s Allas b sha) ) el 1 g
eha Al e bl sl Gl &3 el Juadl o Jpeanll Leduls 448
i cadl Lol Lyl dajall alaaiuly HUail) slSlas &5 . JadY Al alag
Glaa o I8 elld (<1 aSanall Gy oSl 8 YY) mdans Jae 50 Canll 1a
o W bl of Laad cps a8 JUae ldy e Campal ) Sl 5)03)
Ll € Jlae cld a3 55l alaaialy 5o OSG Uadll Qs 8 550 (el
ChlaY)y JUadll Cus e aSaill 3)LE) Clialse o Jsie 568 B L SiabU)

Jaal i o caala oyl K0y

C_Lm Llall clapall (g3 BNY) oSl o BYY) aSanl) dalidal) alaly)
LYY

11




o1 i) ARiE BN N aSal) Aa )l gh #1009 ASlas A )

Analysis study for Super-Twisting
Sliding Mode Control Algorithm

Researcher
Eng. Hasnaa Akram Wasouf

Supervision
Dr. Eng. Jomana Diab

Abstract:

The super-twisting sliding mode control algorithm is one of the
most important second-order sliding mode control algorithms. This
algorithm is robust and capable of solving the chattering problem
found in traditional sliding mode control. During test the
performance of this algorithm shows that it depends on the sliding
surface's slope and the values of the controlling parameters. This
research aims to conduct an analytical study by which it
demonstrates the impact of these parameters, and how they can be
tuning for the best performance. This study was applied to a linear
and non- linear system. The system was simulated using the
MATLAB software package. The results of this research
demonstrated the sliding surface's slope in controlling the precision
of the controller but this was at the expense of the control signal
that became shaky. Alpha- o parameter has also been played a role
in reducing error value using a large amplitude control signal. The
beta- B parameter is responsible for the specification of the control
signal in terms of length and vibration and has a slight impact on
the error's value.

Keywords: sliding mode control, higher order sliding mode
control, sliding surface.
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Analytical modeling and FEM simulation
of a capacitive pressure sensor for
Intraocular pressure (I0OP) sensing

Abstract

Capacitive pressure sensors are among the most promising MEMS
systems in recent years, due to their low power consumption and
high reliability. Nano-MEMS sensors are now being explored
extensively as these sensors emerged from MEMS technology and
have many advantages. Compared to traditional MEMS sensors
(micron size), it has entered into many applications in various fields
such as medical and health care, automobiles, etc., as it possesses
many features that make it unique and very distinctive, such as:
small size, low mass, high sensitivity, and low production cost. In
addition, it is well suited for low pressure sensing applications
ranging from a few Pa to kPa.Based on the importance of Nano-
MEMS-based pressure sensors in the field of medical care, we
present in this paper a Nano-MEMS-based capacitive pressure
sensor for continuous sensing of normal and abnormal intraocular
pressure (IOP). The proposed nanosensor consists of two layers
(upper and lower) of ECTFE (Ethylene-chlorotrifluoroethylene) and
separated by a layer of zirconium dioxide (ZrO2). The membrane
deflection and capacitance change are discussed in this work, using
COMSOL Multiphysics (Software for Multiphasiques Simulation)
in analytical simulations and 3D modeling of the sensor.

The value of the maximum deviation at the maximum pressure of
8KPa was about 290nm for the proposed sensor, while the initial
capacitance of the sensor was 1.64 * 10-14 F, while the capacitance
after applying pressure was 2.5pF. These results are the highest
results obtained using nanoscales compared to previous studies.

Keywords: capacitive pressure sensor, NEMS, COMSOL
Multiphysics, FEM (Finite Element).
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Designing of an Aircraft Wing with High
Aerodynamic Performance Inspired by
the Wing of an Owl

(1) Mohammad Bashar Moainy (2) Mohammad raad

Abstract:

In this paper, we add a serrated trailing edge to a symmetrical
wing of the NACA0012 type, and work has been done to
determine the effect of changing the wave amplitude on the
aerodynamic properties of the wing. The research was carried
out at a range of angles of attack from 1° to 17° and at Reynolds
number Re=6*10". The results showed that adding a serrated
trailing edge to the wing results in better flow mixing, as this
mixing contributes to transferring an amount of movement from
the free stream to the boundary layer formed on the surface of
the wing, which helps dampen the turbulence behind the wing.
Mixing greatly affected the fields of velocity and pressure and the
emerging aerodynamic forces. It also affected the separation of
the flow from the wing. The results also showed that the
aerodynamic behavior of the modified models is better than the
conventional wing at high angles of attack. But the aerodynamic
behavior of a conventional wing is superior to that of a bionic
wing at low angles of attack. This explains why owls increase the
angle of attack when pouncing on their prey.

Keywords : Owl, Trailling edge serrations, Lift coeffient, Drag coeffinet,
Reynoldes number, serration wavelength, amplitude of serration,
Computational Fluid Dynamics.
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Applying the Hazard Analysis and
Critical Control Points (HACCP) method
on the plastic thread production line in
Al-Matn factory.

MA student: Hala Ahmad Alawad
Supervised by: Dr:Maher Alebrahem — Dr: Aber Almakaael

Abstract:
In line with the development processes and the great interest of the
World Health Organization (WHO) and the International Food and
Drug Administration (FDA) in applying food safety systems on
plastic food packaging, the packaging supplier is considered a crucial
step in the comprehensive process of ensuring food safety. Through
this study, we have examined the application of the Hazard Analysis
and Critical Control Points (HACCP) system on the production line
of polypropylene (PP) plastic threads used in the manufacture of
food-contact bags at the Meteen factory in Hassia, to control critical
control points (CCPs) along the production line.
After conducting the study and field analysis, we found that workers
on this line suffer from a lack of work parameter control and failure
to apply a safety system that complies with global standards for
plastic thread, which has posed a significant challenge in meeting the
demands of plastic bag suppliers for food packaging.
We have developed a series of steps that require clear identification
of critical control points, which are expected to reduce risks, reduce
waste, and make these threads compliant with health and safety
standards to avoid poisoning cases. Additionally, it is necessary to
provide the necessary training for workers filling food products in
plastic containers, provide necessary equipment to maintain product
safety, conduct periodic laboratory tests to ensure product safety, and
ensure that all products comply with local and international health
regulations and laws.

Key words: World Health Organization, Food and Drug Administration,
Food safety, Hazard Analysis Critical Control Points, Critical Control
Points
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Machine Learning Techniques for
Intrusion Detection in Software Defined
Networks (SDN)

Eng. Hind Mohammed, Dr. Akram Almorei, Dr. Ramez Al-Khatib

Abstract

Nowadays, networks and data are facing numerous attacks of different
types that put their data at risk. Therefore, the safety of information
within the network is very important. In order to prevent the loss of
valuable information, an Intrusion Detection System (IDS) is
developed to identify intrusions and intrusions from and notify the
network system administrator who provides network security. IDS is a
model used to detect network traffic as normal or offensive. Software
Defined Networking (SDN) is a modern paradigm that isolates the
control plane from the data plane, transforming the concept of a
software-driven network. By separating this data from the control
plane, SDN gives the opportunity to create a manageable,
programmable network, allowing applications at a higher level to
access physical hardware via the controller. A controller operating
within the control plane implements network modules and sets flow
rules for forwarding packets at switches in the data plane. Intrusion
detection methods have varied in programmatically defined networks,
.Starting from signature-based methods to machine learning
Therefore, based on the above, in this research, the intrusion detection
system and its methods will be studied, with a focus on machine
learning methods, by studying four machine learning algorithms on
standard SDN data set in addition to evaluating the effectiveness of
the algorithms The selection of features and the effect of features on
machine learning algorithms Experiments in this research have proven
that the use of the k-nearest-neighbor algorithm with the features of
the correlation algorithm and information gain was better than the rest
of the algorithms, as it obtained more than 99 percent of accuracy on
the data set.

Keywords:Software Defined Networks, Intrusion Detection
System, Machine Learning, Feature Selection, Classification.
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sl il

ol A Adlayl bl o paliEl) oSl 8 @bsSall aae sal) pa o
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(Information Gain)clagiaal) cuus 2-2-4

398 (530 iy o 58 Afilias) Apald . (Information gain) clesbedll ol
s LS mma Gally Ji bl Capiatl) 4610 il J8) e sheal) (s
7 JA

High inlommation Low information

information gain 4« /s dec mus 577 JL

gtbliag qilish -5

Lasiionl) Ul 4s pana cisags 1-5

L ymall IS8l Jlae 8 dplaal) ULl de sene aladinl Gl 13 b
& bl e Jass e e ST et ) [33] Kaggle adse (e 3353k
Ty Al IS 8 Cileng)) i Lehiad Chagy (asy ISy Lol
Juadl sa Jla¥) 1 Ja meag Olsie aa e 79 (e Jlail o IS 05S
clangll &\)ﬁ (e s B @aliie)
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Gl Caw e (s5iad o lily JLals dabe sae e il gan &

8 Jall uw «(DDoS, Brute Force, XSS Traffic, Sql Injection) culaaa
Slilal) e sane b Clanglly Lnydal) Clilall £

4550 _<9|5/2_ 60

= Benign = DDoS = Web Attack Brute Force

Web Attack XSS Traffic = Web Attack Sql Injection

Ll de sena 8 Clangll s dmplal] Ll ¢ 55 8L

21N Gunlia 2-5
accuracy cigwaill 483 1-2-5

220 A i) A8 allas aadis Latie Bale agins Lo o Cauiall 28
LAY el Jleal) asall ) Gl bl

A JC ) s Yl e glidie 230 @l Gl 13) L da JS8 Jeny 4
Gl 72 ' A5l e clie 798 dla of Hlae¥) 4 aail (JEa da e
liadsal dhany o oSy celld 2ay oLy Aualdll Cupail) degane 8" A8l (g
AR ) i s Ae IS 50l Gupb o il 382 e 798 e Wseany

s Tasl e cle 760 ae Ll deseas o zisalll Guin Ll S e
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Aadly Conaill 483 /60 ) (misn HLoalY) A8 b e Al e e 740
OsS5 Leavie Agall AKEA) 50 L Adlall 48 sty ) Lulua) et LS
AU (e ge lilelad 13 LTas Alle ) Caiall il f LA Cagoail) 440
IS e LIS el Glange adid Glaye pasil b QS DS (8 (Bi6 sy
Slagaidll (e el sl padd Jlu)

:3 Aaleally d8al) axs

Accuracy=

number of correct predictions (3)
total number of predictions o

Confusion Matrix 2-2-5

N iy A dighias et all) s WS ElEY) Adgiias
2 dsaill Lol
pxi 10 ) i ) Sl Gy Ll L U ot DG Wl o Gyl
coas Aime JWo) Aiwml 38 adgy Al Ly Galdl) Caiad)l Ll dlaf LY
rlli V) ddgiine 9 JSA

Predicted
Negative Positive
Negative True Negative False Positive
Actual
Positive False Negative True Positive

LY & giema 9 S

pxd Aadll ilill Sy and Lgd Lags Al VS TP dgsall cilulagy) o
Y adll U IS5 Y Ll Lad g Al VAL TN ddss Slpl @
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Y ladl) il S ani L Lads A YA PP cilulaly) o
cani zHAY) OIS Jdadlly Y e Lindgi A VA 0 PN 23SH cllud) o

o LSl Gl e sagasall sl dangie 3l Adghiad) 45 Gl (e
14 Aslaally a5

Accuracy =

TruePositive+TrueNegative (4)
TotalSample o

434 Precision 3-2-5
G Aaa ) il de o loguie dagaiall Lulagy) &bl e
15 Al 8 minge s WS Caiadll L b

Precision =

TruePositive (5)
TotalPredicted Positive

L) aeny sl ClplagY) C Dol o 883 ol ey

e

glasiwy) Recall 4-2-5

Gl Gl aen 2 o logude damall Lula)) &bl s o
() @ e sy S ) Gligal) aen) Al
sl mea IS8 Addall Glylag) sasy Y z3sal Gulie s g lagi)
16 Aalaally eiaga

TruePositive
Recall= — — ...(6)
TruePositive+FasleNegative
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F1 Score 5-2-5
s FI Ble glas .o la iy 480l g 816l lugidl 58 F1 Score
ALaYU (e JR Letiay Al AV 2o )caiadl 48 gaa pdy ([ 0]

A e )

o DS Tane Gl aay gl LTy cdadly 483 J8Y) & Lo i) o805 Allall 481 i
Jslad . duadl z3saill ¢l IS FT daps ) WS L Ll Canamy A V)
7 Asladlly meaase Lualyy celedinls 48300 o G)lsll slayl F1 Score

F1score=

2xPrecision*Recall (7)
Precision+Recall

culadll 3-5

Clige et ) BLAYL san e sasly S e L) ey a Gl s
73 Ayl £ Ll el 38 aladind S 5 Correlation s Information gain
oda Galai Ay Cusy KNN,RNN,DT,RF a5 sas e saaly IS V) sl
Acgena apl dias ) Jal (e Uil WSS 5 ) bl e sane o ool
gy ol ally Je V) bl 23l laaY askey il 80% ) bl
.overfitting 233 dasSall Aplee aialy leale cuailly gy
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Laa s 4 ) cledd) A Jleal) Ciliasy (V) aladl) el

= exploratory data anlysis Adliciay) ally) Judas e
clibal) ds gana
L) bl de sanal Caay 10 IS maasy

i |data.describe()

' - Total Total Length  Total Length
Destination . Total Fwd Fwed Packet  Fwd Packet  Fwd Packet
Unnamed: 0 Flow Duration Backward of Fwd of Bwd - . act
Port Packets Packets Packets Packete Length Max Length Min  Lenpth Mean -

count 1.1283332+06 1.188333e+00  1.188333e+00 1.188333e+0§ 1.188333e+00 1.18B333=+00 1.128333=2+00 1.188333e+00 1.138333e+08 1.188333e+00
mean 5941850=+05 B5.4202432+02  1.252180e+07 ©506210e+00 1.075102e=01 7.8430112+02 1790203=+04 2814850e+02 Z3582180e+01 1.154380e-02
std 3.42304232+00 1.915082e+04 2170010407 7.448220e+02 9.806083e:02 O0.758152e+03 2.202589<+08 1.456063e+03 1.207380e+02 3.010215e+02
min  0.000000=+00 0.000000=+00 -1.000000e+00 1.0000002+00 0.000000e+00 O0.000000=+00 O0.000000=+00 0.0000002+00 O.000000e+00 O.0000002+00
23% 2070830=+05 5.300000=+01  1.670600e+04 2.0000002+00 1.000000e=00 2500000=+01 G.000000=+00 ©.000000e+00 0.000000e+00 G.0000002+00
50% 5941850=+05 B.000000=+D1 2791840e+05 3.000000e+00 2.000000e=00 <£200000=+01 1.410000=+02 2000000e+01 G.000000e+00 &.500000=+00
T3% 8.012480=+05 44300002402 G.103837e+08 5.000000e+00 35.000000e=00 Q.000000=+01 5.522000=+03 4.800000e+01 3.200000e+01 4.500000e:01
max 1.188332=+08 6.553200=+04 1.200000e+08 2007550e+05 270686005 1.197108=+06 6270000=+08 2336000e+04 1.720000e+03 4.183057e+03

8 rows x 79 columns
LY i) de pene Cimy 10 S
minimax aladiuly clbal) () gkl

Total Fud Fwd Fud
Unnamed: 0 Destina;ig: Dur:tli?l: Pa;itt‘::l Eaéi%::l Ia:':.m Tmalpliig:EE LP::E::( f::;ﬁ: f::;:: act_data_pkt fwd min_sep_size_
Packets Max Min Mean

0 0000000e:00  oooi22t S221H3E g popoa0 0000000 0.000025 0.000000=:00 0000257 0.00347TD D.0G1434 . 0.000021 t

1 astsiste7  oooeven 202005 qopoms  noocost 0000587 391770305 0019292 0.000000 D.0OTOOZ .. 0.000028 (

2 1gea03te0s  oooaTen U opnnoss 0000044 0000820 5404418206 0028541 0.000000 D.016858 . 0.000052 ¢

3 2524547e 08 000aTe0 2120 pooooss 0000085 0001013 8724083205 0.034780 0.000000 CO1BTIC .. 0.000083 t

s a3eeoeze0s  ooooeoe SP%0 pooooos 0000007 0.000087 2150050807 0.002228 0.030075 0.012431 .. 0.000005 (
187777 ooomosee 01 0002106 Y%= onoons0  0.000000 0.002530 0.000000=+0D 0008874 0.13¢7ED D.0SETOT . 0.000052 ]
nerr7s ooooerse01  orvesse DU gnooooo  0.000ts 0000005 47R4BECeDE 0000257 0.0034T0 DOG1434 0.000000 ;
187775 ooosesze0t  oooosoe 2L gnoooos 0000007 0000038 733652305 0.000835 0.013302 0.005438 . 0.000005 ¢
1e7780 egoooeze01  000tzzt ST 000025 0000000 0000030 0.000000=+00 0000257 0.003470 0.001434 .. 0.000025 t
187781 1.000000s+00 0001221 T3 00020 0000011 0000127 2580842005 0005736 0.000000 0.00T2T .. 0.000021 (

187752 rows = 79 columns

sdil] Lulae dey ULl de gana 15 JSE)
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correlation based feature 4.jlsd aladiuly A1 4ol <

:selection

il af el & byl LAY correlation  Lalay¥) Ay ylsd aladd i
(A el A lsad) cilael aa 20 JSAll munge s LS Y Aleall
' Destination Port',' Bwd Packet Length Min'," Min Packet Length',
min_seg_size forward',' Packet Length Variance',' Max Packet
Length' ' Average Packet Size',' Packet Length Mean',' Packet

Length Std','Bwd Packet Length Max',' Bwd Packet Length Std',’
Avg Bwd Segment Size',' Bwd Packet Length Mean'

:correlation ga DT guki e

1 Jsally Aol el (35 LAl 5yad Gl

DLl & o S eyl 1 s

parameter value
max_depth 5
random_state 10

criterion ‘gini’
min_samples_leaf 30
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correlation g2a KNN (3.li o

2 Joaalls daagal) ciliiabll By Hla ol Aaaylsd Gudas o

s o Gl ed il L 2 Jsoa

parameter value
n_neighbo 3
metric minkowski
P 2

correlation g« RF 3uli e

3 Jsaally Anagall el By Ayl Bal) Gl 5

i pubel) LAl ] 5l e 3 o

parameter value

n_estimators 100
random_state 0
min_samples spli 20

correlation 2« RNN 3l e

4 Jsaalls Raimgell Sl Gy RNN s

RNN <ol b4 Jpan

parameter value
Layers 4
epochs 50
batch_si 512
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1.02

0.98
0.96
0.94
0.92

0.9
0.88
0.86
0.84
0.82

0.8

Agia glaall g b S 5 LSSl Apigh o ghal) Aluaas

i

Guhbdll aly 0 eeaxie laeair

Cuayl) daala dlaa
2023 pale 26 2l 45 alaall

G s 5 ) s sl Gy e leally Colall Ao sene aud i

il Ay

a3 jlea .1

Chse aladin) die AN QUL degand 83 jlee 12 JSA1 maag
dsaiylen J el Juadl cuil€ a4 482 J8T RNN 440552 culac corTelation

Accuracy
0.99368 0.9943 0.99416
DT KNN RF
m Accuracy

Dl il

0.87152

RNN

correlation < jus plasiul sie 1Y) i) de senal D82 jles 12 S

f1 score jlaa .2

Shse aladiu) vie IV bl degend flscore lme 13 JSA) maas
Al Aysluie bl il cpa 4 Aams J8T RNN 3u),)a culae .correlation
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f1 score
1.05
1 0.99 0.99 0.99
0.95
0.9
0.85 0.83
08 -
0.75
DT KNN RF RNN
m f1 score

correlation < s phaiiul sie  AsY) cililul] de seaad fl1score ks 13 JSi

roc_auc_score jlza .3
e aladiad v JY1 cll) desandd rOC_AUC lme 14 JSEN muagy
A Ag)liie bl CwlS cpa 8 A il RNN 4 )58 calac| .correlation
<Gl lead)

roc_auc_score

1.2
0.99042 0.99154 0.99112

0.80439
0.8
0.6
0.4
0.2
0
DT KNN RF RNN

® roc_auc_score

=

correlation <l js plaiinl sie 1Y) Cililal) de penel roc_aquc s 14 JSEI
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e pladiul die cwlie e RNN aladin) o maalgl) e gl Jdalas day
G5 g Apliias Barm gl cilae 88 il yleall 3L Al Wi correlation
Ol ol Daay el a

information gain alaiialy 400 4,00 <
aleill 7 3as apl £ Ly 5 el LaaY information gain e s alaiul K
Al el Aeyleall cidae§ un 20 JSEIG unge 1 LS V)

"Total Length of Fwd Packets',' Average Packet Size',' Fwd IAT
Mean',' Flow Duration','Fwd IAT Total', ' Fwd IAT Max', ' Fwd IAT
Std'

:information gain g« DT 3yl e

.5 Jpaally dacisal) A 38y Al B ks

AN 8y S yiel )b 5 s

parameter value
max_depth 5
random_state 10

criterion ‘gini’
min_samples_leaf 30
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information gain a« KNN 3uli e

16 Jsaalls daagal) cliiabll By Hla ol daaylsd Guda o

o il e LA il 6 s

parameter value
n_neighbo 3
metric minkowski
P 2

information gain z« RF 3.l

7 Jsaally G gall i) (3 dtlpdall AN Gl

Ll gl Dl 2 ol s 7 i

parameter value
n_estimators 100
random_state 0
min_samples_spli 20

information gain g« RNN 5.l e

/8 Jsaally Raiagell liabld) Gy RNN ks

RNN </ yisl L 81 Jsa

parameter value
Layers 4
epochs 50
batch_si 512
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1.05

0.95

0.9

0.85

0.8

0.75

Agia glaall g b S 5 LSSl Apigh o ghal) Aluaas Ga) daaly dsa

i

bl 4y (Sepsl e s 2023 ale 26 2l 45 sl

o 3 @ oY) i bl B85 el lsalls ol Ao sane i 4
el Al

a3 jlea .1
Chae aladiul die IV GUL) degendd WA Jlxe 15 JSA1 maag
clel g el duail s il Ay )ha kel Linformation gain

.ol J8T RNN 203,154 daa)lsa

Accuracy
0.99544 0.99929 0.99794
I I I 0.84069
DT KNN RF RNN
= Accuracy

information gain </ 2230/ die Lildl) Clilul] de panel L00) jles 15 JEL

f1 score jlaa .2

Shse aladiul vie JGY) bl degend flscore lee 16 JSA) muas
Bl il a8 dam Ji RNN 4wyl kel Linformation gain
- lsall dugl Ay sl
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1.2

0.8

0.6

0.4

0.2

f1 score

1 1
I I 0.8
KNN RF RNN

m f1 score

0.99

DT

information gain </ e alaiiu/ sie Lilil Cililul) de senslflscore bee 16 JSIN

roc_auc_score jlaza .3

informa cljse aladivd die  JY) bl de geadd 38201 Hlxa 17 JS31 muagy

.tion gain

oaiaie RNN Gl oldf 8 a6l duadl s il 4 )l cilac

1.2

0.8

0.6

0.4

0.2

roc
0.99518 0.99904 0.99687
I I ]
DT KNN RF RNN
B roc

information gain </ e aladic/ die (¥ Clilull de saned roc_auc ke 17 JS
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alatind vie Calie e RNN alasin) of lgde Jpaal) 28 ) bl o Laadls

.information gain ).

-

correlation jinformation gain alaiiul A Ay adl) =k

el o5 il LAY correlation g information gain ey lsa aladul S
Chall ey sl calaef Cua 20 JSAL muase s LS Y alaill 7 3 )
aul)
' Destination Port',' Bwd Packet Length Min',' Min Packet Length',’
min_seg_size forward',' Packet Length Variance',' Max Packet
Length'," Average Packet Size',' Packet Length Mean'," Packet
Length Std','Bwd Packet Length Max',' Bwd Packet Length Std',
Avg Bwd Segment Size',' Bwd Packet Length Mean’, 'Total Length
of Fwd Packets',' Fwd IAT Mean',’ Flow Duration','Fwd IAT Total', '
Fwd IAT Max', ' Fwd IAT Std'

correlation g information gain ga DT guli e

9 Jyaally daisal) ) 38y Al B (ks

DLl 5 gadd &l e L9 (Jpan

parameter value
max_depth 5
random_state 10

criterion ‘gini’
min_samples_leaf 30
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correlation yinformation gain ga KNN (3uli e

10 Jpandly A sl ol iahlll (385 sla ol Baa) e a5

b e a3 il L 10 Jsas

parameter value
n_neighbo 3
metric minkowski
P 2

correlation 4 information gain 2« RF 3uli e

1 Jpaally Kaamgal) el (385 lpdall Bl Gl

Ll gl L) ) ial e 2 s

parameter value

n_estimators 100
random_state 0
min_samples spli 20

correlation jinformation gain 2« RNN guli e

12 Jsoally daimgall el 355 RNN ks

RNN &) yial )12 Jsaa

parameter value
Layers 4
epochs 50
batch_si 512
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1.05

[ERY

0.95

0.9

0.85

0.8

Aol slacal) 5 Ay gl 5 ASlSsal) Apuaigh o slall Adual ) dnals s
bl 4y (Sepsl e s 2023 ale 26 2l 45 sl

@ WSd & A el s Cliahl Gy baplsalls cyladll desene andli Ky
Jeadl) 2y

By jlaa .1

Gl ahadind 2ie IV GUL degendd A8 jlee 18 JSAU maas

s information gain

RNN 2 s cadaef a8 1ol Jumdl la (il 40 )53 culae .coTrTElation

.;\Ai dﬁ
Accuracy
0.99603 0.9997 0.998446
I I I 0.87475
DT KNN RF RNN
= Accuracy

correlation s information gain </ e alasiul sie oY) Clibul) de ganal Lyl 18 S
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f1 score jlaa .2

‘e aladind vie V) @bl degead flsCOre e 19 KAl may
o b dam Ji RNN 4u)))a culel Lcorrelation ;5 information gain
e Al il Ay glidie il il

f1 score
1.05
1 1 1
1
0.95
0.9
0.85 0.84
0.8 .
0.75
DT KNN RF RNN
= f1 score

correlation s information gain </ e pladin/ die JsY) Clilul de sanal flscore s 6 JSLI

roc_auc_score jlaa .3

informa i alasiud die 1Y) bl de gendd 28201 Hlra 20 JSEN iy
cilae cpa 8 el Juadl s il 4 ylsa calac Lcorrelation  tion gain
1ol Jil RNN d)lsa
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roc

1.2
0.99597 0.99967 0.99763

I I )
KNN RF

RNN

0.8

0.6

0.4

0.2

DT

® roc

correlation sinformation gain </ i ahdiu/ sie  Js¥) cililyl) e send roc_auc bes 20 JSE

alatind vie alie e RNN alasin) of e Jpemal) 2 ) bl o Laadls
Dl ol 4gay lsa kel opa 3 corTelation a information gain - e

.;\JT d,\asi
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LAY Uil dspana @il arand padle o
IsY) bl de gane il apaad AN 13 Jsaall mngy ©

Sl de gana gilii gran] 0N il 13()5n

Info-gain_Corr Info-gain Correlation
0.99603 0.99544 0.99368 DT
0.9997 0.99929 0.9943 KNN
0.998446 0.99794 0.99416 RF
0.87475 0.84069 0.87152 RNN

S5V UL de sane il paead flscore 14 Jsaall mng ©

Slild] de gana ilii mand flscoreld Jss

Info-gain_Corr Info-gain Correlation
1 0.99 0.99 DT
1 1 0.99 KNN
1 1 0.99 RF
0.84 0.8 0.83 RNN

LAY Gl Ao sane 35 aaal rOC 15 Jsaal) sy ©

Clilyl) de gane milii aran] rocl5 s

Info-gain_Corr Info-gain Correlation
0.99597 0.99518 0.99042 DT
0.99967 0.99904 0.99154 KNN
0.99763 0.99687 0.99112 RF
0.8095 0.78575 0.80439 RNN
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Sluagilly clalitiuad) -6
Lo sil) ALl o3a \ghadd i 28150 Limase A ymall OSSN Al Canl) 134 b o
Gl ) gams of oSa Gl W) eyl & LSy il e 4
Clagdlly Lhall Galisy Jlall i€ dakil Lpaal @iy Lies baay dd el
el L 2a3iy Yoeas dalai¥) sda el AASs Gl sda o cilanglly
sally Ll Gl e lgadl Bl gylll e e oo @ni N N
o€ dakil Jlae 8 Y1 abel) ol Al S elld dal ges saall laagll
P e N Al Gliae o cld) aladin) b Ay & dua dlal

Information gain; Correlation a; el loal Glu)yld aladiul

5ol il B las Adlstal) Bl DDA Biad ay (V) b3l il lsas
& Information gain iujlss e mey L Auhny RNN du))sa
Al of olaal cadl cuan V) aledl) Gyl e Correlation iyl
e JuadY) » Information gain «« Correlation &y aladinl s il

(e Al elal ol (e pe )l e ey lal B
b 5l Graey 1 ale ey o Ay (Sedl o Al cilallaill dpall
& A8 Bk Greall aladll Gl tunning aladsn) 5 Jlall CadS Jlsae
Taaplsn IS JLall RIS (aly i ey Awdp ) ALYl Jlall Gl

bl CadS e oy b i JSI Aalal) Apluall illkiall 3 peal
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