ASHIS el dpnadiglh a slall dliiles
Atila slaall 5 400 4eSl) 5

Iy 99 dasae dale Alae

5 23l . 46 alall
a 2024 . » 1445




qubdl) hald) Lo | g )

Gunl) daala )

Aaal) ¢ Jgpmaal) aal)

oadll ) asba aldyy o i

Gl daala Alae €a e

Gl b analy) 2




letle 8 cpe U (s ) daadall gl i ) Aladll Cangs
p AU lgially Jlasy!
Conl) daaly e Al Gl

(77) « - 0a - Al By L Gl daala L paaa . Ay s

++ 963 31 2138071 : Lusld [ cisla .
www.albaath-univ.edu.sy : i) adga.
magazine@ albaath-univ.edu.sy : (g ASM) &l .

ISSN: 1022-467X



M\hhﬂu@ﬂ\bjﬁ

sdggllaal) 354
CD [/ word + (Aaslal) [ K [ Galll aul fsn Canill (0 ddy54aa2 @
Alaall Jas b s Buie Caaill (1
alee Bl ol + ale iny il
e il it Galdl oS 1Y o
Al gay Copliall HgSAN (e QUS + yiiale [ olgiSall diants DB (3)) o
Alad) b Ll e
5 Ai gae Gald) S 1Y e
saldic) o Z8lpalls and 8 5l aadl Slasl gl Gulaall OE 3]
Al G
sl daala g (e Loy Al puiae ol oS 1Y) o
lee Gy o5 Ayl Aglly pme 4l Calii 4uS ol (e QS jliaa) ang
Ayl s
p 4l Agll B lpdae Galdl IS 1Y) e
oy e adly abea iy Lay ¢ Gl eha) ley 5 OlSe 4 2aay QS 3]
e
Loy Apaniglly bl aglall) el Laailly AY) gadl) o Eaad) i oy -
:(Asalaily
(omadldl dlgs 8 Aalite Gl ) (K 5 pe padle. . ) (e
Ledia -1
Gl o -2
Gl @by alse -3
\gatdliay il —4
. Glhaglly alhbnyl -5



- L) —alaiy) — Y ) cblst Aty Y sadl) o Gl i Ay -
P(Alay) astal) apang dfaagal) Al — daluaad) — (5 ghal)
(omadlall Al Aalise LK) 3 5 pe gadle.. Gl Glie -

Aadie L]

RVERREN LN FLIA 1 )
a5 canll Galaal L3
g g Gl luad 4
AdhaY) ailiy s 5 Gl Glallaias W5
AL Gl 5 gl Uyl .6
el 5 Cndl mgia 7

Jelaily 2280l 5 Gl e .8
SCaal) il 9

aag o) Eaaall Gl i 10
abally soladl il 11

t sneSl e Gl Aelb oW A5V laley) slie) iy -7

.B5 25%x17.5 Gysll Luld

o 2.5 Sl 2.5 Cpa — 2.54 Jid —2.54 el rdaiall Gl o

1.8 daiall Jui [ 1.6 dssall () -~

20 _ské Monotype Koufi. olgiall tanlids haall ¢ 8 —&
Simplified Arabic due &l (ysliall . ale 13 L Simplified Arabic aill 4,U<.
oape 13 s

el 2 s ¥ Gl 8 Al Jglaalls gl uld 5% ol slebe g 2

52 Ys g Sindl ld L) e Dol 2y W iy Gndl el e Ja 3 -8
dala ) sl
i AT e T b opi pae o hein Jay Alad) b il ey f s 9
(oAl Alaa (ol B oy are Cangy i) Aaals Alae b ill ) ol Jla

sl A pan Al Glepagall 3ol e b3 L gsine Go doie e SW —10

5



plasind Jumiyy dadiall ady 25 [1] 1 U I3 e (aill Gaca gab) i< —11
ol oy (A a8 sl Com WORD )55 aldas o8 4 Jseenall (35 5SY) (laagill
el Al 8 )
t AN 3y (Anilag ) Cajal) 45y A5l aalal) asas QiSS
Tlial aagall s 3. ]

Liajins Lgaiiy . il di. Alald 4aii 2V e J5¥) Cipall . 5508l CapaV L 35S0

Al ) daphall . Aliald Lgagiiy Hlill Hlo. Alad 4xfiy Jod il gy QUSH Olsie (—)
A Lgaiiiy QUSI) Cilaiin 23e . Alald Lgagiiy ) ol (4G,
relld e Je L Ly

-MAVRODEANUS, R1986— Flame Spectroscopy. Willy, New York,

373p.
i) ARUY Alae (B Dpdida Uiay gaall IS 13 .

4al gy Alaall ol (Alald 4y Gl Glsie Caliay Sl A aunlly S 2ey.
daldll cladiall A Alals laxyy (Al UK ) daally alad) . Alald 4ags Jad
Alaal) e il

selly e Jbia

BUSSE,E 1980 Organic Brain Diseases Clinical Psychiatry News |,
Vol. 4. 20 - 60

3 Aay) GBI ) Adyeat canad Aoad) ARl Dy sdie cuad) of asall S 1) g
P

(In Arabic galall ) 4yl gaball dlgd B i (o g ) sl




) daala Aaa B pddl) pgu

Gy JS 08 Ay g 5l Gill gmu)l ued (40000) S am) b .1
canal) daaly Alaa (B opdi yp Galy Jdd

Gy JS ¢ Agjgm Bl ) Ada u.J (100000) i anyy by .2
- Ay dualdd) daalad) (e Cfialill

A e falll hid Sl Y Uike (200) s aey ads .3
- oseal) aad)

e ABdlga an) Ayy o 5yl YT D . (6000) iia ads .4

Cofial) ABlS e el



daial Galyl) aul ia ) a
44-11 Qe G (A B8 L) Y Baysa 45
A9R) S 2 (i) AT A Cilal) (g giua
OMA aalaial) aaniall JaH 18 45 e
‘aaa Uagh & PD-NOMA saliall g
oo - f SIC e lsh Gakiiy acluall
delainl) pamaddl
106-83 f:‘uh '?_, daga o Al A3ll) el gl anals
- sy ey s e e S e
a5l a0 150 JLAY) slad i gall (o adsl)
I ol L3 AN 3813 Jlatay ddlad dubw
146-107 ¢ o= O 38 58I Jladud Aad Al

dpaaal) aals o

Blamall L) cilSuds (B cdgal)







10



4 ila plaall g 4l gl 9 ASailSaal) dpaigh) o plad) Aleabes Giayl) dzala dlaa

Cary 3

Q9B ke 0 Gma s 2024 ale 5 aul) 46 Alaall

gt gl iy ool SLiLyall &l dsgan dp i
gaalaaadl Goa3asll g3 i

G385 sl .o SYENTWERIA
) Sl xin and ¢ S0 i ) ASal) dxin and ol 50 Cllls
LSl Auigl) 4 el sally LSl al) dusnigh 44 el salls
Gandl daala (Al Caadl dnala Al Sl
oadlall

238 (re rams .+ yaS o luding it alaalys de stie lily Aplaud) Al Jais
dalise Caliial ) 535 Lo clulaad) 8 lise 4358 bl Tagllas (5<y culalal)
Cargd il yalat e Y S clIA LSS Al gl e i Al ) L il
i) o3 aaind cale JXE . At Aalue Blgivl Jil ) Kl il CasS )
e el o3 Al 15 o5 s edalaad) ) 5305l Culalall A3l dad s e
3V Camy oS8 ) (Al 8 3850 Jglaa Gena Ajaall 285 i
GlE - Ldall Joda afy LalSE (Al o~ Uida Jgday Jasiys Ally coaliaill 2100 lually
a3 4l o 5y ,Sall uldlal) LY 4 o Candl s 6 L aobiadll 4y
e Sy (U 1024 Jskay A5 - Lida £ Lisy (Fowler-Noll-Vo) FNV 414
sac Johas o Laily Liad A5l = Uike e Caall deju 53050 L aalaill Ao Julis Jal
Gigaally suadlly 5ysaall) Ll e g si ST Jglan dagl WLl 3 saasie Guyley
criall Jhall sl e uledl) o3 adia’ L uyled Bpde ey Jsan IS5 o paills
Coedl) (Y Dl Ll J5aY) o Like 4t 2.9 (im0 e Lad 286 Cuay
7 lihe & Al AV el e pLy elldy cae il Gilsad) Jsanll e (anaddll
—FNV  iaolsa — 3,80 cabiball o W) — deacall bl sdalidal) ealalsl)

Galad Al

11



) Al A Gilal) 5 gia o 3 Sal) clibl) sl Baaa 4

New Technique for Deduplication Data

at File—Level in Cloud Storage

Eng. Hasan Hasan Prof. Ammar Zakzouk
PHD student, Dept. Automatic Control Prof, Dept. Automatic Control and
and Computer Engineering, College of Computer Engineering, College of
Electrical and Mechanical Engineering, Electrical and Mechanical Engineering,
ALBaath University ALBaath University
Abstract

Cloud systems receive various data, in huge volume, and at great
velocity. Some of the files being uploaded to the cloud may match
files that already exist, which can lead to storage space being
wasted. This can have a negative impact on the overall system
performance. Therefore, it was necessary to develop techniques
aimed at detecting duplicated files in order to save storage space.
Generally, these techniques depend on calculating hash values of
incoming files and comparing them with the hash keys stored
within hash tables in the cloud storage. The hash value must
consider the collision problem. Collision is related to key length,
the longer the hash key, the lower the collision rate. In this paper,
we will present a technique aimed to deduplicate files. This
technique uses Fowler-Noll-Vo (FNV) algorithm to create hash

key with length (1024-bits) to reduce the collision rate. In order to
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speed up the searching of the hash key, we built multiple tables
with multi-indexes. We created four tables, one for each type of
files (video, image, text, and audio). Every table contains ten
indexes. These indexes are based on the decimal system. These
indexes take values from () to 9. The hash key of the incoming file
is assigned to the specified index of the hash table based on the

Most Significant Bit (MSB) in the hash key.

Key-words: Big Data — Data Deduplication — FNV Algorithm —

Cloud Systems.
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1. Introduction

Big data has three main characteristics: volume, variety, and
velocity. Big data comes from different sources with huge
quantities and different types, and at a high flow rate. Big data
also varies in terms of its structure. Structured data refers to
organized files with specific formats, such as relational data, which
can be easily stored, retrieved, indexed, searched, and modified.
Semi-structured data, like email or XML data, possesses some
characteristics of structured data. Unstructured data, such as
images, videos, and audios, can be difficult to handle using
relational data methods, as they do not have predefined formats
[1],[2]. Therefore, hashing technique is used to index and retrieve
this data and deal with it through the hash value [3]. On the other
hand, duplicated data is part of this data and takes up a space in
the cloud storage. Especially, the unstructured data that takes up
the largest part of this space. Therefore, techniques to find
duplicates had to be developed for using the storage space
effectively. Data deduplication process depends on using a hash
algorithm to calculate the hash value of the file coming into the
cloud storage system. If the value of the incoming file matches the
hash value of a file that already exists in the storage system, the

incoming file is not stored. A hash table containing all hash keys is

14
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used for stored files [4],[5]. However, as the size of data stored in
cloud storage systems increases, the number of hash values
stored in the hash table also increases. The larger the table, the
longer it takes to search for a specific hash value. To solve this
problem, multiple hash table are used to reduce the time
complexity. Each hash table is dedicated to a specific type of
data, allowing the incoming file's hash value to be compared with
the corresponding hash table for that file type. This approach
helps to optimize the retrieval process and to improve efficiency
[6].

Data collision is an important problem when dealing with hash
algorithms, which results when two files with different data have
the same hash value. The length of the hash value plays a role in
reducing the collision rate. Generally, a longer hash value reduces
the chance of collisions. For example, Message Digest-5
algorithm (MDS5) produces a 128-bit hash value, while Secure
Hash Algorithm-512 (SHA-512) produces a 512-bit hash key, so
the collision rate generated by the SHA-512 algorithm is lower
than the MDS35 algorithm [7]. In this paper, we will introduce a
technique to speed up the process of finding the hash value,

taking into account the problem of data collision.
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2. Related Works

In the cloud, deduplication process is divided into three types
based on deduplication technique implementation time, namely
User Side, Cross—User Side, and Server Side techniques. User
Side Deduplication is done at the user level before the data is
uploaded to the cloud. In Cross-User Side, the duplication is
detected at the moment users' data is uploaded to the cloud.
Thus, this technique is more effective than User Side
Deduplication. In Server-Side Deduplication, incoming files are
compared with files stored in the cloud, so that only unique data is
stored. This technique is considered the most effective technique
[8].

We'll show some of the cloud deduplication techniques:

1- A technique was proposed a technique to deduplicate data
based on client-side. Deduplication process obtains before
uploading data to the cloud [9]. This technique reduces the
volume of data uploaded to the cloud. But since the process of
deduplication is done on the client side. The uploaded data may
match previously stored data.

2—- A technique was proposed that used MD5 to deduplicate all
types of files. A hash table contains all hash values of all files. For

every file coming to the cloud, its hash value is compared with all

16
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the hash values in the cloud. If the received value does not match

one of the stored values, the file is stored. For each incoming file,
it is compared with all files, and this complexity increases with
more files stored in the cloud [10]. The time complexity of this
method increases as the number of files stored increases.

3- A technique was proposed to deduplicate data from multi—user
before storing data in the cloud. When users want to upload data
to the cloud, the duplicated data are detected to obtain the unique
data, then upload data to the cloud [11]. This technique is
considered moderate in effectiveness and time complexity among
previous techniques

4- A technique was proposed to deduplicate data in Hadoop.
Hash table was designed in name—node. For every block of file
was used hash key using SHA-512. Each hash key is compared
with the existing keys. If it does not match, the block is stored in
Hadoop Distributed File system. SHA-512 generates hash value
with 512 bits. So, SHA-512 has the lowest collision rate than the
previous algorithms [12].

5- A technique was proposed to solve the storage issues and
deduplication in Hadoop. A table with hash keys is built in Hbase.
The SHA-256 was used. The process of reading from HBase is
faster than Hadoop Distributed File System (HDFS) [13].

17
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6— An approach was proposed to improve the searching time of
duplicate data. dedicated hash tables were designed, hash table
for each digital data type. For each incoming file, its hash key is
compared with the hash table corresponding to its type. Thus, the
time required for the matching process is reduced compared to
previous techniques. However, this technique did not give
importance to the type of hash algorithm [6].

7- A technique was proposed that used MDS5 to check whether
text file is available over cloud environment before uploading it.
User uploads file hash value to the cloud server, then check

whether the hash is existed or not to store the text file [14].

3. FNV Algorithm

Fowler-Noll-Vo (or FNV) is a non—cryptographic hash function. The
current versions are FNV-1 and FNV-la. FNV currently comes in
32—, 64—, 128-, 256-, 512-, and 1024-bit variants [15]. FNV
algorithm has three characteristics:

1- Speed of computation — As a hash designed primarily for hash
table and checksum use, FNV-]1 and FNV-la were designed to
be fast to compute. However, this same speed makes finding
specific hash values (collisions) by brute force faster.

2- Sticky state — Being an iterative hash based primarily on

multiplication and XOR, the algorithm is sensitive to the number

18
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zero. Specifically, if the hash value were to become zero at any
point during calculation, and the next byte hashed were also all
zeroes, the hash would not change. This makes colliding
messages trivial to create given a message that results in a hash
value of zero at some point in its calculation. Additional
operations, such as the addition of a third constant prime on each
step, can mitigate this but may have detrimental effects on
avalanche effect or random distribution of hash values.

3- Diffusion — The ideal secure hash function is one in which each
byte of input has an equally—complex effect on every bit of the
hash. In the FNV hash, the ones place (the rightmost bit) is
always the XOR of the rightmost bit of every input byte. This can
be mitigated by XOR-folding (computing a hash twice the desired
length, and then XOR the bits in the "upper half' with the bits in

the 'lower half").

3.1. FNV-1 Hash

The FNV-1 bits hash algorithm is as follows:

1- hash := FNV_offset_basis;

2- for each byte of data to be hashed do:
i— hash := hash x FNV_prime % 2*; x: key length
ii- hash := hash XOR byte of data AND 255;

3— return hash;

19
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4. Proposed Algorithm

Deduplication at the file-level in the cloud system consists of
several stages, starting with the stage of receiving the file and
ending with the decision—making process to store the file or not.
The effectiveness of the data deduplication technique is
represented by the hash algorithm used and the indexing process.
We propose an index system consisting of multi-table and multi-

indexes.

4.1. Index System

In the cloud server, we have built four tables for every type of data
to store hash values. The tables are: image table, video table,
audio table, and text table. Every table contains 10 indexes based
on decimal system. First Index is ) and final index is 9. So, we

have 4 tables and every table has 1( indexes, as shown in the

Figure (1).

Image table

o | 1 | 2 | 3 | 4 | s | & | 7 | 8 | o
Wideo table

o) | 1 | 2 | 3 | 4 | s | & | 7 | 8 | =
Audio table

o) | 1 | 2 | 3 | 4 | s | & | 7 | 8 | =
Text table

o | 1 | 2 | 3 | 4 | s | & | 7 | 8 | =

Figure (1): Index system
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Figure (2) shows the process of searching of hash values. In the
process of searching for the hash key, the file is compared with
the index corresponding to the most significant bit in the hash key

within the table corresponding to the type of this file.

“ideo (380012)

'\h / wideo tzble

% =) =1

2

o z =
087843 | 176580 | 238321 | 309191 | 4322120 | 538012 | 654190 | 709032 | 812095 | 92108
0687393 | 124325 | Z09867 | 356652 | 407677 | 543102 | 611003 | 776543 | 876503 | 2320170

Imazea (409181

/ IIL'rnage rable

a 1 2 = 4 L= = =
058452 182501 250218 2091591 | 489210 5203575 678021 FOoO03Z 806183 S0Z276E
D1z763 QZE92 ZTE54as I56552 445765 543102 68033 FIESAZ 873021 2Z0LET
\‘ / audioc table
a 1 2 = 4 L= = =
DO27F54 106549 252453 FZE0s54 420327 EE7E54 628210 F1oE21 844553 25401
027s21 119204 265821 209785 | 448732 So9221 621502 725543 s0z183 921065
\\! / text table /_
o i z = 4 =3 =1 r 2 =]
045228 122091 280521 202167 | 416782 574501 647201 729762 855351 956563
050261 127340 276345 215572 | 456021 S0OBs62 629455 754521 BE27s05 9127281

Figure (2): Searching for hash values

4.2. Hash Algorithm
We used FNV-1 with key length is 1024 bits. Going back to
the paragraph (3.1).

FNV_offset_basis=0x0000000000000000000000000000000000000000000000
0000000000000000000000000000000000000001000000000000000000000000000
21
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0000000000000000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000000000
00000018D

FNV__prime=0x0000000000000000005f7a76758ecc4d32e56d5a591028b74b29fc

4223fdadal6c3bf34eda3674da9a21d90000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000004¢c6
d7eb6e73802734510a555f256cc005ae556bde8cc9c6a93b21aff4b16c71ee90b3.

x=1024. After, we calculated the hash, we converted FNV hash to
decimal in order to compare this hash with stored hashes in
indexes. If there is no match with one of the hashes, the file is
stored in the cloud environment and the hash is stored in the

corresponding index.

4.3. General Scheme

The stages of the technology can be arranged, starting from
uploading the file to the stage of determining whether the
file will be stored or not, according to the following steps:

1- Upload file from user.

2- Get file type.

3- Calculate hash using FNV-1024.

4- Convert hash to decimal.

5- Customize the hash to the table corresponding to file type.

6— Based on the most significant bit, the hash is forwarded to the

corresponding index.
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7- Compare this hash with hashes in this index.

8- If there is no match with one of the hashes, the file is stored in
the cloud environment and the hash is stored in the corresponding
index.

Based on the aforementioned, the general scheme of the

proposed technique can be built in the Figure (3).

L »| Cet file type » Converthashkey Calculate hash
user " to decimal using FNV-1024
Upload File hash
file ;
type hashj1p) l
[ Image table |
[e[1T3[3T4[sTe[7]e]9|
yes Ifhashis | Video tabls |
r existed «— [0 [1TaT3JT4[sTe[7]8e]9 |
[ Audio table |
File not LoT1T2aT3T4[s5Ts[7[8T59]
no
stored
[ Texttable |
l N 0 I B
Store haszh key in the Store file in the
corresponding idex. cloud

Figure (3): Proposed technique.
5. Experiments

We perform experiments in CloudSim. CloudSim is used for
modelling and simulating of cloud computing environments and
infrastructure which is intended to be used for experimenting with
various scheduling and allocation algorithms.

In this section, we will present several models of data stored in
cloud environment and incoming files to the cloud storage in order
to present sufficient results for this technique, and to compare it
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with previous techniques. These models include the number of
keys stored in the hash tables, which indicate the number of files
stored in the cloud environment, and also include the variation in
the type of files coming into the cloud and the variation in the
duplication of different types of data.

Let's have 2,124 files stored in the cloud, 720 video files, 820
image files, 450 audio files, and 134 text files. Hash indexes
include variable keys of these files. Using the proposed method.
The hash value of any incoming file is stored within the index
corresponding to the hash value prefix (MSB) within the table
corresponding to the file type. Table (1) shows how hash values

are stored using the proposed technique

Text table Audio table Image table Video table
Num. of Num. of Num. of Num. of
Index Index Index Index
hashes hashes hashes hashes
18 0 22 0 76 0 82 0
16 1 34 1 64 1 51 1
27 2 87 2 57 2 33 2
10 3 10 3 97 3 78 3
7 4 87 4 80 4 92 4
15 5 16 5 43 5 102 5
12 6 45 6 81 6 29 6
21 7 92 7 117 7 67 7
8 8 29 8 113 8 133 8
10 9 28 9 92 9 53 9

Table (1): Example for hashes stored in the hash tables using

the proposed technique
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For video files, 82 hash values in index (0), 51 hash values in
index (1), 33 hash values in index (2), and so on.
For image files, 76 hash values in index (0), 64 hash values in
index (1), 57 hash values in index (2), and so on.
For audio files, 22 hash values in index (0), 34 hash values in
index (1), 87 hash values in index (2), and so on.
For text files, 18 hash values in index (0), 16 hash values in index

(1), 27 hash values in index (2), and so on.

° Time Complexity:

The time complexity (O(n)) of deduplication algorithms is related to
the way hash values are indexed. Therefore, the time complexity
increases as the number of comparisons required between the
hash value of the incoming file and the stored hash values
increases to determine whether the file is a duplicate or not. The
fewer the number of comparison operations, the lower the time
needed to search for the deduplicated key, resulting in a reduced
time complexity. Thus, we can refer to n as the maximum number
of comparison operations necessary to determine whether the file
is duplicated or not.

In the indexing method based on a single hash table, any file

uploaded to the cloud will be compared with all stored hash
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values. Because there is only one table for all hash values, this
technique has a high time complexity.

On the other hand, in the indexing method based on storing hash
values for files of the same type within a hash table, any file
uploaded to the cloud will only be compared with the hash values
of files of the same type. For example, when an audio file is
uploaded, its hash value will only be compared with the hash
values of audio files. Therefore, the time complexity is lower than
the method relying on a single hash table.

In the proposed method, we created a hash table for each data
type and within each table, we created multiple indexes based on
the decimal system. For example, when an audio file is uploaded,
its hash value is not compared with all files or even all audio files,
but only with audio files with the same prefix. As a result, the
proposed technique requires less time compared to the previous
two techniques.

Efficiency Coefficient:

The time complexity decreases as the number of comparison
operations for deduplicated keys decreases, resulting in a higher
efficiency coefficient. The efficiency coefficient is determined by
the ratio of the maximum number of comparison operations to find

the hash key to the total number of hash keys stored in the cloud.
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This coefficient ranges between (0 and 1, with lower values
indicating a higher effectiveness in reducing time complexity. Let
us denote the efficiency coefficient by (e), and the maximum
number of comparison operations to find the hash key by (m), and
the total number of hash keys stored in the cloud (n). Thus, the

efficiency coefficient can be expressed by the equation (1).

e=_ (1)

1- Video File:
Table (2) shows the maximum number of comparisons for
incoming video files based on the most significant bit of the hash

key using the proposed technique.

MB | MSB | MSB | MSB | MSB | MSB | MSB | MSB | MSB | MSB
MSB of hash

O [ OO 6] @6 @] 0|0 Video

Max.Number of file
53 133 67 29 102 92 78 33 51 82

comparisons

Table (2): The Maximum number of comparisons for a video
file

° Comparison with previous techniques: Using a single hash

table, a hash key of a video file coming to the cloud may be

compared with all the hash keys of all files (with 2124 hash keys). If

multiple hash tables are used, the hash key may be compared with

720 hash keys. Using the proposed technique, the maximum

number of comparisons is 133 comparisons.
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The maximum Number of
Technique
comparisons
Single hash table 2124
Multi hash table 720
Proposed technique 133

Table (3): Comparison between techniques for a video file
In the technique based on using a single hash table. It doesn't
matter what type of file is uploaded to the cloud. It can be
compared with all stored hash values because there is only one
hash table for all files stored in the cloud. Therefore, the number
of instances of comparing the hash value of the incoming file with
the stored values is related to the number of files stored in the
cloud. As for the technique that relies on multiple hash tables,
when uploading a video file. The number of comparison instances
is only related to the number of video files stored in the cloud and
not to the number of all file types. In the proposed technique, the
number of comparison instances relates only to video files with the
same prefix (MSB) and not to all stored video files. Figure (4)
shows the difference between the proposed technique and other

techniques in terms of the number of comparisons
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files
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Figure (4): Comparisons between techniques for video files

o Efficiency Coefficient:

Proposed technique: The maximum number of comparisons to find
the hash key is 133 comparisons, but it could be less. Thus, the
largest

value that the efficiency coefficient can reach:

_ 138 0.062
¢T 2124~ "
Multi—-tables technique:
_ 720 0.3389
T 2124~
Single—table technique:
2124
2124

From the previous equations, we note that the efficiency coefficient

of the proposed technique is lower than the previous techniques,
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and thus the time complexity is less.

2- Image File:
Table (4) shows the number of comparisons for incoming image

files based on the most significant bit of the hash key.

MSB | MSB | MSB | MSB | MSB | MSB | MSB | MSB | MSB | MSB
MSB of hash

Image file
Max.Number

92 | 113 | 117 81 43 80 97 57 64 76 of

comparisons

Table (4): The maximum number of comparisons for an image
file

° Comparison with previous techniques:

Using a single hash table, a hash key of an image file coming to

the cloud may be compared with all the hash keys of all files (with

2124 hash keys). If multiple hash tables are used, the hash key

may be compared with 820 hash keys. Using the proposed

technique, the maximum number of comparisons is 113

comparisons.
The maximum Number of
Technique
comparisons
Single hash table 2124
Multi hash table 820
Proposed technique 113

Table (5): Comparison between techniques for an image file.
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For all existing image files stored in the cloud, Figure (5) shows
the difference between the proposed technique and previous

techniques in terms of the number of comparisons.

comparisons between techniques for image
files

2400 2124 2124 2124 2124 2124 2124 2124 2124 2124 2124
2000

1600
1200
20

ingsIsIQIslllslwlﬂlg

number of comparisons

image files

Hsingle-table  ® multi-tables proposed

Figure (5): Comparisons between techniques for image files

. Efficiency Coefficient:
Proposed technique: The maximum number of comparisons to find
the hash key is 113 comparisons, but it could be less. Thus, the

largest value that the efficiency coefficient can reach:

113
e= 124 = 0.0532
Multi—-tables technique:
820
= 124 = 0.386
Single—table technique:
2124
2124

From the previous equations, we note that the efficiency coefficient
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of the proposed technique is lower than the previous techniques,
and thus the time complexity is less.
3- Audio File:

Table (6) shows the number of comparisons for incoming audio

files.
MSB | MSB | MSB | MSB | MSB | MSB | MSB | MSB | MSB | MSB
MSB of hash
O O]E |6 @@ O] 0 )
Audio
Max.Number
file
28 29 92 45 16 87 10 87 34 22 of

comparisons

Table (6): The Maximum number of comparisons for an audio
file

° Comparison with previous techniques:

Using a single hash table, a hash key of an audio file coming to

the cloud may be compared with all the hash keys of all files (with

2124 hash keys). If multiple hash tables are used, the hash key

may be compared with 820 hash keys. Using the proposed

technique, the maximum number of comparisons is 113

comparisons.
The maximum Number of
Technique
comparisons
Single hash table 2124
Multi hash table 450
Proposed technique 92

Table (7): Comparison between techniques for an audio file

32



A5a glaall g Al <) 5 A1Sal) Lpnasigh) o glal) Aol ) daaly Alae
A9R) S 2 Qi (s 2024 ale 5 a1l 46 Aaall

For all existing audio files stored in the cloud, Figure (6) shows
the difference between the proposed technique and previous

techniques in terms of the number of comparisons.

° Efficiency Coefficient:
Proposed technique: the maximum number of comparisons to find
the hash key is 133 comparisons, but it could be less. Thus, the

largest value that the efficiency coefficient can reach:
92

e = m = (0.0433
Multi-tables technique:
= 450 =0.2118
=214 "
Single—table technique:
2124
2124

comparisons between techniques for audio

e 2400 2124 2124 2124 2124 2124 2124 2124 2124 2124 2124
o
2 2000
@
2 1600
€
S 1200
S 800
S 400 50 O O 50 50
2 B ko ks |45 7 | 28
=] 0
c
N Q) ) N
bQ;F bQ:\Q b?:“\ b@*.\ bQT b@*.\ b®+b 6®+\ b®+ 66&
R R R O R

W single-table lmuﬁHfja{.Bléges proposed

Figure (6): Comparisons between techniques for audio files
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4- Text File:
Table (8) shows the number of comparisons for incoming text files

based on the most significant bit of the hash key.

MSB | MSB | MSB | MSB | MSB | MSB | MSB | MSB | MSB | MSB

MSB of hash
G|l |6 @600 Text
Max.Number
file
10 8 21 12 15 7 10 27 16 18 of

comparisons

Table (8): The Maximum number of comparisons for a text file
° Comparison with previous techniques:

Using a single hash table, a hash key of a text file coming to the
cloud may be compared with all the hash keys of all files (with
2124 hash keys). If multiple hash tables are used, the hash key
may be compared with 820 hash keys. Using the proposed

technique, the maximum number of comparisons is 113

comparisons.
The maximum Number of
Technique
comparisons
Single hash table 2124
Multi hash table 450
Proposed technique 92

Table (9): Comparison between techniques for a text file
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comparisons between techniques for audio
files
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Figure (7): Comparisons between techniques for text files.

For all existing text files stored in the cloud, Figure (7) shows the
difference between the proposed technique and previous
techniques in terms of the number of comparisons.

. Efficiency Coefficient:

Proposed technique: The maximum number of comparisons to find
the hash

key is 133 comparisons, but it could be less. Thus, the largest

value that the efficiency coefficient can reach:
27
e= 124 = 0.0127
Multi—-tables technique:

134

= m = 0063
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Single—table technique:

2124
T 2124
Using the proposed technique, the number of operations required

to compare the hash key of the incoming files with the stored keys
varies with the change of the most significant bit in the hash key.
While using the technique based on a single hash table, the
number of comparisons relates to the number of all files stored in
the cloud. As the number of data stored in the cloud increases,
the length of the hash table will increase and the time to search
for hash keys will increase. While using technique based on
multiple hash tables, the number of comparisons relates to the
number of files with the same type. For a video file coming to the
cloud, it will be compared with all the hash keys of the stored
video files, and the same applies to the rest of the files. Therefore,
by using the proposed technique, the number of comparisons will
be reduced compared to the previous technique, regardless of the
number of files received to the cloud or the number of files stored
in the cloud. Table (10) presents other experiments with the
mentioned techniques. These experiments differ in the number of
files stored in the cloud (multiple datasets), in the number of files
of the same type, and in the number of files received into the

cloud.
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The maximum number of
Number of files in the cloud
Dataset Incoming comparisons
files All Single- Multi- Proposed—
Videos | images | audios | Texts
files table table technique
Dataset 1 48 3420 1100 600 820 900 164160 35400 16350
Dataset 2 23 4115 850 1560 790 915 94645 27310 12905
Dataset 3 30 6325 900 870 1700 | 2855 | 189750 | 41660 17375
Dataset 4 56 7830 1930 2351 1246 | 2303 | 438480 | 115614 58336
Dataset 5 61 9140 | 2107 1415 3620 1998 | 557540 | 141103 44090

Table (10): Comparison between techniques for multi-
datasets.
From the table (10), we observe several additional experiments on
datasets that differ in the number of files stored in the cloud and
the number of files to be uploaded to the cloud. Let’s take
Dataset], we have 3420 files stored in the cloud, consisting of
1100 videos, 600 images, 820 audio files, and 900 text files. The
cloud storage system receives 48 files (8 videos, 30 images, 5
audio files, 5 text files). Using the technique based on single-hash
tables, the hash key of each incoming file will be compared with
all the hash keys of the stored files in the cloud. This is because
all the hash keys are stored in a single table. Therefore, the
maximum number of operations to compare the hash value of one
file with the stored values is 3420 operations. Hence for all
incoming files the maximum number of required comparison

operations would be (48*3420=164160) comparisons. Using the
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technique based on multiple—hash tables, each of the 42 incoming
files will be compared with the corresponding hash table based on
its type, rather than comparing it with all the stored keys.
Therefore, the number of comparison operations would be
(8*1100+30*600+5*900+5*820=35400). With the proposed
technique, the hash key is not compared with all the hash keys as
in the technique based on a single hash table. Also, each file is
not compared with the corresponding type. Instead, each hash key
is compared with the keys that have the most significant bits in
common with this key, for files of the same type. For example, for
the eight video files, the hash keys for these files are compared
only with the corresponding hash keys for the most significant bit

in these keys.

5. Results Discussion

The proposed technique demonstrated superior performance
compared to existing deduplication techniques that use either a
single hash table or multiple hash tables. The proposed technique
reduced the number of comparisons between the hash key of the
file received from the user and the stored files in the cloud.

As a result, the proposed technique accelerated the process of
searching for the hash key better than the previous techniques. In

contrast, the technique based on a single hash table had a higher
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collision rate, as the hash key was compared with all existing hash
keys and using the technique based on multi-hash tables, the
hash key of a file will be compared with all the hash keys of files
matching that file type. As for the proposed technique, the
proposed technique, where files of the same type are not
compared, but rather a smaller number of hash keys are
compared. Even in the case of the maximum number of
comparisons, the proposed technique still resulted in fewer
comparisons than previous techniques. The proposed technique
used a hash key of 1024 bits length by using FNV algorithm. As
for previous technique, the longest hash key is 512 bits and that
by using SHA-512 algorithm. And as we know, the longer the
hash key is, the lower the collision rate, which is a very important
point because of a file that does not already exist may not be

stored in the cloud.

6. Conclusion

The multi-indexing process plays a crucial role in deduplication as
it helps reduce the time complexity and collision rate. By using
multi-indexes, the number of comparisons required for searching
hash keys is decreased, leading to faster search sped. the
indexing process with multi-indexes improves the overall efficiency
of the deduplication process. It saves time and computational
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resources, making the deduplication system more effective in
identifying and handling duplicate data. Selecting hash algorithm
to compute the hash value of files is also important for effective
deduplication. Longer hash keys are generally preferred as they
reduce the chances of collisions, where two different files produce
the same hash value.

In our paper, we introduced a technique based on multi-indexes,
specifically utilizing ten indexes based on the decimal system. We
also incorporated the FNV algorithm to minimize collisions. As part
of our future work, we plan to expand the index system by
incorporating additional multiple indexes based on file metadata.
This expansion will enhance the efficiency and accuracy of the

deduplication process.
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Comparison of performance of orthogonal
multiple access (OMA) and power domain
non-orthogonal multiple access (PD-
NOMA) in the uplink by applying SIC
algorithms for power allocation.

Abstract:

Recent years have witnessed an accelerated development of cellular
communications systems, starting from the first generation to the
current fifth generation. The reason for this development is due to
the greatly increased demand for these systems and the emergence
of Internet of Things (10T) applications that need to provide wide-
ranging communications for machines and things. Therefore, it was
necessary to develop a new generation that achieves high speed and
almost zero delay communication, such as reducing the delay to
less than 1ms and increasing the data size by 10 to 100 times what
it is in the fourth generation, saving energy consumption and
prolonging the battery life of the terminals connected to the
network.

System performance is measured by the outage probability, the
maximum transmission power required, the total transmission
powers, the average transmission powers, and the number of
remaining users for both systems (NOMA) and (OMA).
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The comparison results presented in this research showed the effect
of the imperfect SIC receiver in reducing the performance of the
data transfer rate in the uplink compared to the use of the perfect
SIC receiver for power domain non- orthogonal multiple access and
orthogonal multiple access. The results shown in this study show
the realistic and practical state of the system’s performance in terms
of using the necessary parameters (required transmission rate -
maximum available power - interference cancellation factor) to
achieve savings in transmission power depending on the pre-
determined channel conditions to determine the differences and
improvements offered by PD-NOMA compared to OMA.

Keywords: orthogonal multiple access, non-orthogonal multiple
access, power domain non-orthogonal multiple access, successive
interference cancellation, minimum mean square error, outage
probability.
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Average transmitted power (dBm)
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Evaluating the Performance of Arabic
Language Models on the Task of Stance
Detection Toward Fake News

By: Eng. Ali Mhrez
Supervised by: Dr. Wassim Ramadan, Dr. Naser Abo Saleh

Abstract

Stance detection is the task of classifying the stance of the author
of a piece of text towards a target of interest into one of the
classes: for, against, neither. One of the most important types of
this task is stance detection toward fake news, which studies
individuals and organizations stances toward the veracity of news
published on social media. Previous studies have examined the
performance of many machine learning models at detecting
stances toward fake news in the English language, but studies that
examine the performance of these models on the task in Arabic
are still limited. This paper evaluates the performance of all
available Arabic language models on the task of stance detection
towards fake news. The study shows that AraBERT is superior to
all other models. It also shows that the tasks used for models’
training in addition to the type of training data and model sizes

affect the results more than vocabulary size and training data size.

Keywords: stance detection — fake news — Arabic language -

transformers
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[21] ArabicBERT, [20] AraBERT, [15] MarBERT, ArBERT
[25] GigaBERT , [24] mdaBERT ; [23] Qarib 5 [22] AraELECTRA
icgene b ABBY LAY slad (i) e aiS) dage e [26] ALBERT
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Aigysa) 3 Gulde o 78.04 iae Gilul zisall e

89



483130 LAY olad (i gall (o CadS)) daga o A adl dadl) 7 3lad £)a] anli

sty Loy MLP cliaall aasie o5 fasyn 7 35a3 e [30] & (il adic]

osdns JFNC-1 @bl dcgaas Ao %81.72 s aalidl faadeaill e
MLP cliall axxia (s fismnm zasad ¢lal Cpuaty [31] 8 osialdl ol cAayhl)
i pued (e (355 ensemble  classifier dc gaas (s JSI5 Gk e

%81.97 lias dlsiwall MLP 3l e 3485 de gana i 1<) MLP

ensemble classifier icsaas caias cuyiyy [32] A sl A6 WS
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gisis LSTM 5505 gisws o adiny st gsei [6] (b osinldl 585
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zasall 38 Cua [3] FNC-1 @lly deganse e [12] RoBERTa s [36]
A& 3l gyen e ROBERTa

ROBERTa; BERT ilull dijlias [10] & cysialdl o iyl i
FNC-1 ¢l deseae e XLNet, [38] ALBERT ; [37] DistiBERT
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Next aJdull dlall sl dege ) 48yl Language Model (MLM)
Al pagaill o ke 24 e il 5 .Sentence Prediction (NSP)
segmentation il o adiey ey cchlaa) saxy b JMSA Ll
gl 2ding ¥ AT Gandly panll fixg Cadas)

sane e ading BERT dplens (e p2iiy Jsae :[21] ArabicBERT
053 OV MLM gl gsall o 3saill daga alaiiily 4% 5 3asg all 32 aasy
Al pasall e ke 95 e pxill & .NSP aull dleadly 5l dage
Glagll aladiuly LSl Lwldl j¢ Gapall gan e MSA 4wl
sy Jaugieg ululy S dilide alaal o)l b 14420 Dialects

para o adiny BERT dpjless (udh aiivy Jsse :[25] GigaBERT
052 SV MLM giddl) gl = 3saill daga aladiinly 4% 5 3asg all 50 anay
Gl @lily 4 abias Ghlas) san Sl NSP agull dlally sl daga
.(WorkPieces 4 SentencePieces) ashiill i) lsa ) A3LaYl dasiisdll
(e cross lingual transfer 48 mall Ji acn ) oy JS5 z 350l 138 Caag
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Agaldl) e s MSA duulal
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“ . e T p=
gl e | b T i sall
() . ) ) ot
(%) (<¥)
136 77 MSA RTD 64 AraELECTRA
163 61 MSA MLM 100 ArBERT
163 128 MSA MLM 100 MarBERT
Dialect
135 25 MSA MLM 64 Qarib
Dialect
110 95+10 MSA MLM 32 mdaBERT
Dialect
11,42, Mostly .
110, 340 95 MSA MLM 32 ArabicBERT
MLM
135 24 MSA NSP 64 AraBERT
125 - MSA MLM 50 GigaBERT
Mostly MLM
12,18, 60 - MSA SOP 30 AIBERT

— Replaced Token Detection :RTD — Masked Language model :MLM
— Sentence Order Prediction :SOP — Next Sentence Prediction :NSP
Modern Standard Arabic :MSA
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Lege alii MSA duulidll 4wyl o J) GigaBERT , ArabicBERT base
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.AraStance clly dcgana A LAY dsgara o ziladl) milii — 3 Jgaa
4a0 U9 a3 Jagia o4 gilidl) oda

f 1‘_‘:5:re E:. Gl | gy | il | 4 (%) gisad
78.14 93.69 | 57.16 76.43 | 85.26 | 86.53 ArBERT
78.01 94.09 | 53.47 | 80.22 | 84.24 | 86.64 arabicBERT-base
78.90 95.09 | 56.57 78.15 | 85.80 | 87.82 AraBERTvO01
78.33 95.53 | 56.65 74.88 | 86.22 | 87.41 AraBERTv02
78.83 94.28 | 54.56 79.28 | 87.19 | 87.15 AraBERTV1
77.09 94.17 | 53.26 74.41 | 86.52 | 86.17 AraBERTv2
75.28 93.21 | 50.01 73.65 | 84.25 | 84.88 GigaBERTV3
78.57 94.31 | 56.77 76.99 | 86.18 | 86.74 GigaBERTv4
74.75 91.87 | 50.12 75.41 | 81.63 | 84.00 QARIB
69.28 88.59 | 42.90 65.68 | 79.95 | 80.03 mdaBERT
74.02 92.60 | 45.46 73.08 | 84.93 | 84.62 MarBERT
75.79 93.44 | 51.72 75.21 | 82.78 | 85.08 MarBERTv2
73.80 94.15 | 48.90 69.98 | 82.14 | 84.26 AraELECTRA
70.10 92.86 | 39.93 66.13 | 81.49 | 82.82 arabicBERT-mini
74.50 92.10 | 46.03 74.58 | 85.27 | 84.37 | arabicBERT-medium
74.52 92.10 | 49.93 72.98 | 83.06 | 83.90 albert-base
77.70 93.82 | 53.14 | 77.67 | 86.20 | 86.33 albert-large
76.38 93.20 | 49.19 77.54 | 85.62 | 84.78 albert-xlarge
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An Improved Cache Replacement Policy

for Named Data Networking

3Dr. Eng. Yaman Ghazi

4Eng. Asim Al-Himsya

ABSTRACT

Named Data Networking (NDN) has recently received increasing
attention from computer networking professionals. NDN can be
defined as one of the Information Centric Networking (ICN)
architectures designed to be a new advanced architecture in the
communications system. NDN is designed to rely on the principle
of data naming rather than data addressing, and thus data delivery
depends on the names of the data, not their addresses. These
networks provide many benefits such as multicasting, in—network
caching, multipath forwarding, built-in data security, and fast data
retrieval. In-network caching is a key feature of NDN architecture.
The research problem is that the wrong choice of cache

replacement policy increases the delay in the arrival of data

* Lecturer — Faculty of Informatics Engineering— Department of Network Engineering
and Computer Systems — Al Baath University.

¢ Postgraduate Student (M.A) - Faculty of Informatics Engineering— Department of
Network Engineering and Computer Systems — Al Baath University.
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packets and increases the network overhead on the data
producer. This research particularly focuses on solving the
problem of content caching and cache replacement policies, which
results in increased data retrieval efficiency and improved quality
of service metrics. The contribution of the research is to propose a
new cache replacement policy derived from the CCP policy and
named the Improved Cache Replacement Policy Based on
Content Popularity (ICCP). In making the replacement decision,
this proposed policy relies on two important factors that were not
taken into consideration before: the congestion factor and the
archived content popularity table. Simulation results and
performance evaluation using ndnSIM simulator show that the
proposed ICCP policy outperforms the PRIORITY-FIFO, LRU, and
CCP cache replacement policies in terms of cache hit rate, delay,

and network traffic.

Keywords: Named Data Networking, in-network caching, cache
replacement policy, CCP policy.
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CCP Cache replacement policy based—on Content Popularity

CHR Cache Hit Rate

CMS Content Measurement System

CRF Common Recency Frequency

CS Content Store

ETFCR | Enhanced Time and Frequency Cache Replacement

FIB Forwarding Information Base

FIFO First In First Out

HLRU | Hop-based Least Recently Used

ICCP Improved Cache replacement policy based-on Content
Popularity

ICN Information Centric Networking

LCD Leave a Copy Down

LCE Leave a Copy Everywhere

LFU Least Frequently Used

LRFU | Least Recently Frequently Used

LRU Least Recently Used

NDN Named Data Networking

PIT Pending Interest Table

RR Random Replacement

ucC Universal Caching
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