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Improved communications security and
optimal management of the Fieldbus protocol
In SCADA systems using DNP3-OPC

Dr. Massoud ATASSI. Associate Professor at Mecatronics Engineering
Department — Homs University

ABSTRACT

Fieldbus protocols of various types form the basis for industrial
network management, ensuring reliable transmission of industrial network
data between nearby or geographically distant network nodes. The
performance of industrial networks relate with a set of parameters such as
frame latency, network utilization, link throughput, frame rate per second,
etc. Several factors affect these parameters, including the number of nodes,
frame size, network topology, transmission line quality, and the type of
interface devices that connect the network nodes. The high performance of
an industrial network reflects its ability to meet real-time requirements and
the quality of service that meets the required needs.

The integration of SCADA (Supervisory Control and Data
Acquisition) systems using the Open Platform Communication (OPC)
protocol allows for optimal network management, as SCADA sub-units
(RTUs) connect to the master unit via DNP3 (Distributed Network
Protocol) communication links. Its advantages include reliability in noisy
environments and signal interference. It is a communication protocol
widely used in power, hydraulic, and gas plants, particularly in the remote
monitoring and control of equipment and devices. One of its disadvantages
is that it is vulnerable to several attacks, such as hardware tampering or
man-in-the-middle attacks. Therefore, we proposed the first improvement
of DNP3 information security using the Diffie-Hellman algorithm. This
algorithm was simulated using the Python language, and we noticed that
users obtained the same key value despite the presence of an eavesdropper
on the line, and although it obtained the values of p, g, A, B, it could not

13



pladiuly A1 aY) asatl) dalaif A Fieldbus JSsigsl Liall 3131 g clua) (el G
DNP3-OPC

obtain the secret key K, because it did not know the secret values chosen
a(160, 212) and b(114, 601) by the sender and the receiver. The second
improvement was achieved by using asymmetric cryptography by
applying it on the Modbus network to sign digital certificates and
exchange keys using the OpenSSL tool. This type of encryption provides a
secure feature in data exchange, which solves the problem of insecure
channels and protects against hacking.

An industrial network model is realized using the Modbus serial
bus protocol. Using the OPNET network simulator, the results were
analyzed to determine the optimal values of the factors that affect the
overall performance of the industrial field network when the data volume
and the number of frames change, thus achieving optimal management of
the Modbus protocol. We found that bus utilization increases with the
number of nodes in the network and the size of the transmitted frame.
However, the delay time also increases. Therefore, to achieve the real-time
threshold of 0.5 seconds for an industrial Modbus network with a
transmitted data size of 256 bytes, the number of nodes must not exceed
1,000 nodes. The importance of the research lies, firstly, in achieving
information security and protecting the network to eliminate the risk of
attacks. Secondly, it defines the maximum number of nodes to provide an
indication of increased network utilization, which leads to an increase in
overall network performance.

Keywords: SCADA, DNP3 Security, Diffie-Hellman Algorithm,

Modbus, Modbus Protocol, OPNET, Network Uutilization. Asymmetric
Cryptography, Openssl.
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Juati O (pilise (paican S (e Basasall Aibidal 35620l (Sayy L@IG o @
e
Open Systems ) OSl ziw Je Foundation Fieldbus «lSus aiias
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Ofueyd ol ) aud (Application Layer) APL dxlull didall duallé ((APL
Jsasll dadas (Fieldbus Message Specification) FMS Jilu, cilialse daida laa
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JsSsign A oYl Llaiu) el sl dasl) oo 20 0.5&us .46 (0.5)
[21] Page5. ALl Jall 53 Modbus
27




pladiuly A1 aY) asatl) dalaif A Fieldbus JSsigsl Liall 3131 g clua) (el G
DNP3-OPC

Olalia (A Asaj led aladinly DNP3 JsSgign (ol Gaady JLA) sla)
o el i #lie JalS L) lsd Aaery DNP3 e LaiV) IS5t bayy o
client 4d,Lll (n dBaliadll Gula dlee 25 . Jiiually Jupadl 2ie HMI/Client csuls
Al @lghadll 38 sever duwdyll ddasallg

el Gui cpylall (o] maay a2 Glals a0 daeld (385 moladl Jals-]
Ledls )y alall o~ Gially iy dpady salgsd o Ll Adyhall agii=3 L audal) ~ Ve 5ge 2 gyl
Joany S las a4 lgie oSU (alal) - baally saledl) jadn Gl dyd)l) dasll

okl G Jlail
DNP3
Servers —
SCADA —— LocAL RADIO Central Servers
Dialup —
OPC Cmu Fiber.cotice SCADA .-
Til"l“.dvﬂ.‘l' [ 18
ey S

Agh g Aeiyl) Abaaal) o c¥Uaist DNP3 dsj gall A8 JgSgig 5 1(5.5) Je

Opatdl e Cum m8laal i g (8 Lot o Js¥) D-H Ll e
ia o doas g s (Conaiall) GBI Caplal) leegdy of (50 duslua clily Jolgy
il day Lad dsladiinl (K dljidia (g ke L33 o lelae 8 dua) lsall adiad . lgie
4 G5 JSigp sag.Symmetric-key Jilaia ~la pdll dpe))lsd pladinly Gilialaal)
coplluiall laaa e Gl e 43S EEMI Gpunalin g 5eSI DAl aca dlall
Oo el (8 Apleall e lall e gleba— i Flke dald () Ly
VLN sy e Apeluall Sl el ae JAgleally QLU V) NSy
(S Bys i IRV (e Blaally L) Alise Jea ¢ (5.5)JSal (DNP3 el

28




Al slacall 5 Ay gl 5 LS lSal) Lpnril) o plad) Abuade
wlﬁ‘ﬂ A R e_d

aas daalas dxa
2025 sls 5 a3} 47 sl

Gl a5Vl Cuall Jie Gileagd) e 23] Gagme DNP3 (iS55 ¢
dsai s alasiuly DNP3 US55 sl 2L (& JsY) el Wiy 8 lis ) ¢ il

P, B
Bob |=—"—4
L) -
Cu.ﬁ.a_)u."-f
b L=\

7

(5-6) 1 Jsal
i Y P8
Alice & Bob ] I .
P 98 od e Olikn ———+ Alice
~ 7
T hae s
a gl
JLa3yl BUd
DNP3 {}

B=é3mod P

plad! ~aotl ol

7

t_.JLuJ.:-

Abmod p=g'?nod P

B

Aottt ST JoUS

A

‘aLﬁJ! Cu—ﬁ-ﬁ-” e

A=gamod P

7

a a.b
B mod p=g mod p

) P

[20] D-H glab (dus i) lsd 1(5.6)

29



pladiuly A1 aY) asatl) dalaif A Fieldbus JSsigsl Liall 3131 g clua) (el G
DNP3-OPC

V) G2y Python 4al danle plaliy (4 daa) )lead slSLal) i

# Generate prime number and generator

import random

def generate_prime_number():

Generate a random prime number between 100 and
1000.

prime = random.randint(100, 1000)

while not is_prime(prime):

prime = random.randint(100, 1000)

return prime

def is_prime(n):

ifn<=1:

return False

for i in range(2, int(n**0.5) + 1):

ifn% i==0:

return False

return True

def calculate_public_key(prime, generator,
private_key):

Calculate the public key using the Diffie-Hellman
algorithm.

return (generator ** private_key) % prime

def  calculate_shared_secret(prime, public_key,
private_key):

Calculate the shared secret using the Diffie-Hellman
algorithm.

return (public_key ** private_key) % prime

prime = generate_prime_number()
generator = random.randint(2, prime - 1)
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# Generate private keys for Alice and Bob
alice_private_key = random.randint(2, prime - 1)
bob_private_key = random.randint(2, prime - 1)

# Calculate public keys for Alice and Bob

alice_public_key = calculate_public_key(prime, generator, alice_private key)
bob_public_key = calculate_public_key(prime, generator, bob_private key)
# Calculate shared secrets for Alice and Bob

alice_shared secret = calculate_shared_secret(prime, bob_public_key,
alice_private_key)
bob_shared_secret = calculate_shared secret(prime, alice_public_key,

bob_private_key)

# Print the results

print("Prime number:", prime)

print("Generator:", generator)

print("Alice's private key:", alice_private_key)
print("Bob's private key:", bob_private_key)
print("Alice's public key:", alice_public_key)
print("Bob's public key:", bob_public_key)
print("Alice's shared secret:", alice_shared_secret)
print("Bob's shared secret:", bob_shared_secret)

Prime number: 193 Prime number: 877
Generator: 137 Generator: 545

Alice's private key: 160 Alice's private key: 212
Bob's private key: 114 Bob's private key: 601
Alice's public key: 108 Alice's public key: 553
Bob's public key: 27 Bob's public key: 694
Alice's shared secret: 1 Alice's shared secret: 647
Bob's shared secret: 1 Bob's shared secret: 647

(1, Zbiall dag uin o Ilas (Master-Clients) oseasiwall of mtll o Ll
Jean adl a2y dadll e Jan day ol 53620 Cunll Jie Cilans 3505 22 K 647,....)
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LS Clients culyhall of ¢dlanll 45l <L) adsall salgll) odn iy diailly dial )

A a8 PR
M C gl =
Tl M

oe_ead| Jalicall
Userl User2

3.,)3\9)&2}\ Glalgdd) uddag @3‘93 (58) Jead

OpenSSL_31.Y) aladiuly jllial & pdddl) & Luwi ) cilghill

B) padiun il e g8 s (Asymmetric Cryptography) Hhliial e jdlal)
alall ~lidall aadiny . (Private Key) pald ~Uiay (Public Key) ale »Uia szliall (4
oW B3 gy il e psll 13 L adil) Gl alall ~ Ukl aadid Laiy o padal
Jio lipdaill Gulie aleny lae coaldll -l 4S5 J) dalall g5 bl Jols
celiall Jalsis el e il

& Al Diffie-Hellman (DH) aUa: clales oLk Modbus 4. olel a3 Yl (1
asall A Lol

openssl| dhparam —out dhparams.pem 2048
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openssl dhparam -out dhparams.pem 2848

saie (< ol g (2
taanlle

openssl genpkey —paramfile dhparams.pem —out client_dhkey.pem

openssl genpkey -paramfile dhparams.pem -out client_dhkey.pem

: ea&ﬂo

openss| genpkey —paramfile dhparams.pem —out server_dhkey.pem

openssl genpkey -paramfile dhparams.pem -out server_dhkey.pem

il Jolg dlee (3
1Al Aalall aBalan Juiyy Jaanlle
openssl pkey —in client_dhkey.pem —pubout —out

client_pubkey.pem

tranll Aalal) ADalase Js edL&J\.
openssl| pkey —in server_dhkey.pem —pubout —out

server_pubkey.pem

openssl pkey -in server_dhkey.pem -pubout -out server_pubkey.pem

openssl pkey -in client_dhkey.pem -pubout -out cliemt_pubkey.pem
rl il - liddl g (4
el s e @
openssl pkeyutl —derive -inkey client_dhkey.pem -peerkey

server_pubkey.pem —out shared_secret.bin
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openssl pkeyutl -derive -inkey peerkey server_pubkey.pem -out shared_secre
t.bin

tpdldll uils ee
openssl pkeyutl -—derive —inkey server dhkey.pem —peerkey

client_pubkey.pem —out shared_secret.bin

openssl pkeyutl -derive -inkey server_dhkey.pem -peerkey client_pubkey.pem -out shared_secrg
t.bin

Y La) il o jilal) - Uil pladsul (5
palill Apnlie dapa ) @ jilall ~ Ul Jigaie
openssl enc —aes-256—cbc —kfile shared_secret.bin —in command.txt

—out command.enc

openssl enc -aes-256-cbe -kfile shared_secret.bin -in command.txt -out command.enc

DAY Gaplall eyl clie

openssl enc -d -aes-256-cbc -kfile shared secret.bin —in

command.enc —out command_decrypted.txt

openssl enc -d -aes-256-cbc -kfile shared_secret.bin -in command.enc -out command_decrypted.txt
Pl ) a2 (6
QL) U8 5aY) i i dsanlle
openssl dgst -sha256 -sign client.key -out command.sig

command.txt

Bl e @il raalalle
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openssl dgst —sha256 -verify client.pubkey -signature command.sig

command.txt

o TETCEN i T T T el AL

claagl) M Alaal) 44
tCuatil) aa Llane
Sl e pudl gl Jus Y -
2 i e ) Jlil Al S -
Man-in—the-Middle:,saa 2a 4laae

daad) Clalgd aladiuly sl 41 may -
(La)) adAL daBga Balgds o L)

openssl req —x509 -newkey rsa:2048 -keyout server.key -out

server.crt —days 365

JS S el pepliall s — L9 Ll cledaad) et — 255 iliall Eypaas
Jlail dala

Ldsl) eludlata
R aed cailaal) Joli) A0 dadlias dla e dilealy ModbusJsS sy el
o) GULIAES
Al el Eaatl 40Ty DHWeal (el (1335 zlaall 3yl
Cilabeall ¢pianl 488 58135 saine ylus Clilee aeal 33¢aY) Clilbie—
Jal) adled
AL cludal) s @b oS4 Y cpalall Z sl Gyl 13 s s e el Gl
i) e a0 e Al claleall an Sa tille A3y e
Sl Modbus JsSsis s (358 dlia) daudaS 4ipdai Sy 155350 dalai] aa JalSi-

-

Al .6
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Effect of Pre-Heat Treatment T, on
Properties of Weld Joint by Friction Stir
Welding for Aluminum Alloy -AA 6082-

Master’s student: Reem Qas Bwlat?

Supervised by: Dr.Mahmoud Al-Asaad*

Abstract: A specific methodology was adopted based on applying a pre—
heat treatment to aluminum alloy 6082 and then weld the two plates with
dimensions (100x60x8)mm by friction stir welding then comparison
between the results.Heat treatment was applied consisting of a solution at
two temperatures of (500-550)°C and a holding time (30min—1hour) then
the samples were cooled with cold water and then naturally aged by
keeping for two periods of time (a week—15 days).The samples were tested
before welding and the results were recorded after that welding was carried
out on the treated samples using a steel tool and two welding steps.Tests
were conducted on the samples and the results were recorded and
statistically analyzed using the Taguchi method .The efficiency of the pre—
treatment was noted by improving the properties, as the best value for
tensile strength was 236 Mpa. At a temperature of 550°C, a time of 1
hour, and aging for 15 days.

3 Master’s student in the faculty of mechanical and electrical engineering-Design and production
department-Homs university
4 Assistant professor in the Design and production department at the faculty of mechanical and
electrical engineering- Homs university
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Evaluation of Resource Consumption of
Machine Learning Algorithms in Anomaly
Detection in Blockchain Networks
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Abstract

Blockchain anomaly detection is a critical security measure that focuses on
identifying unusual or unexpected patterns in blockchain networks and
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transactions. By proactively detecting these anomalies, it aims to protect
blockchain systems from malicious attacks, fraud, and performance issues,
and ensure the safety and reliability of the technology.

This paper presents a comprehensive analysis of the resource consumption
required to run five machine learning algorithms: decision tree, random
forest, nearest neighbor, logistic regression, and selection classifier among
the top three algorithms. The performance of these algorithms was evaluated
in terms of memory consumption, processor utilization, and storage
requirements, in addition to their accuracy in anomaly detection using
criteria such as accuracy and F1-score.

The resource consumption of these algorithms was also classified into three
categories, so that the algorithm is classified into a high resource
consumption category, a medium resource consumption category, or a low
resource consumption category. The results showed that random forest was
the best among the algorithms with high requirements, achieving an
accuracy of 99% and an F1-score of 0.99. While decision tree outperformed
among the algorithms with medium requirements with an accuracy of 94.6%
and an Fl1-score of 0.95. As for the category of algorithms with low
resources, the logistic regression algorithm was the most efficient with an
accuracy of 50.22 and an F1-score of 0.5.

Keywords: Blockchain, Anomaly Detection, Machine Learning, Resource
Analysis, Classification.
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Determining The Optimal Threshold for
Anomalous Transactions Using Machine
Learning to Improve Blockchain Security

Abstract
The convergence of anomaly detection and thresholding in blockchain technology
creates a sophisticated security framework that leverages machine learning to
protect decentralized networks. This integrated approach begins with the pre-
collection and processing of blockchain transaction data, where specialized
algorithms identify patterns that deviate from expected behavior. Blockchain
transactions require advanced monitoring to ensure security and integrity, with
machine learning emerging as a powerful tool to identify suspicious activities. By
analyzing patterns in transaction data, precise thresholds for anomaly detection are
determined. The key to success lies in adjusting these thresholds based on normal
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and abnormal transactions, allowing the system to distinguish between normal and

fraudulent transactions.

This research aims to identify the optimal threshold for anomalous transactions in
blockchains using machine learning techniques, which contributes to enhancing
the security of decentralized networks. Five classification algorithms, namely
decision tree, random forest, logistic regression, nearest neighbor, and election
classifier, were trained using transaction data from the Metaverse Financial

Transactions Dataset containing 78,600 records.

Three experiments were conducted using different data-balancing techniques, and
performance was evaluated based on classification accuracy (Accuracy) and F1-
score. The results showed that the optimal risk threshold is above 85 (High Risk),
where the RandomOverSampler experiment outperformed, achieving 99.99%
accuracy and an F1-score of 0.9, while improving the performance of the logistic
regression and nearest neighbor algorithms with respect to the F1-score metric by
13% and 39%, respectively. These results support the use of data balancing
techniques to enhance the accuracy of anomaly detection, paving the way for the

development of more efficient anti-fraud systems in blockchain networks

Keywords: Blockchains, Anomaly Detection, Machine Learning, Anomaly
Transaction Threshold, Classification.
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Experimental study of the effect of polishing
process type on the mechanical behavior of

carbon steel

Abstract

Parts operating in contact conditions are subjected to corrosion-induced
degradation. Therefore, they require materials with high surface properties
and a very advanced manufacturing range. Ball and roller polishing
processes can give the material a new surface appearance both from a micro-
engineering and a physical point of view. This work aims to determine the
effects of each of these two processes on the properties of carbon steel. In
addition, the effects of different farming system parameters on roughness
and hardness were studied. The results showed that the required new surface
appearance has a remarkable techno-economic index. The treated surface
layers behave as polished surfaces with a Ra roughness between 0.22 and
0.9 um and as hardening-treated with an HRB hardness between 87 and 90.
These optimum effects result from a specific working system for each
property and each process. This allows us to improve the corrosion
resistance of these layers by up to about 98% and classify them as polished
surfaces.

Keywords: machining, roughness, hardness, wear, roller polishing, ball
polishing.
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Abstract:

Fraud detection system is one of the most important systems used in e-
commerce sites¢ which protect e-commerce websitec consumers and
companies from fraudulent attacks .Most e-~commerce website spent a lot
of money in improving the architecture of its fraud detection system to make
it more accurate and efficient. However. despite the great development in
the field of fraud detection. most of the solutions presented still have
accuracy and speed problems. therefore the researcher presented a fraud
detection system that relies primarily on studying user behavior within the
site in two stages ,First stage is applying the solution to the primary
database: second stage is applying the solution to the database after
increasing the number of records. after that researcher presents accuracy
and efficiency of system. This article presents dynamic solution for fraud
depending on studying users’ behavior in E-commerce website and

comparing results of suggestion solution with other static results of KDD’s
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algorithms. This article explains the benefits of adding required attributes
to kaggle dataset and studies the benefits of adding required attributes at
accuracy of fraud detection in e—~commerce website.Within the articles, The
researcher provides structure of fraud detection system which collect data
about user’s interaction with e—commerce website and compare the current
user’s behavior with previous stored user’s behavior to determine if the
current transaction is fraud or not.
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cedl e adiay Ja aadly &bl W6 Eua: Transaction in e-Commerce
adic) G ¢ [8] YY) JLall Al logistic Regression i) lsa (o
238 7 Gib B ) el A led Aadi ) e S Ayl b Gl
oo J—adl il culaef Cuac Logistic Regression i) lsal JaaS dla )
3l Azl Jall (Kl ((96.341%) 282 cilSy laa e ey yled IS Gk
2ailly Gady piall Jall O LS ¢ Slie W) G gy sl il _iasll JalS
Zasadl 13 e Joawilly skl Agsnny Cadlal) 25 (03,
e sl IS et Lalaan g il <Y1y ol dasiall Jolall led of Baadls
:[9]a) il 2
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1- KNN for K=3 and K=7.

2—- SVM.

3- Decision Tree.

4— Smote Decision Tree.

5- Logistic Regression.

6— Navie Bayes.

7- Smote Navie Bayes.

8- Random Forest.

il ) Kaggle clly gacld o il lsad) sda Gadaly caalill o5 ajle
il [10]Weka, RStudio aaliy e 25l cillee A adde) dua cdauisall

A il e it
Accuracy AVG
Algorithms Weka Rstudio
K=3.KNN 95.433% | 95.323 % 95.378%
K=7.KNN 95.593% 95.455% 95.524 %
Navie Bayes 95.813% 95.772% 95.7925%
Logistic Regression 96.632% 96.451% 96.5415%
SVM 97.491% 97.421% 97.456%
Navie SMOTE 92.029% | 92.3738% | 92.18645%
Decision Tree 93.199% | 93.0856% | 93.14223%
Random Forest 92.71103% | 92.997% | 92.854015%
Decision Tree SMOTE | 91.09377% | 90.2627% | 90.678235%

Loall) il 3asld o cila)lsdd) 45 )lha guill gdags :(4)Jga)
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aas dsaly dlas
2025 als 5 aall 47 alaal)

o JliaY) aiS A Ja 8 Aediall @l ylall Juadl o ALl bl e a3l
ot Aedial)l ey lsall sl s 97.456% 0 oy Aaugie 48y Jaeay SVM 4 lsa
90.678% I Jay 483 Jaeay Decision Tree Smote dw),lsa

il sael e gk 48Ul ilaey sl A5Eall Caalill 218 : 40 Al ol
p A saill e it cuilSy 532251 e el axe zaal Cumy dxwsall kaggle

Accuracy AVG
Algorithms Weka Rstudio

K=3«KNN 92.325% | 91.9952% | 92.1385%

K=7.KNN 92.5598% | 92.137% | 92.3484%

Navie Bayes 91.926% | 91.0725% 91.499%

Logistic Regression 94.6398% | 94.1495% | 94.3945%

SVM 95.599% 95.279% | 95.4141%

Navie Bayes SMOTE | 88.3139% | 88.1379% | 88.2259%

Decision Tree 84.951% | 84.5426% | 84.7468%

Random Forest 86.348% 85.42% 81.884%
Decision Tree SMOTE | 81.74905% | 80.969% | 81.359025%

O 0 Arugally Asral) @il 50l o il lpdd) Lijlha il gy 1(5)dgeal
Ealy)

ade s @lldy ¢ € IS Cumidil 88 il Al Ay b el dae saly adf Jaadls
Aysllaal) Zaal Aa s e 5a€ IS5 s (63 a1 ¢ lae ) (e Ayslhadll (ailadl) S 4]
Cilsey sall Jils Decision Tree Smote 4y lsa oo 1l culuay lsall ST of Jaadls Gum
i Jlae 8 S (<0 a0t lly il )il o3a A8y i e 5 2.6% e o 3B
Al oda Jal il (Ll clilal) sael aan 5 Ll Lagale S8 (il ’dgz;\z\
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rJbiay) Al Jad 7 sikal) alal) A,

lelds Jady adgall Gaa aadiiall dole diaad e el dall 3 Sl adie)
TP (pasa PREGNON

) Clagladl) e ssisy a5 Complete User behavior s :J5¥) Jsaal

Attribute Description

User_Behavior_ID

User ID Ceddivall Joda (je padiindll o8
User_Type o gsing sl s L) sas aasiudll g
&Qi}ﬁéﬁ}imm\wﬁlﬂ&
ML (e 2 22
User Name PREGNON P

fdall i il 50d)
sl

Average Session_Time

NPS(Net Promoter Score)

Summary_Reading

a;bﬁa d.\ﬂ C\:\.\AM uaal« 5¢b§

Reading_All_Summary

e)pdl) J8 ladlal) JS 3058

Read_similar_product

Sl zitall Aglie cilaiia be )y

Speed _in_typing

Lgiall a5 tsl 8 aadiil) de ju
L JPRERNONIGH PN R4 g e
saalsl) dulall
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amount_in_transaction & padiuall g agty (Al o )dl) 4eS
iangia ol 5uS o Ja saslsl) A
AL f
Changing_lp e JR 1P sty s aadiiiiadl Ja
Y
Last IP pxiuall IP lgie Al
Changing_Tanspotation_location Jo ) Glsie i aadiidl Ja
[11] painna
Direct_Purchase Y ol 8yl ¢l o sy aniiil Ja
Purchase_from_many_Credit_Cards | e JSI (e eyl asiy i) Ja
dnlat) d8Uay
Required Discountig Y ool awa callay aadidl Ja
Times Between Transaction 38 elllia Ja)e)pd o duia)l) 658l
(¥ ol ehi bl o i)
Purchase Porduct D latiia ol phy a8y aadiuall Ja
Ladipe laud
Product_Type do i Clatiia o) pdy oy a2l Ja

Yool dudall i

Trasaction Type Leyd e o Aoyt LAY AL Ja
Caalil) Ji (ye iliadly Tusg yaal (ailadd) maiass (7)Jsoal

User s adsall aa axiiuall cleli o (adle s b Jsan Gl Joaadl ) Ciliay
A dua ¢ aadiiall EBle s e ol (g)s JSA ol 138 Jaaady Jaad g 4 Profile
ard olus lasgie 31 8 Gy dieyd axdiidl 4l AL Gl s 8 Q)
Caliay cAadall dpia3l saal) (opiida oy Agiadl) 3530 (ALY de yu Jasgia 1Jie ailiadl)
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DLAl sl g, (User_Profile Jsas e asasall dadl) Uikl 82e B faa aodiudl)
sy aaiall el ellul) a8 e 5l

i byie Jual e 7 osag il aa <=l aadied) daws o oS 1368~
Ve b Al dglal) A8l

Al it spde Jual e 7 st ddiall an > ) aadisd) Jas ¢35 S 136 -2
gl Al 400

10 G pasisall ol aey A gie 482 0l 3l ¢ Uaely oy Lal pUail) of L HSAIL sl
AV el e byt il gl e bl Aali e elsu adgall aa Ul

Lo DA e @iy sl @l duhy asii Al dagphall Jolall dlia) il axiy WS
ok
dglee o Alad) Aliliall clST ol adsall e a2diall CLe JalS Jians &~
gom A a1 cadpally Jall axiiall ( Jelis dlee of ff mivai dglee Sl 6]y
) LA dae a8 Cum oy yhaal) slaill (8 e Aads 238 e Jsanl) dlee
g ccMilia 10 sas A giie 383 3 gl o Jpumnll elldy adiiusal) gy a8y
DESIL B Ja el gl) ALY e adsall pe padiisall Jelis gae o ading Y]
ALE adle s il edle il oy
Q\A)Lud‘ AT @Ajj Cj}d\ Mew\ Lg_vejsg 35); dScAcﬁyd‘ @eew
sied duluall il sidl 34 & (s «Complete_User_Behavior Jsa s
padduall ) el gLl 25)l6al @lldg User_profile Jsas e ey cBle Ll
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SV <Y User_profile Jsan & dsase aals da a0 52y i) Slold) ae
Ll ol eyt & Ja Al ABLa e iKY ey e gy A3l dlee ¢ g
t b pailadll sday pailadll 3L e ST Al (ailadll (ae slac) =3
e Speed in_typing
e amount_in_transaction
e Average Session_Time
e Direct_Purchase

e User Type

oo b lmtll Al e ST AT 058 Sy ptladll i o8 S IS e ol
Al Ldee el o Loyt o da el AL

DA e alee Al 258 e 2 Y Enlll 8 (o el sUaill Jae 40T agd 3 pual 1k
el il Jae 21 agdl (g5 e 4 V) LaS Taladall IS oy Jall 885 Lalads
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Create New Record in complete
User Behavior Table below:
User_Name.
Session_|Id
Start_Session_Time.
Add NPS /1/.
Add user_Speed_Username.
Add user_Speed_Password.
User IP

Enter User_Name

and Paccwaord

Enter All User’s Data in complete
User Behavior Table :

1-User Behavior.

2-User Traffice.

3-Summary Reading.

4- Reading_All_Summary.
5-Amount_Of_Transaction

Counter=

Send Mail and Message
to User Mail and Phone

Fetch All_Speed in
one Session

Block Account

Enter Data Of

transaction as fraud Calculate Average

Typing Speed Of

llcar

Calculate Average

speed in User Profile
Enter in Complete
User Behavior as
1-Status=Browser.
2-Trasnp_Ip=Null.
3-amount_of_Tra=0
4-Other Data

Purchase?

5 i 4 g S B jladll B ga A JUaY) ChiS A ) ) s asanal

Order Placed as
Credit Card Method

for Pavment

Fill Credit Card
Information

Validate Credit Card

Yes

Send Mail and
Message to User

Block Account

Enter Data Of

transaction as fraud

Delete Amount Of

Monev From Ralance

Transfer the
acquiring Bank

Receive Transaction

Reniiest llser Profile

Reniiest llser Profile

None or New?

Yes

Choose Randomly one
of 3 algorithms

Public
Rnlac?

Yes

Send Verification
Code To Mail

Received?

User_
Profile

Public
Rnlac?

User
Rnlac?

Change User Record in
User_Coplete_Behavior

Calaculate All values and
change user_Profile

Delete Amount Of

Monev From Ralance

Complete Transaction
and enter Data to
User Profile

Delete Amount Of

Monev From Ralance

Complete Transaction and enter
Data to User Profile

Enter Required Data To
Complete_User _Table
and User Profile

Add To private Role and public

Complete Transaction and
enter Data to User Profile Rule




4l glaall g Ay g <) g ASiGall dpannigh) o glal) dbeates waen daals daa
O S aead, Al A 2025 ale 5 aal) 47 Alyal)

desenne o yiall migaill Baukdi oy lgde Joaall A8 Al 501 sl Sald) L6
kaggle <ty
topaliall e JS alasinly elldg dansalls 4l
il (e Bylie Lgale Jgeanl) (Say Al 28N julas (pe 20all (et s 2I) s Weka —1
Nl s e 2l 38 oy mlil) e Aglsde cilie b melind) Ay daa
Aagall 280 julas (e aall addy Lag g (A050KG1 AILEAY)
AlgaY) cV s e et il pile (S8 4800 A aey 535 :Rstudio -2
. Al daisadl)
@l e oS b gl e Alla s Aiuiag A3jlsie ULl de sene )5S Ty
p AUl gl e il el e i) dallas Alaye 3 UL de gena JIA

Correctly classified Instances 83725 97.9904%
Incorrectly Classified Instances 1717 2.0095469%
Kappa Statistic 0.7253

Mean absolute error 0.00002

Root mean squared error 0.0012

Relative absolute error 11.9932%

Root relative squared error 42.0012 %

Total Number of Instances 85442

===Detailed Accuracy By class ===

TP FP Precision | Recall F1 MCC Roc PRC | Class

0.852 | 0.000 0.985 0.85 | 0.939 | 0.843 | 0.882 0.711 1

1.000 | 0.112 1.000 1.000 | 1.000 | 0.843 | 0.882 1.000 0

AVG | 0.979 | 0.235 0.979 0.999 | 0.979 | 0.843 | 0.8821 | 0.979

ALl Kaggle UL 3l o Calll J8 O ¢ il Jall 483 il mags (2) IS
Weka C..aLg).i
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Confusion Matrix and Statistics

Reference
Prediction Not Fraudulent  Fraudulent
Not Fraudulent 83695 1435
Fraudulent 0 31

Rstudio gl aladiuly Kaggle «llul) sacl o Gald) g8 ¢ g yiall Jal) 48y il pudags (3)Jsdd)

Gaald) U8 (o paiall Jall 483 o sl Cmalil) (o datiadl 483l slaal) s sial 33,
HCa

AVG Accuracy=(97.9904+97.955381)/2=97.97289%.

4y a5 0.516809% Bl caldl i e paial) Jall Jid e Aol 4 Guead Jaadl Ul
Gllal) 32e @ e ald (o el Jall Gudaiy Galll 268 2821 e 3aly SVM 4 lsa
A il e sl culk g WEKA,Rstudio aslin o mitill jladls dausall
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waas dsaly dlas
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Correctly classified Instances 208842 08.5638 %

Incorrectly Classified Instances 2174 1.4361564%

Kappa Statistic 0.4125

Mean absolute error 0.000252

Root mean squared error 0.0092

Relative absolute error 33.1263%

Root relative squared error 46.0236 %

Total Number of Instances 211885

===Detailed Accuracy By class ===

TP TF Precision | Recall F- MCC Roc PRC | Class

0.786 | 0.000 | 0.953 | 0.686 | 0.999 |0.804 | 0.912 | 0.911 1
0932 | 0.533 | 0.999 |0.953 | 0.999 |0.804 | 0.912 | 0.994 0

AVG | 0.982 | 0.522 | 0.988 | 0.953 | 0.999 |0.804 | 0.912 | 0.995

dausall Kaggle bl sacld e bl (8 (e il Jall 480 il o gy (4) JS3N

RStUdiO gali alasinly Zanssall cililil) 322 o il Jall Gubiy caald) 6 LS
;) sl e ilial) il

Confusion Matrix and Statistics

Reference
Prediction Not Fraudulent
Not Fraudulent 208652
Fraudulent 0

Accuracy :98.4741732

Fraudulent
3002
231

drugall Kagglealily sacld e Galll 8 e zjiall Jal) Gadad w8 s o 5) JA
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plaiag A8l Jass siall Gl laie Al 5yall 5 0. 516809% haie; IS Lyl

AVG Accuracy=(98.56938+98.4741732)/2=98.521776%

5oL s cndls B g pe Al Cnlll U8 e 2l Jall e Aailill &) G Laadls
Gl LS adsall we paiisall ML 220 o) LS Cum ¢ paiially Aualall Cilagladl) 22
paiuaal) gl plaill €] Ad e Ul ariiadl o SST Gilaglae 355 A Lyal 380)
tlleny D Aaay i el Gy Calll U8 e sl Jall gn &8 3 Gy ()
a8y i Gl U8 e il Jall b Lle A8l 4ali (e jaS ke 135 2.8819%

Ol s e desiall

i) 458l

aleliy axdiad) @olu Aupy e Gnlll J8 e adiall aUsilly 4u)l) adias 1484 -1
LS Cum gl gy saylfiall 4801 e pUaill damy o3 5aY) cly) adgall aa
3oy ol A8 il il e Jpeand) &5 WS Uil ae podiiosd) eBlelis <))
Gaa) sa Juaily Caldl U e el dall Gn 4830 38 o Jaadls Cum ¢l
Al O dalad) clilyl sacli e Jall Guls vie 0. 516809% ey oS
Lajleal) 48y b Lle ddausal bl 3aels e Jall Gl xic 2.8819%
s A Gl sall L (e e bl saclE cO e 2 3al) ey il
Jall 48y cilS dua cdall e dpuliall Gailiaddl 381 ade a2 Lgd caais
Omnd liiay 98.521776 %isd cianals 97.97289% Caaldl J& (e -yl
. %0.548886 il
Gl sl Gy Caldl Jd e zyiall dadl G 4821 (958 QLGN S maay
:Kaggle iy saclis Lpulud) <l sacld o 25)lad) s e 3 45L)
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2 of Gigymall ey eJLiaM (il Alee JS PR Leaaar s sl i il
Sl Ay SIS Blail agay Cperiinuall (DBl Jgan 3 Bagasall CDLa)
Aalu¥) ) Ao gana i calsall G (peddiveal Joaa e e (e S
Lalall el aae Laiy el Joaa 4 284804 <l e IS Kaggle
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