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Comparing the Impact of Positional Encoding in
Interpretable Transformer-Based on Intrusion
Detection Systems

Abstract

With the increasing complexity of cyber threats, transformer models
have emerged as an effective solution for network intrusion detection,
leveraging their success in natural language processing and computer
vision. Positional encoding is a critical component in transformer for
understanding feature relationships and enhancing detection
accuracy. This study evaluates the impact of positional encoding
strategies on transformer performance by comparing three
approaches: no positional encoding (NoPos), fixed sinusoidal
encoding (SinPos), and learnable positional encoding (LearnPos).
The models were tested on the CICIDS2(017 and UNSW-NBI5
datasets, with class imbalance addressed using focal loss and
logarithmic weighting. LearnPos achieved superior performance with
98.55% accuracy on CICIDS2017 and 97.64% on UNSW-NBI15,
outperforming SinPos and NoPos. Interpretability analysis using
attention weights and LIME revealed that LearnPos focuses on
attack-related features, enhancing decision transparency and
effectiveness in detecting rare attack categories, such as Bot and Web

Attack, making it ideal for intelligent cybersecurity applications.
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Parameter Value
Number of layers 2
Number of heads 4
Hidden dimension (d_model) 64
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(DoS 5 BENIGN Jie) dadlill cilidll 8 Lagale (S LearnPos (3siy 3 il
-(Other s Bot Jis) 3,3l
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Laally 3angall clalaeal) alasialy (F1-score) Adil) cuwa zilail) £1a .(6) Jgaadl

SinPos SinPos LearPos LearnPos NoPos NoPos

Class (Unified)  (Optimized)  (Unified)  (Optimized)  (Unified)  (Optimized)
BENIGN 0.9839 0.9862 0.9912 0.9889 0.9657 0.9774
Bot 0.2174 0.3125 0.1430 0.3480 0.0942 0.2233
Brute Force 0.9429 0.9553 0.9719 0.9764 0.7169 0.9515
DDoS 0.9940 0.9829 0.9993 0.9932 0.9666 0.9744
DoS 0.9721 0.9846 0.9922 0.9871 0.9124 0.9253
Other 0.0000 0.5714 0.3500 0.6000 0.0000 0.0000
Port Scan 0.8440 0.8537 0.9542 0.8537 0.8023 0.8369
WebAttack 0.2824 0.3105 0.8000 0.5717 0.2441 0.3035

- 45)lie Macro F1: 0.5824 :(ssiwe e Gyiia 2100 LearnPos Gis :UNSW-NB15
e dpall Gl [EAT WA RIS ¢(0.4674) NoPos ;5 (0.5699) SinPos
& Wle Wlg o8 8, .( Fuzzers: F1 = 0.5815) 5 (Shellcode: F1 = 0.7970)
DS JS aalii 4l V) e yall Aleal) 48 a2y NOPOS of g (o3 el o Cayial
LJiall AL ) 8

dials LearnPos (st S5 Lo il cua 7351 JSU Juaiil) 613Y) (7) Jsaall moasy
alaa Ayjlane A 30 LearnPos (s oSay 3 Gl o el 5y Callan ) colal) 3
L)sie 5l (CICIDS2017) dslsia s culsl 2lous cde siia cilily 1 ge CaSll e 1008
cend e g ST gy el zisall e o 138 355 ((UNSW-NB15) L
LA ladeal)

Lilaally saagall claleal) aladiuly (F1-score) Ldl) cua ziladll #14f :(7) Jgaad)
.UNSW-NB15 «lly a:«w

SinPos SinPos LearPos LearnPos NoPos NoPos

Class (Unified) (Optimized)  (Unified)  (Optimized)  (Unified)  (Optimized)
analysis 0.1721 0.1848 0.1582 0.1692 0.1366 0.1438
backdoor 0.1232 0.1448 0.1384 0.1757 0.0110 0.0056
dos 0.4515 0.4535 0.4502 0.4552 0.03687 0.4374
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exploits 0.6380 0.6556 0.6537 0.6586 0.5808 0.5874
fuzzers 0.5755 0.5704 0.5766 0.5815 0.4472 0.4999
generic 0.9878 0.9874 0.9877 0.9886 0.9741 0.9791
normal 0.9932 0.9932 0.9932 0.9932 0.9916 0.9908
reconnaissance 0.7502 0.8122 0.803 0.8056 0.5912 0.6122
shellcode 0.7334 0.7621 0.7569 0.7970 0.4552 0.4730
worms 0.2737 0.209 0.3056 0.3226 0.1167 0.2414

0.5717 ) F1=0.8000 s« Web Attack 43 i LearnPos slaf aals Jaa gl colls a2
«Focal Loss luall ally 50 sy @l 58 of m300 Al Gilabeall alasin) aey
Dbl Aangie Wl e S5 (e Jly Le syl culial) sl ol apyss i Sl

J20-19-18] cluhall (oany iy LS
phaainly £l iy F1 odayny 48 Cum (e DG z3lall G 4ylie (3) JS&) 2y
(5) Pl W L laleall Juzadl g L Gulial) (4) JSEN aia s Lo cbasgall cilalac )
3 «Fuzzers 5 Web AttackJis daja cilial (FN 5 FP) Cauail) sUadl ol (6)

ceaaY) e 2ae Jil LearnPos jedas

fetbuad) Lbel) Jula% 2-8

8aa gall Cilalac Y aladsinly DN &3kl G oleadl agaill ALeLE 45586 (8) Jsandl (o
zh of gl ibs (UNSW-NB1S 5 CICIDS2017 cbilyd) e seas e cayyuill
o2 Aagalasalyy A 523 — (LearnPos) abaill Ll el dalag — amsall Jaa il
Alual) 2als)
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craanl) aiail) Julat :(8) Jsaal

UNSBW CICIDS2017
SinPos  LearnPos  NoPos | SinPos LearnPos  NoPos EREA]

67,592 72,072 67,592 | 67,592 72,072 67,592 bl 2ae

5,655 6,769 4,283 6,615 10,124 4,745 (M) cwsll JSW el
94.25 112.82 7138 | 11025  168.73  79.08 (6L el K a3l
282.75 33845 214.15 | 315.00 32658  237.25 | sk (epoch) Lseall () Laussic

G Aga S el pa gl Slgatial Tyaies Binas (llay LearnPos of ) <lld aay
YAl o e gladiag (il ((NoPOs) aasill il ol (SinPos) sl el cadlay
kel ddee DA Jaant L) i

8l Gliatil) (Jld o(Parameters) < klaall 23y capaill KU cpail) 8 32030 o8 a2
& s — \J}.’q bl:\; LearnPos (e J2ad ¢6)alill clidll cayat 8 1..4}\4; N &
ccilangdl e ISl A oflle Agipay A8l A Aial i

sl il Julas 3-8
Jilas 2 2 St Jlall (adS 8 dedtisal) Clsaall z3la DAl Sas T agdl
g e OBsY) husie sy 56 (1 Ae))lsd) Seacada Guej)lsd e oli) 4l
gl Cabidal adia DA zasall legle 300 ) Cladl aal 2383 5 clisdally Gugy
ipha LA aladinly o(XAI) gmedil) elihia¥) ¢ KN U] (e Glld 5 25 cCilangl
e el Sl Dy ol i el Al pi cillaladiag
Jiad Gand e 5y0l8 Csaall zila 8 ola) ol o ) [14] d6lad) cluall s
canll (385 patlad ff MUl bl Jie AVs @ld palie e 53S0 DA e bl
A Hgye A b 3akaa) LalalY) CHLES) 5 g Le Ve
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-z 3saill Sl oy (5205 oLl 3K Alale
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Input:
- Trained transformer model M
- Input sample X (shape: [batch size, sequence length, features])
- Feature names list F = [fq, fa, ..., f0O]
Output:
- Attention matrix A (feature-to-feature interaction)
- Feature importance vector I (as percentage)
Steps:
1. Forward X through the model M with attention tracking enabled:
— Obtain attention weights from M(X, return attention=True)
2. Stack all attention heads and layers:
— W « stack(attention weights)
(shape: [num layers, num heads, seq len, seq len])
3. Average over all layers and heads:
- W _mean « mean (W, axis=(0, 1))
(shape: [seq len, seq len])
4. Construct attention matrix A using W mean:
- A « DataFrame (W mean, rows=F, columns=F)

5. Compute total attention received per feature:
- total <« sum (A, axis=0)

6. Normalize into percentage importance:
- I « 100 x total / sum(total)

7. Return:
- A, I

Bya I A0 iy o LYY Al giena g ATl 11 Ay ld
:CICIDS2017 cilily dsgana Ao Julaill 1-3-8
:Bot agan e
((%14.52) dgasl i shm o30S Lty K, LearnPos zisal of (7) JSE el
el LS Ll i€y Jagiyall Jlaidl 5y Siall Wlal) e adSll 8 daula 33 Ay
(%4.59) ACK el 2305 (%6.31) dpala) dajall Johal ) aall sai leanse lalisi
casngd) dslud Lalaia Legh oSy La
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|

Bot asagd oLii¥) 4y a Ll 1(7) Jeid)

faws o L %2.59 duis [S5e Cidie oLl auys NOPOS zises Ll (il 3
i€ g ol palaas) ) sl L AN A diean 330 a5 ((Down/Up Ratio) ad)ll/dseal)
(%10.81) dpSall a3all Jshal (glinall Calad) Jia clise Ao 3558 SinPos z3sai Ll
Fl- galias) 8 s 3L e 38500 ) o)id) o<1 ((%8.27) URG Slel axcg

.LearnPos 2 43)lie %8 4. Score

:DoS PYEUI

Jshl o) anll Jia e o 0385 A e laaly Ly Lagd LearnPos el
Glesa bl LN e 438 (Say Laa (%6.24) PSH el saey (%11.46) dajal)
Flow e SinPos %, Jiliall & L3S clulul) <NV awe (it b sdelus olial
ols (NOPOS Ll . 1yiise 1S 55 selah ol 431 (% 12.21) dgansll diiag (%7.27) IAT Max
b rease s LS ol b maaly cindn ) el b «%3.51 dus 4ilie gl jslam
.(8) Jsa

.DOS cilangd oLV &y a hild :(8) Jed)
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:(Web Attack) cusll agaa e

Cilena by iyl Aol ClbhY) a6 el Sl (%7.08) dss (Std
«(%18.23) Init. Win_bytes backward syl laiiye iy acl SinPos ¢f a2y el
Ll gl ool s Le ecunsl) ilangs silie IS8 WS ha Aasiye ye 3jal) o3 o V)
s PSH Flag Count Jie dppusi ;e e e Sy abill ) j@sé NoPos

+(9) I3 4 2y L 1285 Down/Up Ratio

sl cilangd oLE) A laifd :(9) Jel)
:UNSW-NB15 clily dssans o Julaill 2-3-8

:(backdoor) claaa

Jie dpausit line e ) 3 (Backdoor cilesa i i s LearnPos zised ekl
g5) service 5 (%14.62 dwsy TCP/UDP Jis JsSgisyll aas) proto_encoded
K edladl L aad) Jlany) bl Ll e 43,8 (Sey L ((HTTP/SSH S daxal)
L ¢(%15.80 S5 iy Aol @anll & TTL <V axe) ct_state ttl e SinPos
() ia Bl e e S50 LY i ) Riag) pailias)l JA4 b Al e
NoPos Wi .(0.1360) LearnPos = 43)las (0.1232) Fl-score _mbiasl ) ol L
F1-) G ool 8 s Lo o(@dll/dpeatl) dass e %2.59) cindie oLl ayysi el
.(score: 0.0110
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Model: Modelwithout POS Model: Model With Learned Pos Model: Model with Sin Pos
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BENIGN BENIGN BENIGN
Dos Dos Brute Force
Brute Force Port Scan Dos
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Feature Value Feature Value Feature Value
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Flow Packets/s
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Syntactic Analysis of Arabic Sentences Using
Deep Learning: AraBERT — Transformer
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*Postgraduate Student (PhD.), Dept. of Artificial Intelligence and Natural Languages, Faculty of
Informatics Engineering, University of Aleppo
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Abstract

Processing Arabic text automatically is a complex task due to the language's
unique morphological and syntactic characteristics, such as agglutination
and flexible word order, especially in unvowelized texts.

In this research, we propose a linguistic system based on an advanced
linguistic model capable of deeply understanding linguistic context,
contributing to the accurate extraction of 13 syntactic and morphological
fields. The system relies on a multi-headed architecture that enables the
simultaneous analysis of multiple linguistic features. The system
demonstrated high performance and remarkable stability when tested on a
dedicated dataset, outperforming several state-of-the-art linguistic models.
These results reflect the effectiveness of the proposed model in supporting
Arabic language processing applications such as translation and error
correction.

Keywords: AraBERT v2, Transformers, Arabic sentence parsing,
Morphological analysis, Syntactic analysis
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Design and implementation of a new link
guality metric that achieves load balancing
within 10T networks based on the RPL
routing protocol.

Eng. Mohammad alholami*  Dr. Akram almorei** Dr. Maher abbas***
Abstract

The next decade is expected to witness an increase in devices, mobile
phones, sensors and actuators that communicate over the Internet to enhance
human lifestyle. The design of the loT network must ensure energy
efficiency, speed and reliability to ensure the long-term sustainability of the
loT. Routing and balancing of data between nodes is one of the aspects that
greatly controls the quality of service in 10T networks. The standard RPL
protocol is designed to choose the best path based on a single link quality
metric such as hop count or expected transmission number. Choosing
unreliable paths leads to wasted network resources, increased data
retransmission and unbalanced load, which forms what are known as hot
spots within the network. In this research, we aim to design and implement
anew link quality measure called (HU_DLQ) that selects the best path from
a set of paths based on a set of measures. It also works to balance the load
between network nodes and eliminate the problem of hot spots. The new
measure was tested using the operating system (ContikiOS) and the
simulator (Cooja). The performance of the proposed algorithm was also
evaluated for networks of varying density and different topologies. The
simulation results showed that the new measure (HU_DLQ) outperforms
the basic algorithm within the (RPL) protocol, which is called
(MORHF_ETX), by improving energy consumption, reducing control
messages, and improving the packet delivery rate.

Keywords: Low Power and Lossy Networks (LLNSs), Internet of Things (10T),
MORHF_ETX, RPL protocol, ETX link metric.

*PhD Student in the Department of Systems & Computer Networks of Faculty of Informatics —-Homs
University.

**Associated Professor in the Department of Systems & Computer Networks of Faculty of Informatics -
Homs University.
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Ngnant 5 il Lgasit 338a0) J (g0 Alusyal) Ll 40 st packetseng

Baiall o3¢l ¢ Ll UKl saiall U8 (e Aliall Ll 30aS Y s : packetyecive

a2y e plall (i ity dals yl lle 335 Jal (e (ETX) adgiall Jlu¥) s v/
-(4) [16] 48alls adgiall JLap¥) 22c

ETX = 4)

" dF = dR

74



Aotla glaal g Al gl g Lilaal) pmadigll p glall Abuads gaas daaly Alaa
wilke Al Erpsa A s 2025 e 6 2ud) 47 Al

s

Aeasl ) saaall e Aaalill salsl) 35kl Jlaial iy apbdll 4 Jia odf

radl ) dgadl G i) Sl V) Jlial g5 Sal) adidll dus Jis cdr

dsasll s (DI0) J) Ay Sl ) bl sxe Glaa 2y :(Hop) chédl) s v/
e JS die (1) Jlader cbasl) aae 3al) o s elayle A4S Glua oy Al 328
.(DIO) J) dllu; (Sl

Gllyg Hlusal) A4S dasgia luny 2585 :(Average Path Cost) bl 4815 Jagia v/
5 Aia Sl o (gmy hlusall anl (K15 A it Legd pplase gt i
o Dbl 4885 gy @llyg Hlusall Jsb Jangie Clua (Says dle Glelun o
[18](5) ob) 4ally LS jlusall 138 JSi5 ) cihyidll axe

path st )

hop ount

Averagepatn,,,

2S5 il (6) 58l - lins (3) JSEN gy WS Linglgashall 6 cpapplosall Wl (i
el AAISE ()€ Loyl

gl e 3 308 Laglgagh (3) 85 Ja

e P1_pathCost =2.1+2.2+2+2.2=9
e P2 pathCost=3+3+3=9

Dhasal) (e Juzail (PL)IsY) Slsall G alall pe (6) o) aiall llisal) 2 (gl Laadls
Alall o3a aind ST el (gsad Ak Dlay o goay S ludl Cua (p2) SG
F0sSA Dluall Jsh Lassgia ol a8

75



i AN el cud ) cilSad A Jaal) ¢3¢ (Fhay Baa Juall Al g Baga (bl (Balial g avasal
(RPL) 45l JsS 552 Ao

e P1 cost=9/4=2.3
e P2 cost=9/3=3

A(PL) sps JBY) Tavssiall 53 Slesall lialy o gish

Al ril) CadiS s Al pe ulany Jalaal) 138 o 58 :(Setamol) cbuall Cisdis Jalaa v/
gl asii Cam Qlaall Jabs dalay Gie J<o Al Rall cblud) e Dl
@snr A Sl HUa5 s L) 4405 Jagie (g5l vie Alla 8 Jalaall 38 )
sl s AV Hlad) ae debeall 138 a8 (gslas vy AV ludll o el 4
-(6) pd) Ansial) ADUall Jsaiiall a aliiny aglig el ylusall
o3 ) B ol leall 481 (3aiall LSad) jlual) 4815) =(Setamol) cidisll Jalea
(6) (582l

Llose Z8S5 il (5) Baiall gz linss (4) IS8 ra gy WS Linglgushall Lyl (yia iy

(gslasia s Jone I3 ASa5 Linglgasha c (4) JS2D
v" P1 _cost=2.1+2.5+2.2=6.8
v" P2 _cost=1.5+3.5+1.8=6.8

t0sS laall Jsla Jasia luas ladie o i caljlosall 2885 (gl Jaals

v" P1_cost=6.8/3=2.2
v' P2 _cost=6.8/3=2.2

dal e Sluall st Jalae ) gsmlly asiid clylsal) 415 Jausgia (gsbud JaadU Allall oda e
IS8y (43) saiadl ( a Dlae o gemn A L) G Bl Gus Jeadly) L) lsal

el s Jalee sy asiid cAalag i

v' P1_setamol=(2.2-(2.5-(2.1-0)))=1.9
v' P2_setamol=(1.8-(3.5-(1.5-0)))=-1.2
Best_path=max(p1_setamol,p2_setamol)=pl

PLsas Juadl) Hlusall s lasie (P2) slusall dad e e (1) slasall dad o Jaadls

76



@LAJM\\’@Q)GS&\JMM‘@#\?}M‘M Uaaa daala s

Carcaar

e Al Frasla g daan 2025 pls 6 sl 47 Aaal

:(HU_DLQ) (bial) cilshi Ciuaysi .10
ol LS aaadl Guliall b)) gt Chindi oSy
8yslaall diall pan ) (5)50 IS (DIO) Jilsy g (node sink) Sl s fay .1
lealsdl & Al Gl oAbl oda ggiaty Aaylell bl JiSi dal e @l
~hdal) aae g ETX (abitalls il et Janas sa8al) d8la Cus (10
S DIO Bl Pl e 4080 jas e Ll 5yglaall il e saie JS Capis W2
Land) AUl laie) Jie Al oa Cilaglae Gty bel Jiys e Llliind &
) lea Ly oy (@bl aaey saiall 20 o Jama ETX (aliall 3sall
Byslaall 22l aaa e ALyl 528 Cn Bql.cp (5dxl)
aac s lgaise 221 Jal (e cllds (9:8¢7) ADMall e alaie VU Lgis) luny saiall a5 .3
Ol L) (e Ao sane oLl o Wiy A3 Linslyash Ja1a s JS5
8] ssie ) saela ¢yl Jii Jal oo @iy 3yslaall dall e
RANK(N) = RANK(PN) + RankIncrease @)
RankIncrease = MinHopRankIncrease * step (8)
Step = a; * ETX(N,PN) + a, * fw_ratio (€))
a, € R*,i € {1,2}and iai =1

i=1
s
.Japall 38 48y ) 3 RANK(N)
Y sl A5y ) 85 RANK (PN)
.(256) a dnalya) dadlly 250 b sl ) sl Hlaie ) el :Min_Hop_Rank_Increase
Al 5ol 8 ashall lide ) sy :Step
(1) sl Lemsana iy 33l 8 pml) Jlie ) ad g
Oo o saie SLaal Jal e @lldg sac Lall el Z8S5 Clua Gilay 53ie JS a5 .4
Slo Tolaie) 468 J8 Giny A Jlad) Slals cpaidnad) oWV (e degena O
e Jily ETX Guliiall ded J8 e alaieWh @iy lle S &5 ) Gupliall
Al dfic (e dafie 4Bl 4paSs o)l pad Jaxal

77



i AN el cud ) cilSad A Jaal) ¢3¢ (Fhay Baa Juall Al g Baga (bl (Balial g avasal
(RPL) 425l JsS 59 2 o

oo llyg ) Hlall 4415 Jassie 38T 2 ol (piaied sl 485 g5l Jla 8 .5
oa) Jal e @iy jlusal) 138 Lgie aoldl) il aall o lusal) 2805 4 35k
Adle Glelun e gind ddia cDlag ol g ¥ gl )

@sn A Sluall L) S findye (il lud) Jsh Jausie gl Ja 8 .6
.(Setamol) luall cils il o Jaleal oY) Aol

s Juad) QY saiall ) Ul 4 sale) afiw (oY) sde s e a7
(ACK) ALy jlals Wylial & Al 362l (DAO) g5 (e Ay sl

o 4dlin) & ) of = (MAC dida e (ACK) Sl bl 3b b .8
AN 3l ddaud gy

gy Caclim a8 okl ) ey 138 (MAC daids (e 2SN SL8) 6l 3B 2 &l 1) .9
2 s5kaall ) (5580 5ye JENVL Adeal) S5 30le)

i siaal) el Jae 4yl dgauall aladdl) o

78



uu,ubuuxsbms.u&unm;.@\uwtm Uaaa daala s

Carcaar

i alaa g:.,a(us\.\ gl dana 2025 sle 6 2l 47 Alaal)

[ D10 A, sz ol

. DUCI-I\]L..
'u"mul"
e It""'""‘ Baamll 1...1;....-......;.1.1
| wd Baaeg -u...-_...l aianll axlal | ol s, opad JimaE T, AN} N

¥ [P NN — J......I T .
L s ETH, AL i on ilalmall lac ol albyy_itey gl sl eVl
(lmall aie, o pma

*
saze¥, kel A3, o lecoy Laaall A28 Ll ” s e ll
albu_otg lanll gl

*
L lasd o wuly A Basell DD Al ]
Joms i — -u..-.j.nl
R

“‘-EE

£ ] L] e —
Alaoen mad 2Spadlil Alleg o | oo ks aakey ol e el Bisall aslo] e
Wl e g By & seel A, ey

ezl
&
JF P
=]
|
e
o Lt L
g ai
st el
—iaa
et pmal!

»
o Ll gl en gl ol Bl Jen |

o) Ganlia. 11

Dbl laa) saga e ldf apds Jal (e @lldg $puld o)l Gaplie dued lieadind Candl 138
fed ol odag dayiall dualeal) & (RPL) JoSigod) Jala

:(Network Convergence Tlme) Al a3 cdy v

Ol A i)y Jealgil) Jal e linglgssh S ) LAY Cul 3805 8 dial) 2 lias
o) By Gy w cdungt JsSis Y Aaui Cing pula Gulile g Al dac) iy
leall sl Sy ) Sl apan 4nlind g3 gl laie 43 e (RPL DAG) J
by a1 Hlie) g L(DAG) Laslsish () alaadl Auill (& (sl das ()
G lal iy e Jaanl) Jal e 4l sl @y RPL 48 & V) )il
DAG I ,:2Y1 DIO alazmily Jaeall die 30 V) DIO Jluy) <y 23a3 (RPL 3804

79



i AN el cud ) cilSad A Jaal) ¢3¢ (Fhay Baa Juall Al g Baga (bl (Balial g avasal
(RPL) 42 il JsS 589 Ao

DIO Juy) iy (e 1Y) DIO placail iy =5 Gyl e ol iy e Jseanl) o
[10] (10) a3, adally LS DAG ) J5Y)

Convergencerime = (Last_DIO_Join_DAG) — (Firstpjog,.,)  (10)
as.all (Control Traffic Overhead) asadl) Jilw) Jaa v/
s saie JS Aalsy Wiyl &y Al DAO 5 DIS 5 DIO il e (sliall oda Jaiy
JsSis 3 oSty o(LLN) lSed 35,000 2))sall slelye o doal) uliia samn (535l
3 e Caagll L3l Ciliise Hastul A e dalall e s el Bl 8 (RPL)
Clsa (Sayy B8l g aladi ) (85)0S0al) dayitall ey ledl) Jea Jalas g8 (i)
101 (11) 45 Bl Sk e S8 Jiy Jom

control_traffic_overhead = Z DIo(I) + z DIS(k) + z DAO(i) (11)
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=
Averagy_Latency = Total_Latency/Totalpckers, ooy (15)

bugio Clua Gl Closles s iy oz lady Al ajall JlaaY) 222l 8 (N) s

Aalinall piall 3o Maa) e (14) Aaladd) (0 Jgaasll (o) (Jan) puii Jguasll G )

(15) &, Al i LS il s2ic

:(PDR Average) dajall auad Jua haugia v/

a3l 2xe ) (Sink node) ASuil) cuas sdie b dabind) ajall axe adf e adyn iy

a3l gaeal (PDR) ad Jaussie 3L aghi Cun [9] diall 3 (ye A0 Caca ) Aual)

¢((PDR) dajall ailiss 4 Jasigia Gluads (SINK) coaall 338 A - lady eadliul o3 )

aall ae o lgandiy (SINK) cuad) saie ) sial) gues (o Alusall aiall 220 s

[10] [7] (16) o3y AUl (i LS (SiNK) camall 33 3 Loty Aativeal

81



i AN el cud ) cilSad A Jaal) ¢3¢ (Fhay Baa Juall Al g Baga (bl (Balial g avasal

(RPL) 45l JsS g0
Total )
Average PDR = <w) £100  (16)
TOtalPacketsend
fotard) anadl). 12

senss oaand) 2ad) 355 Gy @llds Claill e Yoy 38l o Sl aliea 585
LY Al ahl) (e ¥ sl il e adinal) il o (e a2l e cad] Jsaasl)
Al i) cOleldlly dpnpkall @ilsally Fliall a3 Jie 258l e degana e e
Lodiallly Ll Gla¥) e LIS A dsiall pagll LAl

:(ContikiOS) Jadall allsi v/

Sonalll aslal sl agadll Jd (e opglai 23 slls (CONtIKIOS) Jaaill alas ey
aldai sas Huadl gibe 4 @llds 10T WSN lSad & sy (3las e axiiod) zaliyl)
i) i€ty AL clulaal) i€k Lalall Slay) Jlae b Glasiu) <Y1 Janl)
1Y) Ay duelicall Zahall Jia Aalal) e yanl) 3 (CONtiki) ooty LS eLs)
aaly sSally (ContikiOS) Jeill allas (s . le byl Ldlyey 22y oo Jyiall Ay
260 Aminially anall byha oleSatiall Mo el S kit depuy a3l (C)daaysl
Gilallaall (ge g 19 520 (Contiki) el alas aadiind LS el Juai) Al dallal)s
Lgie Joisp (e S aey 4l LS (Texas InstrumentscAtmega « Atmel) dluls Jie
(RPL) US55y Jie 28Ul 58 00 2SIY Zipan Guylia ac acyy LS ¢ IPVE 5 IPV4 4S,l)
Clids Jea C3ail 46 ay (Rime Stack) 4us L ey (LowPan6) cilSudy
Ll cVLay) clide e Ji Gk gl diae Gluluall GG e VLA
Gl dacay il dugs s clds ol Lt ciladall 6K TCP/IP JsSsigsm dilasall
[19]

:(COOJA) wlsuall Saa v/

G Lelatind SV Sladll 4358 sy @llys (COOJA) Sl Slae adiind s
S 2420] (%61) ) Joci Apuaiy 28Ul dinidie GlSaE & cpyladll o haly Slay)
slal oyliie) (Sayy bl U (CoNtikiOS) Jseial sl e adinys (java)isd e L8
Addal 33adl 3lSlas 3y (Simulator) dealiy) sall slSlae shiS aasind dusa

82



e gl 5 Aoty 9 5 ASlal) tigl gt Al e daals Al

s b Erasa g taan 2025 sls 6 )l 47 Aaall

8 Basasal) B3eadll s Jaainy aghy 4 a8l il selal o JaT eas (Emulator)
[21] 85 Slaty ST dads Lo Jomns ) bl Jany Lao 450500

Al g v

abball e J& Jaeay aas Jllg (SKY MOte) g53 (e e padiid Cogu lail) oda
Ll LS il o degane slily i ((10Kb) Hasi Jlsiie Jsuas 35135 (250Kb/S)
038 ey Sliladl e sana algi ddlials (RPL) Joig s lildll sda amany e Jaailly
P SN Glalal)

(rpl.h, rpl-icmpé.c,rpl-conf.n,HU_DLQ.C energest.c,rpldag.c,uip6.c)

UDP  (Gaslii risat (e Adlfe Aaliiiiag Ailsie Linglsrgha olasinly Ui cojladl sl
die apea o aljn S i) Gald) s (udp-client.c) caldl cle e lly Contiki
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Parameters Description
No of Nodes \ 20,40,60
Simulation Model UDGM (Unit Disk Graph Model)
Simulation time \ 40 Mins.
Data Rate 250kps
Node Arrangement Random \ Random, Grid
Operating System Contiki2.7
Simulator \ Cooja
OF OF_OMORHF_ETX, HU_DLQ_OF
DIO Min \ 12
DIO Doublings 8
Radio Duty-Cycling Interval \ 16HZ
RX Ratio 80%
TX Ratio \ 100%
TX Range 30m
Interference Range \ 50m
Packet Analyzer Perl code
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Improving Link Quality Selection in Routing
Protocol (RPL)

Using Supervised Machine Learning
Technologies in IOT Networks

Eng. Mohammad alholami*  Dr. Akram almorei** Dr. Maher abbas***

Abstract

The design of the iot network must ensure energy efficiency, speed
and reliability to ensure the long-term sustainability of the 10T. The
IETF ROLL working group proposed the internet protocol
version_6 (ipv6) Routing protocol for Low power Lossy Networks
(RPL) as de-facto routing standard keeping in mind the
sustainability of constrained IoT networks.

The standard RPL protocol is designed to choose the best path
based on a single link quality metric such as hop count or expected
transmission number so Choosing unreliable paths leads to wasted
network resources, increased data retransmission and unbalanced
load.

In This research explores the potential of Supervised Machine
Learning technology to enhance 0T routing protocol, we
integrated Machine Learning into the well-established Routing
Protocol for Low-Power and Lossy Networks (RPL), resulting in
an advanced (new) version called HUML_RPL based on
Supervised Machine Learning technology.

The new version uses decision tree model for trained on a dataset
of routing metrics, predicts the probability of successfully reaching
a destination node and Each node in the network uses this model to
choose the route with the highest probability of effectively
delivering packets.

101



(RPL) 4258l S 555 JaN2 Jualy) Alua g Baga JLES) (e

Ly il el B Gl paU audaldd) Y aladl) Al e slaie Yl
The new version of protocol (HUML_RPL) is tested in the COOJA
simulator of Contiki OS. The performance evaluated for networks
of varying density. The simulation results showed that the new
version of (HUML_RPL) outperforms the basic algorithm within
the (RPL) protocol, which is called (MORHF_ETX), by improving
energy consumption, reducing control messages, and improving the
packet delivery rate and lowers latency in a network.
Keywords: RPL protocol, Internet of Things (I0T), MORHF, supervised
machine learning.

*PhD Student in the Department of Systems & Computer Networks of Faculty of Informatics —-Homs
University.
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Octets:1 | 1 2| variable
Type | Code | Checksum | Message Body
‘ base | option

| RPLType [ Description |
0x00 | DODAG Information Solicitation (DIS)
0x01 | DODAG Information Object (DIO)
0x02 | Destination Advertisement Object (DIO)
***** 0x03 | Reserved

Bits: 02 | R
RPL Type | Security | Reserved
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Aladl (b gs cculilall Jom 13ama Yl ki 3 (3) ISl (i LSyl sie (e eyl sl
aagiy ALY e el ok ally Alalall sad) ) Letay gy dl) ciline ) bl 4as
gAY Al Gl saie ) deal (S Byaioe Aalaall o2a a5 cAaaDU) g8l ) Gl

8] sl 55

110



Ala slaall g Al g 5 Auiliall Apanigh o glal) Abuades gaas daaly Alaa
ks AbLes Frpsha ) M 2025 pls 6 sl 47 Aaal

[B1LLA Lol dy ¢ (3) Il
Gl ge 3he: (Support Vector Maching) dasiall cilgaiall A7 4 led 2-1-6
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¢llys (classes) gelaall (s Joaty s3I (separating Hyperplane) Juali (s sise Juail
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s Cila e i€ 1) gy alatise 255 Jon L) (0555 Al B e sl Ty A2
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Multinomial Logistic Regression

(Accuracy: 0.995)
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—2 o 2 a
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PREDICTED classification
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5 a TN FP TN TN
= b FN TP FN FN
L
= c TN FP TN TN
=2
E d TN FP TN TN

[16]L)¥) 4d siias (7) JSa G
Y1 bl il 8 Lalaaiad <YYol (ulie & 382 :(Accuracy) 484 2-2-6
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a8y el aadiy :(Mean absolute error) Gllaal) Usdl) Jaugia 6-2-6

Jaxa il il 2 350l

alaainly dadgially 4ddall ail) G Sl hugie slay) Gyk oo @lls ((loSS)sslal)
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:(Weka) ) alaill 73l quydi galiy 3-6
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i Aadipall 5aial Adsall 8Ll Glea 5 :(Residual Energy) Agigal) 8l 1-8
:[1] [18](8) ady AR il 3aie ()55

Eres (n) = Eini (n) - Econs (TL) (8)

.(n) sasall dgal) A8l ) el 1Eeg
.(n) 38l Aglay) d8Ual) ) jud tEyp;
.(n) sasall ASlgindl) A8 4aS ) i i E s
:(packet forwarding ratio) aj,l 4 sale) Jaea 2-8
Jala s bl s Sle dea Gl dte HUA) ane g 44N de G Jeadl )l Gleal
Al S JS% Basal) A8l calyiinly JlupY) sale) 4uaS 3aly)y blall ey ) (sa50 A0
st AN Bl S 4y aalyy 3aiell Jaly @)l el Jare ey o (ulie #)yE)
Auil) Jaly e sgine <3 galsaie ) ol oda i salels asiis Le saie Lelliiuly
Clan Sy gl Jlsha SUL a5 upais Jlid Alans Ll A gaia siall 538 (585
(9) A s el ADaIl Aipa Apie) 558 IS O 32828 Anipall 538all 230 iy Jana
packet forwording = (Z packet, ogime — Zpacketsend) /100 (9)
lgrsnant @ Alls gt B38a]) U8 (e Ayl Sl 408 5y 2 packetseng
saial) o3¢ o Ul U Al 538l J8 e Aliied) UL 3 0l packetyecive
S caghall (i Caiatg Jalg sl dlle sasa Jal e ((ETX) adsiall Sl s 3-8
(1) [4] 4Dl gisiall Jl¥) 222 s
Jeasll s (DIO) JI Al LSl il il sae Gl 23y :(HOp) cufiddl) axe 4-8
Al Al 3l
I Al Sl saie IS die (1) Llatay cobaill aae 52l & Cas clalue 2605 Qs
- [19](DI1O)
:(Trace Set) du il clibu) adgs (9
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dc)se Jlail 328 (40) (o calie 4803z dsail due (43180) o A Ay Sliky Al
oo ally UDP Contiki  (Badss z3sal (e Calge zalin ae 4883(45) 5aa] Jlsdie ISy
client ) asuil) sic apen Ao aliyn &5 3 Cald) 585 (udp—client. ¢) cald) (pale
&) e ) Jeald e duas Al JLl (¢l ient node)saiall A Cusy (Node
xc(udpserver. ¢) caldl e gy silly (DODAG ROOT) il jia of A0l 4asae
saiall el 48l 4500 a5 (¢l ient node) il sxie e dluyall Cilagladl)l Jsuas
PR TP EVEQUWE I R WX QP IUUAY TR P, W . Y DA PO [ P PR PR DA PN P R P g
salgall adll Lo (ubiie JSU Basm Ay amy Gy sy ) Jlai) Al 535n Ganlie
c(Juai¥) dliay sasa Gunlie paead 4l Basa Ay sl Capdi Alily aen 38 Pla

(1) ) dsanll Cpw LS
o) Basa Jiw ligie a)l ) (ETX) adsiall Jlo¥l 2ae Gulital) af api &5 v/

.(250,200,150,100)

.(250,175,100) 5 leganss
il ssie o Jpasll I e i s B ) Sl 312 b gl 5V
(250,170,90) a5
il sinse dused ) (Class) Jl oams Lo sl JuaiV) Aluagl dleill 535al) day ape 3 LS
Al Jiss Al (JemdY) clas sam aem A Jsl)) ay A8l sasall 8 Jias
.(1000,800,700,500,300) izl e
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dl...aﬁ\(\ u.-.a‘j EJJ.A u.uﬁl&n r‘a.\ﬂ Oy (1) eﬁ‘) d}ia.“

ETX

Residual

Forwarding ratio Hop count sa5all da
Energy oo
(quality)asie

250 250 250 250 1000
250 250 250 90 800
200 175 250 250 700
100 250 250 170 500
150 100 250 250 300

= trace_num_quality.arff E3 |

(Trace set) 3l sall duyl) lilal) e (40 die (9) JSA riasy WS

AV

OJdo bW

(s}

M WhNEO

~J M

1
1
1
1
1
1
1
1
1
1

@relation
Gattribute
@Gattribute
Rattribute
RGattribute
RGattribute
@data

etx trace

etx numeric

forwording numeric

hop numeric

renergy numeric
class {'"l00O0','"80O0O"','700","500"'","300"}

200,250,250,250, 1000
100,250,250, 90, 500
200,250,250,250, 1000
100,250,250, 90, 500
100,250,250, 90, 500
200, 250,250,250, 1000
200,250,250,250, 1000
100,250,250, 90, 500
100,250,250, 90, 500
100,250,250, 90, 500
100,250,250, 90, 500
100,250,250, 90, 500
100,250,250, 90, 500
200, 250,250,250, 1000
200, 250,250,250, 1000
200, 250,250,250, 1000
100,250,250, 90, 500
200, 250,250,250, 1000
200, 250,250,250, 1000
100,250,250, 90, 500
PO0_2R0._250_.250_ 1000

Gl bl Gl (g die (9) JSal
Jal e (Weka) galin alaaiud &5 (Trace set) Gyl cilibd) cile e Jsean) 2oy
O LS bl cil€d Cayiatl) A aladiuly Gl aalad) V) ol il i caps
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Accuracy=1 Accuracy=0.9386
classified |best |very good |good |bad |worst classified |best |very good |good [bad |worst
best 444 0 0 0 0 best 444 0 0 a 4]
very qood | 0 67 0 0 0 very good 0 67 0 0 0
good 0 ol 427 0 0 good 0 0 427 0 0
bad 0 0 ol 7143 0 bad 0 0 0| 7079 94
worst 0 0 0 ol 554 worst 0 0 0| 217 337

LAY By dpaled Gl gdil) 48 ghuna

Lao 1) cilgaiall dpa)slodd (i o) 48 ghina

Accuracy=0.870 Accuracy=0.968
classified |best |very good |good |bad |worst classified |best |very good |good |bad |worst
hest 444 of 0] 0 0 best 444 0 0 0 0
very good 0 67 0 0 0 very good | 0 67) 0 0 0
good 0 0| 4271 0 0 good 0 0] 427) 0 0
bad 0 0| 0]6888) 255 bad 0 0| 0/7049] 94
worst 0 o[ o 217] 337 | Lworst 0 0] 0f 0f 554
agand) asmia Seanslll j)aniy) e il sl A gheas Colida i Adgran) ClSull) Lpaj it Gysddl) Abghins

G alaall loa AL sl A gias (10) JS
e Sbapledl) Ay o i LA ladl daapyld of Glasdill A gheae PR (e Jaadls
LS it calS Ayl bl e 7 Sl Ll canyS (pasd sl cCRiSH ds Cum
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(RPL) 4258l S 555 JaN2 Jualy) Alua g Baga JLES) (e
s Ll e il el b Gl sl adalad) AY) aladl) AEs e slaieYl

gasadll s ()
130.64 140
120 3
100 =
80 A
Bo)
60 —jj
40
&
15.27 - 20
0.47 2.01~ 0.19 0.362.28
= = 0
multinomial | Support Multilayer Decision
logistic Vector Perceptron Trees
regression Machine
Bzl qu)¥i e ) 15.27 5.54 130.64 2.28
B WY e 0.47 2.01 0.19 0.36

zdsall sl o) o (11) IS
DDAl By eyl Apilly Sy Lo J81 OIS oyl (e o (11) JSEN (e s
e zasall HlEal el danally L) ilie lsall 438 ae 455l &lls (Decision Tree)
e Al ey B8 (ML_ANN) duiseaall culSdl) 4yl i laa¥) clily
s3a 2 (Kl (Multinomial Logistic Regression, Decision Tree)aw) s
@bl e (i€ 48y Gulia (e OS Al T i€ (upi el Lealiia) dua) )il
:(12) Sl G WS gl culS laay)

(A g rasall Cidgl) 48 120
B 98.9114 100
94.5339 96.398 —
100 ‘3
80 ;i
60 i
X
40 =
20 ?
5.466 3.601 1.088 0
| | — R 0
rm‘JItmomlaI. Support Yector Multilayer Decision Trees
logistic regression Machine Perceptron
B mal) ol A 94.5339 96.398 98.9114 100
B bl ekl A 5.4661 3.601 1.0886 0

I bl = 3ail oS A8 Fnsi (yp (12) S
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Aila slrall 5 Ay ) 9 Aiial) Aputighl o slal) Abuades Uaan daals Use

Carcaar

o Ak, Frpsla gl s, 2025 ple 6 2l 47 sl

s bl e il dlee (& AN Bl Aae) lsd (35 (12) SN (e JaaDls
O UKD (e Ll s cclanadl 3yrie Juad¥) Edla (0S5 i dlee 8 JAN
(100%) A IS dps cabaely cilgin LA 5y da) s
«(Recall)sle i) ¢(Precision) hluaill)as zisdll daulea panlid dually )
A(13) =il WS i) culs ((F1_Measure)as 2

1.2
1
0.8
0.6
0.4
0.2
Iti ial 0
multinomia .
logistic Support Yector Multilayer Decision Trees
. Machine Perceptron
regression
M Precision 0.815 0.872 0.965 1
M Recall 0.946 0.962 0.99 1
F-Measure 0.945 0.964 0.989 1
M Precision H Recall F-Measure

S alaill i lsd dpulin anlia (13) Jal)
Lo IS dim Lpnlial) Gugliall Aoy HLall 50 daa))lsd (5585 (13) ISl e a2l
Aol L) o Seal) Alee Az 3sail) dgulia culS (1)) Q) ol dadll culs
Ay IS WS il cilS o€ 868 Jal (e gpamil) 3 sail) 48 dpuillyg 38y i<
(MAR, RMSR) 3l ulie (e J<U €llis (14)
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s 5l z3 gaill A8
0.35
0.3
0.25
0.2
0.15
0.1
0.05
'mL'JItmomlaI' Support Yector Multilayer Decision Trees
logistic regression Machine Perceptron
H MAR 0.0184 0.2414 0.0076
H RMSR 0.0984 0.3185 0.0534 0

® MAR B RMSR
Y alaall e )il Ayl 2801y (14) IS
o IS Al Gl g ol Juadl cilae ] 1l 5 A lsd o (14) JSE (e a2
sl 48 o e oy 135 dppia o de)ylall cilael dua (MAR RMSR) (il
Agle Ayl Hlaay) alily Je caslly
rlaliiiuy)
Byad e led i sin (ACCUracy) sl dday HLaslly capaill el dailly v/
ByaS IS A paall @l lsall 4y e )l
el lSad A JuaV) by basa oS A A leall dee Ayl dually v
g paal) ey lsall Ay e Alally &8s el JLAN 8ad duay e s L)
(12) JSal) 4y L laag
Gaaplsn (s o Baad 1Y) Gunlie Gk 0o Rug el by lsal) Gn ALV
el Joo Gk oo Liuhal caulie 1y S JS0 Al 5jad
oo Al A6 gall ld Casll asSy Jlaly) cdlall (Classification)

i) )l
Decision ) _al sladl 4uajlsd aladialy (RPL) 4ssil) JoSsisn sk (10
:(Tree
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A28l ol 7 3saill Jysatl iy (EMDML) galin alasind & Gandl e g 3all 038 (b
se ga Gilsia alin A (WEKA) galin Gob oo sl LA el 25
alai Jala (RPL) JsSsigsll 45ty ae alinall 138 mad 35 (C) daly dppaaall cileSaiall
(RPL) JsSsisy palall (make File) cald) e Jiaaill 23 LS o(Contiki OS) Sl
A Sl el raay G Algall 7 35ailly (aldl) Calal) d3la) Jal aa cllig
CONTIKI_SOURCEFILES +=rpl.c rpl-dag.c rpl-icmp6.c rpl-timers.c\
huml_rpl.c rpl-ext-header.c micro_tree.c
Glghadll (adli Wi€ey  Sladll Jandiiy (RPL) 4asill JsSig50 Jahy calall mad dlac 22y
Decision ) Jhall syad 36 aladiuly il luall Hlal dglee 3 dediiall G
Lsh W (Tree
Aiassasm Gunlie o 2l S (A4S0l Jab sadl aY (DIO)AIL,) i) ye .1
(ETX,Remain Energy,Hop Forwording ratio) Ju=:!
cCpmiipall £ LY1 Al L)) (DIO) Ay Jusje 325 ddli) 2y .2
e a1 VY aal G el de s (alaldl (classify) ald slesinl 2y .3
Ll aie JSDsagall A liany i) agiy Cun cpafall LY A
Agdlad) Y saie 33 sa Aoy 4l s Basa Aaa el dlla il YV et Hladl &y .4
Y saie Baga Aagn slati Juadl LIS dadall sagall 3agall daja culS 1) Giat L5
dad e uad ) Aadll a5 (150) GarSl daily ayaas o5 diuae Adic Aoy 4la)
il o langie e alaie WU laylaal Ky (V) sasa dayy i salyl
GAlal) saied) 5asa dagd (e ST Agiall dad 2l A pal) saiall 33 gal) danyy culS 1Y L6
ol saie JuadlS QY saie a5l O sade JuadlS saial) s3a sl ay
Oo (11,12,13) ADlall gyl dalas aladinly sa0all V) saie 45 Qlusy 581 7
J19] 38l Laglsogh Jals siall app o dladlad) Jaf

RANK(N) = RANK(PN) + RankIncrease (11
RankIncrease = MinHopRankIncrease = step (12)

Step = a; * ETX(N,PN) + a, * fw_ratio (13)
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3

a € R*,i € {1,2}and Zai =1

i=1

il Ledle ] dal e 5)slaall 3252 DAO Jilasy Jusyl
:(RPL) 43l JsS5is0 o #19Y) anill Gulia 9
ks sasa ol apis dal (e @l [19] Al olol Gaplie dsed Leddin) Gl 134
e A)aL s gl V) aleill Ay lsi an® Jal (e llyg (RPL) JsSsissil Jals ludl
t 2 oulial) 2 s ((MORHF,0F0) Al dpn ) caills gl
:(Network Convergence Time) dsudd) qulis céy v/
Ol I L) s Jualsil) Jal e lnglgrsha JS8 ) o LudY) i) ASes b shal) g lin
ol By Capat w caungd JsSsis 5V Aani g puls Gl g ASudl) M) by
ledl) Jsmasll (e ) dial) paes 4aliad o3 gl lsie 4 e (RPL DAG) 1
Al )l s Hlic) cny (DAG) Laslssh () alaadl 40al 8 (sabll dus (00
@l ¢y e Jpanll Jal e 20 sl 3 RPL 3808 4 V) o)l e
DAG I ,:2Y1 DIO alazmily Jaeall die 30 V) DIO Jluy) <y 23a3 (RPL 38045
DIO Juwy) s (e 1Y DIO plaai) <y m5ka b e il iy e Jpanll oy
[19](14) &, iDlall, LS DAG I JsY!

Convergenceriye = (Last_DIO_Join_DAG) — (Firstpjog,.,) (14)

dsall (Control Traffic Overhead) asaill Jibwy Jas v/
e daie IS Alauds Wslis) 2 ) DAO 5 DIS s DIO il e (uliall sda Jadiy
JsSsisp aSady o(LLN) @il 8 5)0ll) 3)lsall sle b pn Jaall Guliia juma (5)5
38 (e Cargl) Al Cilige sl DA e dalall e sl oSaall Bl 3 (RPL)
Gl (Says 838l 3)lse aladi ol (85)5S3al) A yitall 43 lad) Jas s g8 (uliaall
* [19](15) (5 28kall G e ol iy oo

control_traffic_overhead = Z Dio(I) + Z DIS(k) + Z DAO(i) (15)

i=1 i=1 i=1
:(Energy Consumption) 43ual) éblgiu) v/
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Carcaar

ks AbLes Frpsha ) M 2025 pls 6 sl 47 Aaal

Jsiall aUsi b dalial) POwer trace aUas 0] axiins Cogu 48Uall eDlginl lua Jal o
dimidie KLU il 308 ggime e Al =l aail Ui sy (ContikiOS)
LIV o3a Lo o L1y pyall Jing A3 pal) dallaal) s sl ZaUal) SDlgiad i ) 28Ual)
SSLAU JLy! Sleas ASoall dallaall sany Jie ()5S0 et IS 3 il saall Jpa
WDl Gph e ls Ll A0l A8l Gl 2 cobuall 13 e 3Ly Jiail a8
([1][22] b WS (s 3) dudaall culgd Cus (16,17) 8
power(mW) = Current * voltage (16)
(13) &) Adhal) axdis cllgiosall HLall Clus Jal e

tx * current, + Rx * current,, + Cpu * Current p, + Cpusge; * Current pyiger 17
Rtimer_ARCH_Second an

Current =

(as) delud) elal sanls saiell L ol Juupall Jilis ) :TX

() Aelud) ehal sanls 38l 3 gl Jiftsall (i (30 :RX

(Lmy) deludl ehal saals 43l Aallaal) 52 g Jstis (4 :CPU

(fas) delud) elal sanlsy il Gl auny 3 43S pel Aadleal) san g S (0 1CP Uy

-(Aani 32768) saslsll dulill & el Gliasi sae g :Rtimer_ARCH_Second

25 [23] (Sky Mote) saiall dyay el 5yl (e 335l bl a8 (3) a8y Jsanl) &

Baiall Agypeill 5y e 33 lal) bl o (3) Jsaad)

3as sl g Mgy S
current py ‘ 1.8 mA
current,, | 21.8 mA
currenty, | 19.5 mA
current;ge | S45uA

:(Packet Latency) dajall Jsas Al e v/
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Lo s e Auspall bl Aada 4l it A Clll e ail o Joagll () Caypad 2y
Lasgie lumy asi Cus (Sink Node) 48l Came sdie 5 Cargll 3ial) Y Jguaasll
Ao Clua g Hiall saie ) diall apes (e 401N 8 @bl a3a ead Jgeasll ()

191 (19) Al il Jsaay (0) Jaee sy (18) o) ALl 5ppka e (ulial)

n
Total_Latency = Z(recive_time(i) — send_time(i)) (18)
i=1

Averagy_Latency = Total_Latency/Totalpackets,ponea  (19)
sk Aalidl) 3all JJleaY) saall s (N)us
:(PDR Average) dajall aslad Jaaa baugia v/

aall aae ) (sink node) ASuil) Cuae saie & dabia) ajad) dae adl o digpen Sy,
I @) gaeal (PDR) dad Lanigia 380 o Cum Sall s (g AG8) Caaan ) dluyal
ot ¢(PDR) djall asludi 4 o gia Glualy (SINK) cuaall 338e 8 - Loty Leadlinl
Al piall 230 e gy (SINK) comall saie ) el maen (g0 Alusjall aiall ae
[19] (20) a8, A8l G LS (SiNK) caaall 33ic & & oy

TOtalpacketrecived> +100 (20)

Average PDR = (
TOtalPacketsend

totardl o) 10
sgus oaapll liall 355 G @iy (ol e Yoy slSlaall o Slal laee 585
LY Al adlgl) ey ¥ sSla llee e adinall apill (o e a2yl e cadl) Jsaasl
asly 4l cOleldlly dpmplall @ilgally Fliall i Jie 2580 (0 Ao sena LV (e
[25] ofialilly Aall Gla¥) (e LIS (A Ldgiall dasl) LA
:(Contiki_OS) Jadall allai 1-10
Sisnasl) aslal sl agaall Jd (e ook & )5 (ContikiOS) Juaial) allas iy
ki sas ¢ saadll ~gide 4y Gllyg 0T MWSN @lSud 8wy Ut o aaiisal) zali )
il i€y ASLU Gluluall GlSul; Lalal) Slay) dlas & Gladau) Y Qi)
DY) Aadaily deluall ddhall Jie daal) e 222l 8 (Contiki) axiing WS o LY
[19] [26] Clelady) Adlias 2y o Jyiall Ay
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:(COOJA) clsudl) Slaa 2-10
G Ll €Y Sl 1€ Gy @llyg (COOJA) @ldl) (Slae aadins Cogu
A8 Slae a5 (%61) Y dost dpusy Blall dimidie i€l 8 ylaill ehals Slagy)
slal ojliic) (Says ouslad <& (ContikiOS) dutll ol e adings (java)iad e
dgigal) 5yl slas slaly (Simulator) dualsy) siall slSlas 31l aadid diaa
8 Basasal) B3eadl s Jaaiy agh 4 a8l il selal o JAT Jaay (Emulator)
7] Slass ST AaES le Juans Al bl Jeay Lae 4500

rouladlly Al g5 3-10

Gle i Jaa gaati Al [23](SKy MOte) g5 (e Mo adding Casw il s2a
L «(35Kb) & Jilsde Jsas 55035 (128KB)e dails 35135 (250kb/s) byl
oos lildl) e sagaa ailss ddlials (RPL) JsSsissall Jala clalall o3 (any e Jhasilly
: )SA Colalall 528

RPL.h, RPL-icmp6.c,RPL-)
(conf.h, HUML_OF.C energest.c,RPLdag.c,uip6.c,microtree.c

UDP Contiki Gaksi z3sei (e ddle Alsdie Laslpish aladiuly L laill ¢ haY,
Al die mpen Jlooaln & A Gald) sag (udp-client.c) il cpile e callsy
s ey Jrald (paa A ALy JLls (client node)saisll o585 Cusy (client node)
Gldl e gsmy Vs (DODAG ROOT) il is o 38 4age
4ase a5ty (Client node) il saie (e dluyall Claglaall Jgay xic(udpserver.c)
o g U Leadlind &5 e glaall () Lgie il glaall Dl 5l aiad) She s 45020
PRGBS Adliae S o cplaill e hal 5 Aagiall A el Laa) Jal

A(15) JSa) oy WS (28020) A8LS) daidie V0

(16) Sl (e LS (528040) ALK dangia v/

(17) S ey WS (28 60) 48Ul 4lle v/
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sl g luall Cajzy 535 (UDGM) gz 3sail) Liadiid SLOU) Jansgl) 3 g Luzall Jlasdy
L) Ao Japm aDIA (g WSy ([27](gsabll danssll 8 il daentll i) e
Cayla ie g Lually i LsY) (TX-100%) Sl daws Ao Alailaally liad Cum (JLin s
okl Juin = las A Ll capd Al (RX) L) duws sty Lad Laiy ¢Jiiunal)
aat o LS ¢ SLA Lasgl) g laall ) usis o(RX 809%) 4w e Jiial) xie
e Galall Gkl (e JS aladinl & ¢ 5 50 e Jalal) iy 530 e Sl Gl
sSlaall dy (bl (Contiki Simulation Script Editor) el (Cooja) Sl
(COOJA _log file) Jau cale e lusall alipll 138 {oikiy coamall il 2y 51S1aall il
G5 aad galiny aladinly sISladl) Aylgs 8 Leldaty asiin Al 5ISlaall Cils i aenl
3Ll Juediy Liad L Alal) culladadiall o o583 (MS EXCE) gealin alasiulys (Perl) 4sk
a8y Jsaall amsy (il Jansgie 3405 Cilye apf Baad disle) aiy splise JSI Adds (45) adl

Adkial Coplall 8 deadid) <Ol (3)

ol el b (3) &) dsa

Parameters Description
No of Nodes \ 20,40,60
Simulation Model UDGM (Unit Disk Graph Model)
Simulation time \ 45 Mins.
Data Rate 250kps
Node Arrangement Random \ Random
Operating System Contiki2.7
Simulator \ Cooja
OF MORHF_ETX, OF0, HUML_OF
DIO Min \ 12
DIO Doublings 8
Radio Duty-Cycling Interval \ 16HZ
RX Ratio 80%
TX Ratio \ 100%
TX Range 30m
Interference Range \ 50m
Packet Analyzer Perl code
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Wiew Zoom

(33ic 40) Ssall Sial g5 (16) o3, J<al (3:8020) Jsdall il £33 (15) o3, Jeal

Wiew Fooam

(33 B0) sdiall dinll 355 (17) o8y IS

il Addla 4-10

(A3l Mgl Jira Vv

Jare (elial 20l (18) JSEN oy LS A8l BUtnl Jane o Josady @il Jlas o
Oe il eDlginl 38 @il (HUML_RPL)yaall Gubiall dawally sl &3l Pigia)
aaall Calall s 2aad lasylisad) gaen Jal g0 (MORHF_ETX,0F_0) ubiiall
@sads dle 48y il Gl Hlia) s Glldg A8l @Dlginl (o JE dlee 8 - il
Leapll Al e pomd Bpems w8 chlud) sl ke of WS B a3y s o

133



(RPL) 4258l S 555 JaN2 Jualy) Alua g Baga JLES) (e
s Ll e il el b Gl sl adalad) AY) aladl) AEs e slaieYl

LJSS AL AdU eDlgin) Alee (e addn

Average Power Consmuption

NODE_NUM=60 NODE_NUM=40 NODE_NUM=20

6

[

4772 498 5 O

=1

4 >

3 &

1.95 2.27% 964 g
2 O 'E
0.68 0.3780‘635 0.967 ]_ g) E

el 0 o

o

(O]

oo

o

(O]

>

<

WOFO ®MORHF ® HUML_RPL
i) e 8Ll Dl Jana ey (18) oy JLl

rasadll Jiluy Jea b v/

osbiall (358 a3 (19) JSAI oy WS il culS caSanll Jiley Jes (ulial dpally
Calide die xe Jal (e clldy (DIS,DIO,DAO) aSaill Jilusy 220 o Jilis 3 aaal
Ala 3 3ake Wlialy 485y ST chlas Gulal) SLEST Gan 35m lldy Jlsde g5

e oA G g Ally daddiall aalal)y 498Kl calilull &S )a <)y asall Helaty 5,8
Ja pliasal) BN B0 (,S;”\S\ Jilay 2ae 3ab)ys gila Alas Cuw dadl) e M)
.ai\a
Traffic Overhead

1844 2000 _

1190 1290 o

937 =

685 I 535 I Jpg 545 563 1000 &

[a)]

. ] l =~ | o 2

NODE_NUM=60 NODE_NUM=40 NODE_NUM=20 et

©

(O]

EOF0O ®MORHF mHUML RPL g

Z

Sl i) Jm i (19) o, JS20
tail Jgay AL gy v

134



Aa glaall g Al S g AlSaal) puusigh o glal) Alosles oaes daaly dxs
o Ak, Frpsla gl s, 2025 ple 6 2l 47 sl

ol (355 Jaa3 ¢(20) JSal G LS i) el a5 0 Al Jaes Jaws i (abial dasaally
Aiide die aae Jal e cllyy ll) st dlee 3 il ) Jara (e Jolill 8 - il
Jill U () e i @My ad) Jilasl) e Jane il diall glan L)) gy clldg
die o gsini ¥V ahlus Hla) dlee of WS ¢ jaall aiad) ) Ledsaay Jia 5aiall 5813 3
Jyasll 0a) el opsn 53 Jle il Hpai Jane o gsind §f Aalay Gie JS&

dal) ssad) ) sl

Average latency

80
565 61.83 =
60 >
28 4136'12 40 3
23.5 : +2
17.3 19.5 RS
14.8 . I 9.87 20 o
] ¥
©
NODE_NUM=60 NODE_NUM=40 NODE_NUM=20 >3

EOFO0 ®MORHF mHUML_RPL
0l DAL Jane Jassia o (21) o8, Sl
Al added Jare lgia (ubiia v
bl (3685 Jaa3l ¢(22) G (LS bl @il )l aalidt Jana Jass gie el dially
(OF_O,MORHF_ETX) 4scaysll caillagll J< e AL 2 alud Adee & )
5 gl sial) laty hlosall HUERN 4855 Cany ol dibie sie e Jal o

el Sl s bl aia g b (e 5

135



(RPL) 4258l S 555 JaN2 Jualy) Alua g Baga JLES) (e
s Ll e il el b Gl sl adalad) AY) aladl) AEs e slaieYl

Average PDR

105
98 98 7 o8 100
94 X
93 95 x
90 a
89
90 G
85 o
85 5
>
<C
75

NODE_NUM=60 NODE_NUM=40 NODE_NUM=20
m OF0 = MORHF = HUML_RPL

o) il Jine o sia ey (22) o S

Al i ey ulda v
paall Qe o Jaadls ¢(23) S8 s LS i) cal€ A8 o)l iy Gulial dnnailly
pulal) Ll ilagl ae Anlaally (Al 4-2) ke ASE) ()l ) e Jly
Sl aaall Gulgal sldie) ) @y payy Adlite sie sl dually dlldg (RPL) JsSsigul
oo ST sleinl ) #liad s Ll Zaay bl e pomd deds Jaad T sl e 55
Gy & il Adee b elld aalin Lee 2080 Jal3 Laslsaghall alecat) dal e iidas 13

a8 IS Al Jaly ool

Convergence Time

20
14.56 =
12.47 15 o
9.28 £
‘1 84 715 10 =
' 3234806432 c s
@
11 3

0

NODE_NUM=60 NODE_NUM=40 NODE_NUM=20

EmOF0O = MORHF mHUML_RPL

A8 )l iy (u (23) o8, IS

136



Aa glaall g Al S g AlSaal) puusigh o glal) Alosles oaes daaly dxs
o Ak, Frpsla gl s, 2025 ple 6 2l 47 sl

ALl bl ey aa (HUML_RPL) saadl Galiall 43580 5-10

el el culid a8 ) A8 clubal) ey g A3l Jery Licd sl o2a 3
LI alall V) sl cilaad lsa o aaind 45e Jlai) Alay aga Gunlias il
(322 70) <uls die ane Jal e g el Ganlie iy A itall Jlee ) elaf (uld 5 LS
IS5 o il can 81 3 [12] o) dsmapal) Ayl JlacW) 038 (ga 5 cddlpide Laglgashs
s i) LS (K-Nearest Neighbor) ghead) il 4aa) s e adiny(ML_RPL) (pune 4
ok A Al die Jals Juai¥) clliay L) ddae (paad[14] &) dmasall Al
[15]4masall Zusylal) Ll dgisall da))lsal) e adint (CGA-RPL) (ansh dinne 43
olid) ddee Gaead Jal e (ANN_RPL) deliall 43 gumnll cOlull) aladinl <o 5l

(24,25,26,27) a8 JISEN) asi LS il il A0l Jaly JuadlY) Y1 50

Average Power Consmuption

4.853  4.698 6.000

. 4.000

198 212 4674
mR -
0.000

EOF0 ®MORHF EANN_RPL ®mCGA RPL mml_rpl EHUML_

B Average Power
Eonsmuption (mw)

i (70) A5Uall GDlgind Jane i (24) o3y JSE

Oe JS poe A)liay dliie gl clS (24) IS8y WS A8 @Dlgind Janal dilly v/
obiadl  4ually W (HUML_RPL,ANN_RPL,CGA_RPL)  (uylidl
ISy Al D) dlee il lpal) Gl daay lsa e adiay 53 (ML_RPL)
LG

137



(RPL) 4258l S 555 JaN2 Jualy) Alua g Baga JLES) (e
s Ll e il el b Gl sl adalad) AY) aladl) AEs e slaieYl

Traffic Overhead

1> 1500
652 /12 714 67 1000
EECN
0

mOFO mMORHF WANN_RPL mCGA_RPL mml_rpl ®HUML_RPL

Overhead (DIO,DIS,DAOQ)

322(70)J oSal Jily dan 0w (25) o8, JSA)
el el el (25) JSEN man WS oSaill by des el dpaly v
salyy cand Ally oSl Jlay e JEl) ddee il Juadl (HUML_RPL)
Alsal)s cle Lzl 53l ) (505 Lee 48030 Jals bl 38 52055 48U Dl
b s L) Llee b #ital) (bl ae b Cus A<l Jala bl o5 Jseas
o caiaill dlae oo ble Lee i)l i Bale) Janay A8l 43aS Cas (g0 dlle 4LE
ceSaill iy (e JB 0y50 (5315 bl LA Aylee

Average PDR

99.92 105

100 X

92.7 % I~

95 A

88.6 89 0 &

84 &

85 ©

(0]

m o::

75

NODE_NUM=70
sl ol s

EOF0 ®=MORHF ®ANN_RPL = CGA_RPL mml_rpl mHUML_RPL

33 (70) J a3 pile Jona Jausgia peainss (26) o3, JSal

138



Aa glaall g Al S g AlSaal) puusigh o glal) Alosles oaes daaly dxs
o Ak, Frpsla gl s, 2025 ple 6 2l 47 sl

Cun (e golil) Jumdl Jael (HUML_RPL) aaal) (il o Jaal (26) JSal (e v/
b el 2gms Rl gl il A e Aliay ellyy AEN JAN 0 abd Jane dulee
Gag s ey lsal) (e i (Al LAY el daapsla o i) dall slaie] Ga
sily A gatiall Sall ol Al (b de b 230 dngi Jaee (ubie lial of LS Sl

il Gmns by gl U s Lee Alle iy a8 ABES e (g

Average Latency

92 100
“
68.83 80
59.95 S
60 9
kS
248 40 g
14.98 13.5 20 g
>
B = :
0

B OF0O m MORHF ANN_RPL CGA_RPL ERPL_ML mHUML_RPL
sk (70)J ol AL Jane wsia oy (27) 8 sl
Cun e Juadl @il el (HUML_RPL) aasll Guldadll of (27) JSall (e Laadls v/
e AL @y ) Jeas LB G0 e JlE dde
) el (s ) @lld 25235 (,MORHF,OF0,ANN_RPL,ML_RPL,CGA_RPL)
SV ALYl ssal) Jaly bl Haly plun (ot La dlle @by 4Sa (e il
Gy (I abeil) iyl e piad (Jlls LA e Al o il Jall alaic
glle 248 Ay
At cluagilly clalingy) 11
L) o i 3kl aungs bl S 4N e LaY) cuml 48 8 Lege Sale asagill any
oo sl eplsall laly JuuY ssle) il e el i aasll (& ddl Sl
alel) 48 e sy gdlly (HUML_OF)asaadl (bl o 2a3 ¢ 15Y) (bt s 3181l il
ipapl) @l e Bl dle S Gsie el s b calall WY
G gl Y Ul Al S Alag saga lia) ddee 3 (MORHF,OF0)4smluy!
139



(RPL) 4253 JgS59 2 Ja1s Juai) Aliag 8353 JLIA) (ypaun
Ly il el B Gl paU audaldd) Y aladl) Al e slaie Yl

gt Joray Al dueS) dailly Jemd) L) Ll ddee e sl 13 Sl o Juady)
il sl by J8Y) il aae s (ETX) Gubitall Jund) dagilly Y1 308l J8Y) 0550
Al die Jaly Juadl (<8, 28Ul Jead) ayisiy 35kl 4 sl bl
Ot Cilad ) e 23all oyl Wiy Ll Y] ectimall 8 gl Al il e pe )l e
lgie Jifisall 3 Candl 12a

c ) alail) 2 hge i 8 JA saas Aliag sasa Gunlie myka 1

@2 (Y Al 4 e Gl e Juadall GV L) dph a2

ey lsall dae 353 DA 4 iy a5 531 (Incremental Learning)
.(Deep Learning) Guesl) alaill 2@ aladinly adlatill dae) led yaehsi (Say .3
aae 33l ae Adlide lh syl g Ailide Gunlie Jal e Laa) sl clol Al 4

L dsal)
ra)laidy) Jeaa 12
Internet Of Things 10T PR EEN]
Ipv6 Routing Protocol For Low-Power And RPL iad (Ally Al Adadiial) clSuil) Anag JsSsian
Lossy Networks. el
HOMS UNIVERSITY RPL HUML_RPL Uaan daalay (ald Cpunal) duagill J ¢S
Expected Transmission Count ETX Qgiall Jluy) 2
Routing Over Low Power And Lossy ROLL A3l Laddie clQE) e gl Jos dsgana
Networks £l b 058 Al
Internet Engineering Task Force IETF Y Awsia alga 31h
Low Power And Lossy Network LNN £l Lgd (0 g AUal) Ladiia cilsll
Objective Function OF iy &
ZERO Objective Function ofo Ay il Ll Ak
Minimum Rank Hysteresis Objective MORHF Al bR Salaiul duaal) il
Function
Destination Oriented Directed Acyclic DODAG Al LY 4ase A Y by auy
Graph
Internet Control Message Protocol ICMPV6 cudbaadl haaa) asadl) Jibey JgSsign
DODAG Information Object DIO Slaglaall Ay
DODAG Information Solicitation DIS laglral) (uladl) Ulay
Destination Advertisement Object DAO Agagh e Ay
Directed Acyclic Graph DAG 4asa (Al an)
Support Vector Machine SVM das )l cilgadal) AT

140



e gl 5 Aoty 9 5 ASilaal) Aeatigl gt Al e daals Al

ks AbLes Frpsha ) M 2025 pls 6 sl 47 Aaal
Artificial Neural Network ANN Lo Uhay) duant) el
MultiLayer Precptron MPL Glihall saia LA
Multinomial Logistic Regression MLR Jgaalf asia Alalall jlasiy
CHAOTIC GENETIC ALGORITHM CGA Ay guagdl) R_H;j\ el lsdd)
Packet Delivery Ratio PDR Al added Jara
Unit Disk Graph Model UDGM sl padl pUaBY by s g dgal

1430y ASdl aaliadl 13
[1] Gupta, Neeti, Anuradha Pughat, and Vidushi Sharma, 2021- "A critical analysis of RPL
objective functions in internet of things paradigm." Peer-to-Peer Networking and
Applications 14, no: 2187-2208.
[2]MSP430, https://www.ti.com/design-development/embedded-development/msp430-
mcus.html
[3] Kechiche, Ines, Ines Bousnina, and Abdelaziz Same,2020-"A Review of RPL Objective
Function based Enhancement Approaches, Advances in Science, Technology and Engineering
.Systems, vol. 5, no. 5, pp. 201-211, doi: 10.25046/AJ050525
[4] Dhumane, Amol, Rajesh Prasad, and Jayashree Prasad,2016-"Routing issues in internet of
things: a survey." In Proceedings of the international multiconference of engineers and computer
scientists, vol. 1, pp. 16-18.
[5] Dharmalingaswamy, Anitha, and Pitchai Latha,2023- "Additive metric composition-based
load aware reliable routing protocol for improving the quality of service in industrial internet of
things." Int. Arab J. Inf. Technol. 20, no. 6 :954-964.
[6] “rfc65507, http://www.rfc-editor.org/info/rfc6550
[7] Mardini, Khalil, and Emad Abdulsamad,2023-"Designing a Novel RPL Objective Function &

Testing RPL Objective Functions Performance", Bachelor Degree Project.

[8] Sharma, Himanshu, Ahteshamul Haque, and Frede Blaabjerg,2021- "Machine learning in
wireless sensor networks for smart cities: a survey." Electronics 10, no. 9 1012.

[9] Sarumathi, S., M. Vaishnavi, S. Geetha, and P. Ranjetha,2021- "Comparative Analysis of
Machine Learning Tools: A Review." International Journal of Computer and Information
Engineering 15, no. 6: 354-363.

[10] Zhao, Yuxin, Shenghong Li, and Jia Hou,2015- "Link quality prediction via a
neighborhood-based nonnegative matrix factorization model for wireless sensor

networks." International Journal of Distributed Sensor Networks 11, no. 10: 828493.

[11] Sindjoung, Miguel Landry Foko, and Pascale Minet,2019- "Wireless link quality prediction
in iot networks." In 2019 8th International Conference on Performance Evaluation and Modeling
in Wired and Wireless Networks (PEMWN), pp. 1-6. IEEE.

[12] Kuwelkar, Sonia, and Hassanali G. Virani,2023- "RPL protocol enhancement using K-
Nearest Neighbor machine learning approach for 10T application”, DOI:
https://doi.org/10.21203/rs.3.rs-2392682/v1.

[13] Santos, Carlos Lester Duenas, Ahmad Mohamad Mezher, Juan Pablo Astudillo Leon, Julian
Cardenas Barrera, Eduardo Castillo Guerra, and Julian Meng, 2023- "ML-RPL: Machine

141



(RPL) 42> 53l JgS 59 Jala Juail) dlag 3aga JLEA) Cppaual

Ly il el B Gl paU audaldd) Y aladl) Al e slaie Yl
learning-based routing protocol for wireless smart grid networks." IEEE Access 11: 57401-
57414,
[14] Cao, Yanan, and Muging Wu,2018- "A novel RPL algorithm based on chaotic genetic
algorithm." Sensors 18, no. 11 :3647
[15] Kuwelkar, Sonia, and Hassanali G. Virani,2023- "Enhancing the RPL Protocol Using an
Artificial Neural Network for Sustainable 10T Infrastructure.” Sustainable Industry, Innovation
and Infrastructure: 95
[16] Krstinic, Damir, Maja Braovic, Ljiljana seric, and Dunja Bozic-stulic,2020- "multi-label
classifier performance evaluation with confusion matrix."” Computer Science & Information
Technology 1:1-14.
[17] Hodson, Timothy O, 2022- "Root mean square error (RMSE) or mean absolute error
(MAE): When to use them or not." Geoscientific Model Development Discussions: 1-10.
[18] K. Venugopal and T. G. Basavaraj,2022-A Combined Metric Objective Function for RPL
Load Balancing in Internet of Things,” International Journal of Internet of Things, Vol, no. 1,
doi: 10.5923/j.ijit.20221001.02
[19] Ali, H,2012-"A performance evaluation of RPL in Contiki: A cooja simulation-based
study." School of Computing, Blekinge Institute of Technology.
[20] Bouckaert, Remco R. Eibe Frank, Hall, Richard Kirkby, Peter Reutemann, Alex Seewald,
and David Scuse, 2016-"WEKA manual for version 3-9-1." University of Waikato: Hamilton,
New Zealand: 1-341.
[21] Silva, Lucas Tsutsui, Vinicius MA Souza, and Gustavo EAPA Batista, 2019-"EmbML Tool:
Supporting the use of supervised learning algorithms in low-cost embedded systems." In 2019
IEEE 31st International Conference on Tools with Artificial Intelligence (ICTAI), pp. 1633-1637.
IEEE.
[22] Subramani, Poorana Senthilkumar, and Subramani Bojan,2023- "Weighted Sum Metrics—
Based Load Balancing RPL Objective Function for 10T." Annals of Emerging Technologies in
Computing (AETIC) 7, no. 2: 35-55.
[23] sky mote datasheet,_http://www.crew-project.eu.
[24] https://scikit-learn.org

gl Al aalall 14

astall ks Cuadl daala Alae LY cuigil bl Lae)yled ol pat =2022 (Jie el [25]
:92-653adia (8 2aall (44 sl (Alaslaalls 4l S5 ASlSaal) Al

las «Contiki Jsaiall alas (e RPL JoS 4595 (A Sl Joa (0 Gt =2023 ccappla SN [26]
:92-73 dadia 32 2aal) (54 dlaall Aglaglaalls 45k Sy ASlSal) dptigl) aslal) Aludis Canll drala
SAld) 2gmall ¢ pfiunle Al ¢ L) il b sl el sl Apa) s hai-2020cis) Jlaill [27]
Ay sl ppall 4y peandl clan 1Sl Aglail) o slall

142



Aila laall g Al S g ASailSaall Aputigh) o glal) Aluades aaa daala dlaa
LoulS aie 3 gaiall ) eaas 2025 sls 6 3wl 47 alaall

The Effect of Varying Tempering
Temperatures on the High Chromium Cast
Iron Grinding Ball's Microstructure and
Durability

*Engineer: Mohamad Rami Al Jundi Dr. Abbad Kassouha**

Abstract

A laboratory work has carried out to observe the effect of the tempering
temperature varying on the impact toughness of the White High Chromium
Cast Iron, a drop ball test was implemented to determine the ball impact
resistance by dropping the ball freely on a steel anvil of 63 HRC. a life of
4210 impacts was achieved after a 1000 C° Austeniteziation followed by
500 C° tempering on a local made High Chromium grinding ball with
15.23 % Cr, this tempering process was tested at 550 C° and 600 C° where
not reached more than 3200 impacts, the results of the grinding ball were
proved that the applied heat treatment affected the microstructure and the
hardness of the balls, the carbide volume has shown a critical rule on the

impact toughness.

A carbide volume of 18.8 % was decreased till 9.223 % by the 1000 C°
Austeniteziation and 500 C° tempering, where its hardness became 50
HRC, this is resulted in a martensitic and carbides microstructure with a

little amount of retained austinite, this enhanced martensitic microstructure
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was shown after reducing the excessive carbide formation that gave the

optimum toughness and hardness.

Key words:

Grinding balls , Drop ball , Toughness , Fracture , Hardness .
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1- Introduction

The grinding process is one of the most critical processes of the cement

industry, especially for breaking down the materials till reaching the
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proper size, the grinding balls are working under a heavy mechanical
stress like the impact and abrasive wear, these stresses lead the grinding
balls to breakage and causing the grinding process failure, which affects

the process operational time and the total cost.

The balls are widely used in the cement milling and many alloys of steel
and cast iron are available in the industrial market for this application ,the
High Chromium cast iron has shown one of the best results in the cement
milling field but still need to find the suitable range of hardness and
fracture toughness as the high chromium cast irons performs as a high
hardness and wear resistance which comes from the very hard carbides in
the microstructure but this also permits the brittleness to be minimize the

durability of the balls in the mill.

Improving the fracture toughness of the grinding balls needs to apply heat
treatment like Austeniteziation for reaching the destabilization of the
austenite by precepting the high chromium secondary carbides, at a
thermal range of 920-1060 C° with holding for 1-6 hours, this depends on
grinding ball chemical composition followed by fast quenching to the
room temperature, after this heat treatment with a proper tempering in a
range of 450 — 650 C°, due to the destabilization process the austenite that
become less from the carbon and chromium and can produce a harder
microstructure by the martensitic transformation . the secondary carbides

will distribute in the martensitic microstructure with the presence of
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retained austenite that is reduced in the tempering which also helping in

the residual stress's reduction.!

Many experimental tests are used for testing the quality of the grinding
balls like the Ball-on-Ball test and Ball on Block, both of them aim to
study the grinding balls performance under impact conditions and
following a continuous observation for the ball behavior starting from
plastic deformation if happened till the fracture into two parts or more,
these tests help in the ball's durability determination and the needed

amount of energy to cause the fracture in the grinding ball. 2

Figure 1- the as-cast microstructure, austenitic matrix with caribes

1. !Younes, R, Sadeddine, A., Bradai, M. A,, Aissat, S., & Benabbas, A. 2021. Investigation on
the Influence of Tempering on Microstructure and Wear Properties of High Alloy Chromium Cast
Iron, Advances in Materials Science, VVol. 21, 66-73.

2. 2wiengmoon, A. 2010. Carbides in High Chromium Cast Irons, Department of Physics, Faculty of Science,
Naresuan University.
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Figure 2- the martensitic microstructure with the secondary carbides

in the destabilized matrix
2- Objective of the research

The research aims to improve the working durability of local grinding
balls by Optimizing the heat treatment process of the High Chromium Cast
liron grinding balls, especially the tempering temperature for enhancing

the balanced relation between the fracture toughness and the hardness.
3- Material and Methodology

3-1- Material and Apparatus:

1

Local made grinding balls.

N
1

Grinding papers

w
1

Grinding machine

S
1

automatic Cutting machine

(@a]
1

Nital solution 5%.

»
1

Spectrometer
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7- Hardness testing machine
8- Drop ball testing machine

9- (Image J) software, image processor.
3-2- Method

The local high chromium cast iron grinding balls were experimented in a
laboratory in aim of studying the tempering effect on the microstructure
and its durability also, a series of preparations and experimental processes

were used as follows:
3-2-1 Material description:

A high chromium cast iron grinding balls were used with a 15.23 % Cr

content, D = 70 mm, local made, quantity of 12 balls.
3-2-1- Material preparation:
The balls were cut for chemical composition analysis by the automatic

cutting machine.

e The samples were prepared with a grinding paper starting from size
400 till 600 — 800 — 1000 -1200 -1600 -2000 as a coarse and fine
grinding.

e Samples were polished with Alumina powder

e Etching of the samples done with 2% Nital solution (aqueous nitric

acid and ethanol) 1.

3-2-2-Microstructure Analysis
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A light microscope used to show the microstructure of the samples before

and after the heat treatments of the grinding balls.
3-2-2-1- Carbide Fraction % determination

the carbides volume fraction % was determined and measured before and
after the heat treatments by using the Image J software by processing the
image captured from the light microscope as (B & W) black and white to

clarify the selected phase percentage after removal of the other phases.
3-3- Heat Treatment process

The grinding balls were subjected to a heat treatment cycle consists of

Austeniteziation and Tempering processes.
3-3-1- Austeniteziation

Raising the ball temperature for a 1000 C° - 2 H holding — Oil quenching.
(2019 ¢ alw)

3-3-2- Tempering

After quenching, three tempering temperatures were selected by heating
the grinding balls for 500 C°, 550 C° and 600 C° and keep for room

temperature

L (2023 ¢ ko)
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3-4- Drop Ball Test

The ball as in commercial state and after heat treatment were tested on the
drop ball testing machine to determine the impacts number that the balls
can resist before fracture and to observe the ball behavior during the test
like plastic deformation or spalling.

The drop ball test machine applies a free fall from 6 m height on a
hardened steel anvil 63 HRC and repeating this step till ball fracture.

3-5 Hardness Test

The hardness of the balls in the commercial and heat-treated states were
tested for observing the effect of the heat treatment on the ball

microstructure especially the carbide's volume fraction.
3-6 Data Analysis

The results of the tests were listed in the tables and graphs plotted to show

the relationship between the resulted technical properties.
4- Results and Discussion

The carbide volume fraction was the most important factor has been
studied after tests and its relation to the durability of the balls and the

hardness.
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Three tests was done for the durability life of the grinding balls and their
mean was calculated and listed in the results table NO.1 , a life of 1945
impacts was counted for the commercial local ball and this number was

improved till

4210 impacts by the heat treatment of ( 1000 C°-2 H —o0il /500 -1.5 H)
where the carbide volume fraction was dropped from 18.8 % till 9.23 %,

this was a notable point during the experiment.

Figure 3 — Microstructure of the ball after heat treatment (X800)
(1000 C°-2H-0il/500C°-1.5H)

a 3142 impacts was counted resulted after ( 1000 C° -2 H —oil / 550 -1.5
H ) and the ball that was treated at ( 1000 C° -2 H — o1l / 600 -1.5 H ) was
only resist a 1845 impacts before fracture , the carbides volume fraction
was found for both 550 and 600 C° very close in a range of 12.201 — 12.68
%
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Figure 4 — Microstructure of the ball after heat treatment (X400)
(1000 C°-2H-0il /550 C°-1.5H)

Figure 4 — Microstructure of the ball after heat treatment (X800)
(1000 C°-2H-10il/600C°-15H)

The hardness of the balls was decreased gradually with heat treatment,

started at 54.4 HRC for the commercial ball and found 50 , 49 , and 44.3
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HRC respectively with heat treatment with changing the tempering
temperature as 500,550, and 600 C°.

1 1855 4050 3144 1800
2 2100 4180 3380 1690
3 1940 4400 2900 2045
Mean 1965 4210 3142 1845
Carbide % 18.8 9.223 12.68 12.201
Hardness 54.4 50 49 44.3
(HRC)
Failure type Fracture Fracture Plastic Fracture

deformation &
fracture

Table 1 — shows the tests results of the research tests
5- Conclusion and Recommendations

The results have shown that the applied heat treatments have a significant
effect on the high chromium cast iron grinding ball's microstructure and

their mechanical properties.

The most important point was to keep the optimal fracture toughness with

an acceptable hardness level to maintain the wear resistance of the balls ,
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the first heat treatment of the Austeniteziation by heating the ball till 1000
C° has caused the carbides dissolution and produced an austenitic
microstructure so the carbon and the chromium will be dissolved in the
austenite, and this microstructure has transformed to martensitic after oil
quenching , in the tempering process especially at 500 C°, the
microstructure was found as a matrix of martensite and secondary carbides
and retained austenite which was controlled during the tempering by
transforming most of it to martensite to eliminate its rule of reducing the
hardness , this will enhance the fracture toughness , the analyses of the
microscopic image of the ball was shown that the carbides has formed
finely which make the matrix more able to resist the wear and repetitive
impacts and can prevent the brittleness, the carbide fraction volume
reduction from18.8% to 9.23 % indicated a good distribution and

dispersion of the carbides in the martensitic matrix , this was with a
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helpful hardness value of 50 HRC for optimizing the properties .

Impacts with crbides % after Variuos tempering Temperatures

14 12.201 12.68

12
10 9.223

Carbide %

o N B OO

0 1000 2000 3000 4000 5000
Impacts

At tempering temperature of 550 C® and 600 C°, the increase of the
carbides fraction volume was indicated to more carbide's precipitation in
the martensitic microstructure as it was ranged between 12.201 and 12.68
% respectively, this was affected the fracture toughness and decreased the
number of the impacts till 3142 impacts corresponding to the 550 C°
tempering, and a 1845 impacts with the tempering of 600 C°.

The reduced hardness value also indicates that the martensitic matrix was
softened, both of excessive carbides perception and hardness decrement

was a reason for earlier crack initiation ball fracture and failure.
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51

50

49

48

47

HARDNESS — HRC

46

45

44
480

Hardness — HRC with one tempering

50
©
49
@
44.3
®
500 520 540 560 580 600

TEMPERING TEMPERATURE C2

As a conclusion, the Austeniteziation at a 1000 C° followed by a tempering

at 500 C° is the optimal treatment for maintain the optimized properties of

the local grinding balls tested, a better fracture toughness and durability

and a good hardness level was resulted in double life of the grinding ball.

-  Recommendation

- The optimal heat treatment of 1000 C° -2 H —oil / 500 C°-1.5 H

should be adopted for improving the local grinding balls of this

composition.

- Testing the effect of repeating the tempering process for two or

three times.

- Testing more holding time for the tempering process that may be

affect the carbides perception.
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Studying ORM models performance used in developing
applications

Abstract

Software engineering has witnessed continuous growth in the use of Object
Relational Mapping (ORM) models across various frameworks and programming
languages, where these models play a pivotal role in facilitating interactions with
relational databases. This study aims to conduct a comprehensive comparison of the
latest and most prominent ORM models used up to 2025, through a theoretical and
technical analysis of their construction mechanisms, entity handling approaches, and
ease of use, alongside a practical evaluation of their performance across a range of
common and complex database queries. Based on comparative experiments with
several leading relational database management systems, the results revealed
significant differences in execution speed and data interaction efficiency among the
different models. In conclusion, this study provides recommendations grounded on
its findings to assist developers in selecting the most suitable ORM model that aligns

with their technical requirements and enhances software application performance.

Keywords: Databases, SQL, Programming languages, Frameworks, Database

management systems, Queries, Software engineering, ORM (Object-Relational Mapping).
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(PK - index) Ll 4, aladinls Cilise cila .3

select * from employee where employeeld = ?
select * from employee where concat (firstname, ' ', lastname) = ?

heludl) 4ady 2235l 23a Jree Cids L5
delete from customer where custId = ?

48 gl culilyl) Jlaa) sale) & Jsaadl g 5 SWYI JS s .6

select * from territory; // Jsxis % Lgsixs list
delete from territory;
foreach record in list then:

insert into territory (..) values (..record)

lexins ol il Ll Mas) pe e JS s 7

SELECT c.contactName as name, sum(od.unitPrice * od.quantity * (1 - od.discount))
as total

FROM customer c

join salesorder so on cast(so.custId as integer) = c.custld

join orderdetail od on od.orderId = so.orderId
GROUP by c.custId
ORDER by total DESC;

Lt Gilaldll +Dlanl) 3o Jlan) pe (Aide — L) £Dlanll Lgikady ) L€l (SLY) S s .8

SELECT c.country, c.city, count(c.custId) as count
FROM customer c

GROUP by c.country, c.city

ORDER by count desc;

Gla¥) O Gl Jlea) s .9

SELECT p.productName as name, sum(od.unitPrice * od.quantity * (1 - od.discount))
as total

FROM product p

join orderdetail od on od.productId = p.productId

GROUP by p.productId

ORDER by total DESC;

120005 5000 o e JS dad Al Gldhll Qs 10

SELECT a.* from (
select so.*, sum(od.unitPrice * od.quantity * (1 - od.discount)) total
FROM salesorder so
join orderdetail od on od.orderId = so.orderId
GROUP by so.orderId
ORDER by total desc
) a where a.total BETWEEN 5000 and 12000

Llaad) 4yl .8
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public r

String name, Runnable action

private TimeUnit

Runner(TaskLogger tasklLogger, TimeUnit timeUnit)

public void execute(Task task) {
long duration = System.nanoTime();

.action().run();

duration = System.nanoTime() - duration;

Logger.log , timeUnit.convert(duration));

dudiil] dio ji (bl sasiwell TaskRunner i 2 JI

MySQL .3 il 4l 8.1

MySQL - cibliall Jualdi g4 wla MySQL - (ratgall g wla

2500000 160000
140000
2000000 120000
000
1500000 100000
80000
1000000 60000
500000 40000
- —_— e A o o A o o B 20000 - -
o o o i J g
e & * o o & X < 2 o o ey e . o , X Y \
T I S T
o 5 © o o o +f & € &P & o & & £ &
& P &\F & & < © S <

Wian g WA LA 100 e gie

171



Cilipdail) pghat 8 daddiiviall AMal) Jay ) Aalaif £13) Ay Al 2

80000
70000
60000
50000
40000
30000
20000
10000

[}

nallig Jglll anuwl plaaiwl wilhgn wla
MySQL -

L ET

2 G 100 da e

80000
70000
60000
50000
40000
30000
20000
10000

MySQL - bl andj pladiml vabgn aila

P — —
- e _— - o)
& 0 a & & 2 & S
FE R Y 5 &
i P ¢ o e &
sy 100 e s

alill JLaal Bale] pf Jgaall gy ai pi galodll Ja wla

Gl and) pladimb 2an Jinr wdis

MySQL - dagaanll MySQL -
250000 B0000
200000 70000
60000
150000 50000
100000 40000
20000
50000 20000
- i - i 10000
. - W, 0 - r- [
3 & o o & S 2 & o)
N e & & o $ S e g
& & < £ & F & o =
&
[ Er=y] A5 A 100 b e sy
g0 (Gpan - al) cilnell lpikad) il disudl galodl ga ol lg=a pld sill aldhll Jlleal go Jioe g4 cla
MySQL - lgia (nibhldll cllnell aae llnal MySQL -
70000 500000
60000
50000 400000
40000 300000
20000 200000
20000
10000 100000 _— _— r 4 — -_ —
0 o a A & o -~ — —
GRS o o & & &
& & e E A
LS O T
@7@ @\Q < N <
WS WG S 100 b i syl 5100 dawe e
MySQL - 12000 g 5000 (ru lpin (J5 doud sill aldhll ala MySQL - dlindll J5 aleyn llnal ala
140000 25000
120000 20000
100000
80000 15000
BAO00 10000
40000
000 —a ' o e
—_— - s -
& ® )
{

.
&
&

*
o

&

&

&£ & \\1
A &
\qa ©gE o
S
&

quq

A5 345 100 Jaw e

&
< \é\

‘_;ea.“

Q&

o
P

sy

0 5 100 dae e

172

MySQL lily sael§ xo Lo dain Y] JEI Lditl] dia jl2 Jgaa



i gl g iy g 5 Ailaal) Aeatigl) o tadl Al
sl ]

el Al @LAJ,J aliai

aaa daala dlaa
2025 ol 6 aaxdl 47 alaal)

PostgreSQL 4 laill 4 .8.2

PostgreSQL - dldhll Junlai b ala

PostgreSQL - (rahgall Ja ol

250000
45000000
40000000 »00000
35000000
30000000 150000
25000000
20000000 100000
15000000
10000000 50000
5000000 — o - - — — o e - — — o —
o _— e o o o e e e ey o’ - —
& * 2 53 S '3 3 & & * S & o e &
& 5 S <& & & & It & & & & & &
& 05QQ & & A & & :,\) « 0\"& o g E
& <« PRGN & <
Wias g A i 100 b s W5 g W 2 100 e sie
PostgreSQL - paillg Jgill anwl pladiwl wabhgo wala PostgreSQL - _Lwluill and)y pladiwb wbhgo ala
90000
20000
70000
60000
50000
40000
30000
20000
10000 - —
0-'---- — o
=& g & & & & & & & & <
& & F 3 o & o & & a I
R N e <« & & & &
Ll A3 &
iy m I s 100 b e WGy w00 dae e

alilwl JLaal dale] pi Jgaall guyai pi Jaloil Ja ala
PostgreSQL - dagianll

PostgreSQL - hulwill andy pladiwl aan Jioe wis

350000
300000
250000
200000
150000
100000
50000 " - ' - -
— P P F U ]
= & & & & & & ®
G R S X
F e L A & &
5 35100 b e WS g W s 100 e e
gn(iigm-n];)cﬂ.nﬂngihﬁg.s‘dlﬁ,[jbuulohlnuldbn,u;l -lg=ax pld sill Aldhll Jlasl go ae S ala
PostgreSQL - Llpia Jrihldll cilnoll aac Jlnal PostgreSQL
60000 160000
50000 140000
20000 120000
100000
30000 80000
20000 60000
40000
10000 _— o o e - 20000
B _— o o e e ]S .
R
£ RO
o«

5 345100 L e

Wis gy W s 100 de sie

173



Cilipdail) pghat 8 daddiiviall AMal) Jay ) Aalaif £13) Ay Al 2

- 12000 g 5000 (yu Lgin J5 doud Sill dldhilaly
PostgreSQL

PostgreSQL - wlinill J5 ¢illeya Jlaal wly

200000
150000

100000

“eo il

70000
60000
50000

40000
30000
20000
10000 - e
‘ 0 & P
. .
o0 GL(\

— o e e e e i 0
& * o 5 3 S & o 3 & o
& ‘@ 5 \_@w : & o Aﬁq@ 5 ¢ & & & ,,z‘\ & o g e
S < & q ™ 8
& < © & P & Y <
s A5 55 100 B e [EEER

-_— e e e e o
— o ar o o = i)

A5 100 S e

Ciluldl) day daliiol) giliilly clbadial)

PostgreSQL<bily 5206 xa il dain Y] JSI 1diil) 4io j/ 3 (J g2

.8.3

0l 7 dga3 JS Clnas atl 583 e el e collaadlall U AGLu) b laal ey

oo Al alliadle
AN
L.)Sj cJaiaa .Af\b Jaa
Ll ae e ¢l
]y “"_\5}43\ u.a_.);ﬂ\)
(PP
I e claadall s
zull oSl ¢Hibernate
m .S..... .ﬁ -~.S .“

oo J3 Jaa taia ol
e ST ALKIORMs
JDBC

an gy
¢4yl CRUD llesl

Junl) e ading o))
Saal

bl fjall

Ao Slise JPA e

sl sl (il

i (S
YN

cJaiaa .ﬁb Jeaa (dixa
Ughaa clalac)

Jaiaa Af\b Jea cdina é&\jﬁm «JPA _)\:uu

WPA (e jrual aaine LS el (Kotlin DSL

ALKIORMSs

Kotlin

N+1alse ) g

Laipe ¢l iy o1 13)

Laravel « Wle 31,

ERHRICINI I

Axdl) Hshe dppas

(Laravel)

FURI

174

z igalll

Hibernate

Eclipse Link

Ktorm

Eloquent



Al slacall g Ay gl 5 LS lSaal) putig) o slad) Adaids oA daaly daa
el dabuad, 2 e gl paliaf  igld bl s 2025 s 6 il 47 sl
GilBada udl A des Idne (50 B uiaall) Sl e Doctrine
Hibernate/EF i Jranil) cCiall
& Wiay <Core (LSaallfJ5uss
CryAdlls DAL Craas
2150 cigal e g
Qs 4 tlagac an <Django o sady Lasiye e Slias JalSs Django ORM

i 4usl) QuerySets )
e L

Core il ¢ e lal
API

Jli; 1 ORM ()4
Lyl

ans tlasas Ui
e Uagl o yedan el ladll
Jie s Ghla

Prisma

Wle ¢ e 1Y Gagy
Cililadl b lies

ading 21 (lages aa
Aladiy) bai e
Active
Record/Data
<lalasyly Mapper

N+] AGe Jlaia)

(o Ay e Jil
Ll SQLAIChemy

iy e ()5S 8

Lyl

Glapkl) daay Agaly
Glaad s
Jaladl ‘BJB&A/M}L.A
Y L le g sanaal)
4 S )
ey ol = 30
Cale ¢ lid ad¥l G
Lol

Jaall 3yfa Cilaasal)

Aigaly (4 28l aa g
4y

<lyaa (Django
deage danay Agaly
Sliely sl
Qs g8

(Core API) G5dy oSa

J bl <Y

node.js

Ahagdl aed case sl

Oals B)lian e dypai
(il g allai (LS
e Jee
Al Baratia Gl pe
alany lee claaad) e
J Ll Lodle 5y

TypeScript

175

SQL Alchemy

Sequelize

Prisma

TypeORM



Cilipdail) pghat 8 daddiiviall AMal) Jay ) Aalaif £13) Ay Al 2

ool fan am ol Ay WLl Jeny LINQ e i elSs EF Core
¢paall oY) NET. LS pal dleay Las
EF6 ce i Guad ey 5 daede sl AaLRYL
PRRERIY
Chgus Sola (o e
A deyu da SQL il Agals Al gy Dapper
ADO.NET (1 YV oo(s sl dlaal) EUNTY L G WOST

i ‘e { | - Sk A
gl e g Y baag/Cbaili ol s o) L8 S o
Sl Jpal) LS yingtfeniie e
NET. &
Y e phii s o o dui g gall A Ly ) ilad Sl g O jae 4 S san
:Léltms Cllaadlal) any G\Sﬂu\ I~ 38 1,atil] Aglaell 4y panll pe WU

cAafadninly

AT Ushan e layy dglee (6f (450 pilae JS Jshaadl lagles Gila 8 #3503 g0 DjANgO z3505 .2
i) 30 e Al el aaey 3k Y danll de e Al cdgall Al asiy Y oS

dlee 8 = 3laill Juadly Kotlin 8 ALlaall Jlaad) dgaly P e 08N 8 Jeu¥) 8 Ktorm =350 .3
cCdgal) (paianl)

Ll JUa¥) (e gyl ity Ay 2t Gepus pdiyg lila 3 Dl $SY) #z35aill 58 Hibernate .4

L) gl 4l L Shkll daad gl Laravel dee 44y oS1 2 7350 Eloquent .5

Jsially Caghiall S Zpedl zliady duaa ShY) S e byl 8 A gl PostgreSQL J) .6
paisall = 35aill IS Jla 8 Lpeniill sale) Bhae alaiind any Alsgun AEA 238 Jaly bysan Cijlasy
.(Lower Case Naming Convention | Strategy) la .

Jie 8252 gall Al gl Lo amsatl) g Baec¥) G paadl Jie dapud) Glleall e 5 Y Ll WS 7

.concat
176



i gl g Ay g 5 ASlSal) il ) Al e daal Al
s dabid 0 e sl yali i gl ubbl 2025 sl 6 2aadl 47 Al

ps8 LeisS ey auld die agina ek aladl Glaglad 2awy Cld A5L) 4wyl & Django ORM ) .8
s Gy e e e dleal) oy

JalS J5 SQL J) ae Jalaill eie (o ghaall g US #3548 Jeusl Entity Framework .9

Uags af g Cisia) (alall Gllee vie Al axiiy L ] Micro ORM e 5lc s Dapper.10
Allal) e yud deladin) Juady (SUajae sl e gsing Yy (Gahe) JSE e Jslasdl n cldle Guly
sl Juasy) g alss Al

3 L pald Canag cile ) zlias L) f Caguall DA e i) AL pexs Y Prisma. 11
JavaScript JI dal 458 (mhel ) gl jude aladinly 4l s 43S

L ae i g 5aee ) ( Aleall Gilileal) Y1 Sl SQL G Aalall ailsill pe st Y gl LS. 12
dina 4pd el Y dalall xie Sl (_sum(price) Jis) spilie aaly dgee e Lmpenil) Cililel)
queryRaw afaaiuly 3 il ldlainl aladiul cag

ORay Cuny SQL & Halid) LS acy LS SQL J) ol ae g LUK Jes 73503 50 Sequelize. 13
Lyl e 4 5Sal) Gldlin) pe e

DS spd () Aslall 92508 LS Bya 20 SubQuery JI acn5 Sequelize (0 L) TypeORM. 14
SQL JI xe

4y iall ORM zilai Jas clydi )i .8.4

S dplailly duall Calsal) Jalas A Baxill (g5 piall (e maay (L) diagill 25 Al dlaall A ¢ ia A
dxuzalall gz 3adl) A8SD Ay jlanal) Aiall Aans Ay andl) 138 iy L Adla) ORM 3l o) gl lad aass
Al A e il 5 gl il Jysaty LN 5ylal g e echldlatin) oLy cll (e Dlay ¢ Jylail
sl oY) e il Al cbaatl) e g guall Jaglud pgu WS L Ala) Al clad ae Jolall

i)z 3paill L) Clengi aey Loy ¢ Gadailly Aplaill - aany (plie s} caidagy Gy e dlail) Gl Al
Aaal) kil cliy

Hibernate .8.4.1

Data Mapper :zisalll g5 o

177



Cilipdail) pghat 8 daddiiviall AMal) Jay ) Aalaif £13) Ay Al 2

3,12y EntityManager i JPA (Java Persistence API). jlas e adiag 1 Jand) a3k
-hyasdl) adityg Jae 3388 Jary (g3 (Persistence Context) il 3l (jaca (Entities) bl
Ll Gl oladsuly POJOs (Plain Old Java Objects) o Jslaadl dayy a8
(Eager Loading)kiills (Lazy Loading) Jesll Jueaill acyy LS. XML j(Annotations)
L Sl JY) ssisall (Caching) csall oyy5ailly
Ji) Lapagill JPA et ae POJOS S LS Calas W Jalailly cighial) 44LS 43, 50
LS (@OneToMany, @ManyToOne) Jic &lidle s (@Entity, @Table, @Id, @Column
Ayl Aladi) Kay
ey 2l byl e sl Java clslS ) GHEE caldaia ) it Jygaiy ash 1) Jugas 485k
.(Projections) <ULl (1 ¢ lal & layind
Gladaiu) Al 48y )k

HQL (Hibernate Query Language) o

JPQL (Java Persistence Query Language) o

- Gre JS5 Aaayie G aladtiuly Gladlaiul :Criteria APl o
Aadl 535l SQL LS Aalall Jly Jle a2 s5iase s :SQL Abjaa 59 g LS A ggns
Omend o) Bainal) ladlaiudl) saie SQL A jea il 23S Pliin aiiye S Jawgie alad Jiaie
ce1aY)
323 (overhead) sy Jes lia 5Ss o Sy 4358 Jawgie 1 (40 cilliadle) 3dil) Aoy

sle By ading oY1 L S IS oI Gueay o Sy (Caching) el ol Ll ) w44
Lazy/Eager cuuliall Jaaaill ¢ 53 aladinly GLOiLY) el

178



o el g o 015 ASSal Fyunsigh) gl Al s dasls Alya

el Al 2 e gl pali i iold sl 2025 sls 6 2l 47 laall

@Entity

Serializable

companyName ;
contactName;
contactTitle;
address;
city;
region;
postalCode;
country;
phone;

g mobile;

g email;

ing fax;

> getcustomerswithTotals();

> getCustomersLivePlaces();

Hibernate uﬁ Sl deiny/ ¢ SLLS iy pad 43.1‘)‘5 oe Jha 3 Ji

EclipseLink .8.4.2
Data Mapper :zisaill g5i @

e Gl <) Ulal ey oV Hibernate J las 4jlie oS3 WPA J) Sl jal Gadai sdaadl Aigph @
Aaldll ailjae Cancay g3 Hibernate o 45)lie ojba 0 JPA e

Hibernate J Gilac :lgaa Jaladlly cighuall 4,18 483k o

Loyl e 3l S ) sl S Jysas gilill) Jugad Ayl o

AN SQL I aes . uld J<iy Criteria API JPQL :ciladlaial) 4US A5k o

Yl 3aie SQL ddjee (Jle 2pad s5ime Hibernate J 4lia :SQL ddjaa )9 g LUl Ugg @
JAeaiial)

2131 Ll 3 Adadll LY Calias 38 . ylas Hibernate J ajlie :(dylal cilliadie) LAl Ay o
bl Jpamslly 4 )lae Jaine 2 Jan ae ciliall LelS ORMS 438 (paim oy LaaDIS (1 a2l

@Entity

Serializas

companyName ;
g contactName;

CustomersWithTotals();

> getCustomersiLiverlaces();

EclipseLink 4 <iloaic] g CULEN iy pai 4d) b e Jla 4 S,
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Ktorm .8.4.3

L ul) DSL-based SQL Builder / Lightweight ORM Mapper o)lic) (S ipigalll g55 @
-(p)l= sulss Active Record sData Mapper

SQL wldaivl ¢l Kotlin 4aly 5. DSL (Domain Specific Language) s :Jeall diyyk o
Ja e pe bl Jysats cladain) ey e 385 JAimays (type—safe) g sl dual diyhy
ALLA #Z3lal) e Jeadl Sl

Kotlin _ainterface i data class < sale lLSH Caypas 2 tlgaa Jalailly Cighuall AUS 45k @
LAULSIL Ledayyy Jglaadl caypetl cilgals Ktorm aassiay

Kotlin wlsls ) DSL G dall cladaia) gl dysatl ] jigy 1iliil) Jugali dlipha @

el ¢l Kotlin 258 & Ktorm o alad) DSL J) alasciuly seladlaiul) LS A5 o
aenilly byl Jie ladlaiad ¢l aeyy WS .SELECT, INSERT, UPDATE, DELETE
el il

ol LS agh by LAl e (g i (KON (5)5haal aaine :SQL Abjaa by g UL Alggus @
gy i ol (Klonl g o Lo agdl 30d0 SQL J) Adjaa DSL aladinly ciladlainy)

0o slel 4S5 (il ALS ORMS (ge J81 230y o g ¢l o3lal 5 (A5 cilliadle) Lt Aoy @
) Jygats ldlaia) ol s ¢ iludl JDBC ) plasind

suspend fun getCustomersWithTotals() = withContext(Dispatchers.I0) {
val name = Customers.contactName.aliased("name")
val total = (
sum(
orderDetails.unitPrice

times

orderDetails.quantity

times

(1. minus oOrderDetails.discount)

).aliased( "total™)

db.from(Customers)
.leftloin(salesorders, on = it.id.eq(salesorders.customer))
.leftJoin(OrderDetails, on = SalesOrders.id.eq(OrderDetails.order))
.select(name, total)
.groupBy(it.id)
.orderBy(total.desc())
.map {
customerwithTotal(
it[name] ?: ",
it[total] ?: @.8

)

Ktorm o8 cildaiu¥ls LS Cio i G b o Jlie 5 JS2I

Eloquent.8.4.4
Active Record :zisalll goi
Jalaill AU laiall e gsings bl sacls 3 Ysaa Jiey (Model) z3ga (58 JS1 i dand) diysha o

.(save(), delete(), find() d.m) Gome IS5 e J5 Jsaal) 138 aa
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e 53 PHP GilualS (Models) o 3lall Cajal s lgan Jalailly Cigiual) 441S 45y )b

Jaly JisxX (Relationships) il cayas & . MluminatelDatabase |EloquentiModel
.z sall

Lz asalll Cila el 1) Gl eslial) Jysat iy cgilill) Jysad Al sk @

Jie) i z3gaill o Sl ddagpe 45k0 JIss aladin) DA (e tcldlaiand) LU 43k o

I aey WS .Query Builder dgals 35 .(User::find(1), User::where('active’, 1)->get()
21l SQL

2 8 e bty A5l el Aald A3 lg el Tan Jeus :SQL Adjra 59 pag 408N Uggs @
el LY (puen) 3380 SQL ddjee .igall 5 SQL

Adagall Glleall (adVl depull Jangie 1 (4l ciliadle) 345l doju o

$customerPlaces = Customer::select
c ot

- >groupBy( ' cou
->orderBy( 'tot
salesorder() - )get H

->hasMany (Salesorder::

customerDemographics ()

->belongsToMany

Eloquent 4 CilaDlaiu¥l s UL Ciy i 46 4l e Jlio 6 JS2T
Doctrine .8.4.5

.Data Mapper :zislll g5

e aadiay . UL 5)lay EntityManager aaai, (Hibernate/Eclipselink 1 4l : Jasl) Gk e
POPOs (Plain + Jglaall oy - ldain) Ghie Juad (Repository pattern) ¢ a gl lacs
YAML 4 XML i (Annotations/Attributes) dauall cilidell alasiul, Old PHP Objects)
LI/L2 cdyall opsailly Jaiill/ sl Jpenil) aey

Al clilae) f aua g Gl o POPOS S bl Cadad slgan Jalailly cighual) 4,18 43,50 @
Lally oyl aaa]
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Dl e sl clils ) bl 6 Jyen i) Gigad Ayl e
selalaial) US43,k @
DQL (Doctrine Query Language) o
QueryBuilder APl o
NativeQuery e o4 SQL o
EntityManager (Jis amlic agd callaiy . Jle ayas (g5ine :SQL ddjpa b)g g LU g @
Jseatial VAl 386 SQL 4djpas e aill dglae SQL o il 48 jae . ileaginall
Gl e adiay ¢13Y) . Hibernate/Eclipselink J alie :(4 i ciliad) 3diil dsyw o
i) Joeaslls A)lie 2y Jas dlin 5% o S - Janilly cdigall il

$customerRepository = ->entityManager->getRepository(Customer: :

$query = $customerRep
->selec
->groupBy
->orderBy al_cus
->getQuery

$customerplaces = $query->getResult();

Doctrine 4 <iledleiv¥l s SULSH iy 25 48 4b e Jio 7 JSI

Django .8.4.6

Qe a3 cladainy) oKy eSslas by cays z3lill) Active Record (i Gujd yiiey iz idgaill ggi @
.(Manager e

(API) ks daays dgaly s -lill) s2el8 Jpan IS (Model) z3sas JS Cajelh tdand) Ay sk o
vie ) 2Dlaial) 2 S5 Y) Ldenk (lazy) s i Al (QuerySets) cldlaindl gl dlle
(il dals))

Oe s Python GlualS = dlaill Cajal 1lgan Jalailly igiual) 44U A3y )h o
il e (attributes) cliala< cildally Jgsall e . dfango.db.models. Model

calhl) die z3gall (il (e SIS aa i QuerySets iguilial) Jagas Aigyh e
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Model.objects. filter(...), Ji) zisall Je Manager 1 aladinly :cladtaiad) LS dgy o
. sba¥) SQL 1 e .QuerySets <Ly (Model.objects.get(...)

LS dalal) 5y .Django jUs) (e duals 4 sadly alaill Jeu :SQL A jra byg g S Alggas @
sabaal) ladain¥) aghy £V (pail 50k SQL ddjea . < J< SQL

Geay 2oL 15l QuerySets J) daub oS ale IS0 i o1 s(A )l clliadia) Ldsl) dop @
Jrealy a8 Al prefetch_related  select_related alaaiu) die N+T JSUae st olady)
comin Y 2l Aasiuly Jall Jpanll ae ADay dagiyall (mleY)

custId oField(primary_key=True, db_column="

companyName = n C ield(max_length=40, db_column

contactName harField(max_length=3@, db_column

contactTit C d(max_length=30, db_colum

address e eld(max_length-60)

city = Char:! length=15)

region s.Char ax_length=15, blank=True, nu

postalcod s.Ch 1d(max_length=10, db_column=

country = max_length=15)

phone = mc o ield(max_length=24)
eld(max_length=225)
(max_length=24, blank=True, null=True)
eld(max_length=24)

queryset = Cus .objects.values('country’, 'city').annotate(
count=Coun st1d")
).order_by("-co

results = list(queryset)

Django 5 <ledlaivy/ s SULSH <&y y2i 4 4b e Sia 8 JEII

SQLAlechmy .8.4.7

.SQL Builder J 1l d3a3 jis 41 Data Mapper :zisalll gsi @

el ae il Jlail Ay i WS . lilad) 320l Jsaa IS (Model) z3sar JS Caal tdanl) digyha @
s S SQL J) claglad o Ll ardins Cua Session dudal) Jia clibal)

db &y db.Model aall (1a &5 Python CagiuaS 7 3lal) (il :lgaa Jalailly cighual) 4,18 43,00 @
Sl (attributes) cilualal S8y Jsiall ol -SQLAIchemy() AW alasiuly L g &
.db.Column ¢ gl (e c¥satia & Canall

el Cia (e IS aa il Jyga Aiyph e

reldlaiud) LUS di ko

db.session.query(...) Lyl Jic 338aa Gilagdad ¢ LaSY Zulall dladiuls o
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Uageal) Ljlaal) Jag 5 culd sl cillee Ja) (g il JS8 2 3saill Ciua aladinly o
Model.query.get(id), Model.queryfilter_by(column=value...)
A SQL o
340 SQL 48 yna . Jax) 32555 SSSION Jis alin agh calliyy :SQL ddjea by pag AU Uggs @
sakaall e aghy e laY1 Gaua]
Slo ading ale (<8 zasaill elal L 8lal) Jpeagl (e oty 210 s (Apkl claadia) 345 Asyu @
.(Hibernate/Doctrine 1 4Li) alaaiuy)

db = SQLAlchemy()

ustomers_by city():
db.session.query(

o mer.country,

custId = db.C .Integer, primary_key=True) Customer.city,

companyhName = Column(db.String(4e)) ,

contactName = db.Column{db.St ) B

contactTitle = db.Column(db.S B ).gl"OUp_b_\f ("— L

func.cou

address = db.Column(db.String(60) ) .order by (func. co
city = db.Column(db.String(15 )all()

region = db.Column(db.String(15), nullable=True)

postalCode = db.Column(db.String(10))

country = db.Column(db.String(15)

phone = db.Column(db.String(:

email = db.Column(db.Sstri 25)

fax = db.Column(db.Strin ), nullable=True)

mobile = db.Column(db.String(24))

SQLAIchemy 5 cledlainy/ s SULSH iy y2i 4dr b e Ja 9 JSA

Sequelize .8.4.8
Ala (Kg Mol Jlsa Lzal z3lill) Data Mapper 5 Active Record (u Buie sy izigalll ggi @
(Semdin IS asaill Caypas o 585 U
CRUD cillee shay zilall e Jlg Jig .Jshaall Jiss il (Models) g 3laill Cijad 1 Jand) dbyyh o
-(Async) dwljidl e clleall (Promises) asesll Ao adiny .caladainlls
saect) paa3 as sequelize.define() alasinly z3lall Cajed 1 lgan Jalailly Cighal) 44U Aypha o
By Leel
(z3sall (e g ) JavaScript wlls ) bl Jsay sl Jugad Aigph o
reldaiay) LS Ayl o
il Ghld e LS (Model.findAII(), Model.create() J.m) G..J‘,Aﬂ\ e Jlgs pladinls o
23350 Laays g la¥) cilaalad Jal SQL & 48y Jylaall o Jay)ly a0
-Sequelize.literal()

BAES SQL o
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ALY diaa 43 LS 3ataall ldlainY) Ll SQL 4d e allayy :SQL A8yza by g wag AUSH Uggs @
e g

-

pany A SNV Jon o) Goany Slia il (Kl clgae Jsiia ¢l Pl clBadle) 345 Aoy o
caaY) Bl ey 43lae Jad) Jeall cind gl saieal) Y1)

Customer = (sequelize) sequelize.define( 'Customer', { await customer.findAll({
custId: att es:

type: DataTypes.BIGINT,

primaryKey:

autolncreﬁent: B s ' '
field: 'custid’ ! S e.fn('count”, Sequelize.gol('custid')), 'count']

s
companyName : group:

5 order: eli unt"), 'DESC']
contactName: 1)) .map(r r.tols

»
contactTitle:
>
address:
»
city:
>
region:
>
postalcode:
5
country:
>
phone:
s
mobile:
>
email:

s
fax:

{ tableName: ‘customer’, timestamps:

Sequelize 4 Cladlein/ s SULS by yoi 44y b e Ja 10 S

Prisma.8.4.9

-(2d& Active Record 4 Data Mapper o) 'Next—generation ORM" xaa 43 iz dgaill goi @

i) 3ac 8 (Sl Jiey (Schema file — schema.prisma) hlae cile o adin :Jaall A8k @
(type—safe) g5l oyl (Prisma Client) cilily 3acld Juae iy Prisma a s . Gulail) = 3lais
Jabadl b e 2l JLlSIl

Asall Juanlls .sChema.prisma cale b & 3laill Caypat 2y :lgaa Jalailly ighual) LS 430 o
.TypeScript/JavaScript claliS ~dlaill o328 j3s (Prisma Client)

4l JavaScript/TypeScript wlls ) Wilil il Jgay Prisma Client :qiliil) Jagad 4yl o
g5l

selaaiad) LUS A8,k @
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Aaly Aludes cAaualy (API) culisdsi dsay dgals sisy oAl calsall Prisma Client alaainly o
Uax sa prisma Cus (prisma.user.findMany({ where: ... }) Jis) cladaindd g gl
.PrismaClient algall Cacall e Liia
. SQAL o
4 3agasall (yhall s saiaall Ol ol SQL 4 yee calliyy :SQL A8y §) g uing AUSH g @
als A8y daly LUK o adieg 435S zilaill ¢ by Alape adl LS sine 43) LS chlall 3500
A
Hyaa alainy sl gall L] Cpnd PUA e Jle elal ) Caagy (Al clliadl) 1di) dsyw o
g8 Uadling 1aa 1m oglal Liia) Lo Ulle .Rust daly (gi€a Dlain)

enerator client { —— I N T
E provider - ,,pr.i_;ma_t_hent_js,_ awalt prisma.customer.groupBy({

} by: |: C(
_count: {
custId:

datasource db {

provider = "postgresql”

url env("DATABASE_URL")
1
!

— 1
T
orderBy: {
model Customer { _cou nt:

custId BigInt @id @default(autoincrement()) @map(“custid™) custId

companyName String @map("companyname™)

contactName String @map(”contactname™)

contactTitle string? @map(”contacttitle™)

address string? @map(”address™)

city String? @map("city™)

region String? @map(“region™)

postalCode String? @map(“postalcode™)

country string? @map(”country™)

phone string? @map(”phone™)

mobile String? @map(“mobile™)

email string? @map("email™)

ftax string? @map(”fax")

Salesorder salesoOrder|]

customersbDemographics CustomerCustomerDemographics[]

@a@map (" customer™)

Prisma 4 Cledlein/ s GULST iy yoi 44 b e Jla 11 S

TypeORM .8.3.10

(LWiaY) (Sa) Active Record  Data Mapper :(uhaill IS acyy iz dgadl) 98 @

EntityManager .laaiuly) Hibernate/Doctrine 1 alis (<8 4 Jaadl (Say 2 daal) Gk e
e @llsll g4ia3 Eua) Eloquent/Django ORM 1 ajlin Jiy B (Data Mapper — cile.a sl
Ji TypeScript 4 (Decorators) <ldjayall axii . (Active Record — adally Jadall Jiga
oyl ULSY Cay el (S

Entity, @ Jie <liash ae TypeScript cilials el Cajed @ lgaa Jalailly Cigiual) 4,18 43350 o
.OneToMany@ Jw <&ley (@Column, @PrimaryGeneratedColumn
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.TypeScript clilS ) ilill A6l Jygas il Jagad ddyjh
selalaial) LS 45,k 0
zasaill g agiua aladiuly oe Wil S QueryBuilder alaaiuly o
Ziladl e e dhaa Jls ©
A SQL o

3aaae JaladY dacd Cav o) Lany 1dina ()5S0 38 4y 1aa ()50 :SQL Adjaa §yg g UK Aggs @
cladlain) b aladia) Als 3 45 50n SQL Ay o) LS L35S0 slacYl @l
L) LS A4S e ading ale JS8 am elal 1(A i ciliadle) Ldil dsyu o

@entity() connection = await datasource.initialize();
t Customer {
@rimaryGeneratedColumn( 'increment’, { type: 'bigint' }) entityM

= da‘tas::nur-n:e.manager-;
custId!: number;

@column({ type 3 aiiEiies ory = entityManager.getRepository(Customer);

companyName? :
await cus epo
@column({ type ', nullable: -createQueryBu
contactName?: .select
.select s
@Column({ type: 'te nullable: ) .select('cou
contactTitle?: string -groupBy
.orderBy

@column({ t , nullable: .getRawAndEntities();

address?: s

, nullable:
@column({ type: 'text', nullable:
region?: string;

@column({ type ", nullable:
postalCode?: s

@column({ type ext', nullable:
country?: stri

@column({ type: '"text’, nullable:
phone?: string;

TypeORM (o5 ladleivs¥] s SULST iy o5 4 b o JHe 12 S

Entity Framework Core .8.3.11

.Data Mapper :z 33l g4

Jshaall Layyy . (Repository) ¢ asias (Unit of Work) Jee 33a,< DbContext aiding :daadl diipha o
sl (Data Annotations) daua g clidss slasiul; POCO (Plain Old CLR Objects) cilual,
Jaeaill aey LGl clypill aiiiy .OnModelCreating & (Fluent API) dlulu ciliula Zas  dgal;
il J S

Data e cllally yll &3 .POCOs S Ll Cijed 1lgan Jalailly cigiual) LS 4350 @
Java 8 JPA U jles aladinly Cagiuall Ciypes 33kl 4lie 43) ol Fluent API i Annotations

POCO «lils ) ilisll Al s cquiliil) Jagadi dyyha @
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rladlaiul) Al Ak o
Jas5 aliadally ApuluY) 43kl a5 LINQ (Language-Integrated Query) alaaiuly o
.(C# | VB.NET) 4allly dasas gl dia] ciladlaiad
2. SQL o
J<a SQL 4] dalall JIgy LLINQ Juaiy 13 Jle apat (s5ie :SQL Adjaa §yg a9 4lisl) Aggs @
3 1Y) sl 5380 SQL ddjas . p26ill LINQ 5 DbCoNtext agil havgia alat isie . S
N sataal) ldaiay)
S Jaall (any dsmg laind ae cadliog a1 (V) oglal ey 3(Ala8 cilliadle) LG doyu o
- bl Jsaaslly 45)laa

List<CustomerLivePlace> GetCustomerslLivePlaces
return [.. context.Customers
.GroupBy(c => Country = c.Country, City = c.City })
.Select(g =>

Customer

seGenerated (DatabaseGeneratedoption. Identity)
s g.Key.Country,
CustId B B g.Key.City,
Count = g.Count()

? CompanyName

-OrderByDescending(x => x.Count)

.Select(g => CustomerLivePlace
? ContactName
g.Country,
g.City,
g.Count

? ContactTitle

Address

city

? Region

Postalcode

Country

Phone

Entity Framework Core - <ladlainy/y SULSH &y yo5 44 4 e Ja 13 JSi

Dapper .8.3.12
() Lawdly Jol€ ORM () Micro ORM / Object Mapper :zigaill ggi o
Gl ) Ll Jygads SQL cildlaind dai tanly o o5 o 58 Alan 4K sdand) sk @
Jsaa3 Vs SQL e (gya] Aaly cledlaind ¢ Ly Vs e 3ans Vs ¢ Sl it o i Y .POCO
Jgus
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lides g1 Dapper cally ¥ .ddaws POCOSs S clilll Cajal 1lgaa Jalailly Cighual) 418 43,0 o

oS A (Jsin) pailiad pesaeeY) sland Gillai e ading 3aina Jayy Clalae) ff dmung

alay) Jlg alasinly POCO chlils L) 1as dille 50y eilial) Jysaty oshy suililll Jyoas Aiyla @
.IDbConnection _le (Extension Methods)

Slies a2 e chgad JudlS dle JS3 (Raw SQL) ala SQL 4 :cladaia) 48 Ak o
-.SQL Injection ¢ 4lall (Parameters) clalaall

358 13 U 13505 s SQL 5 53liae G jee bty :SQL dbjea 59 plag L Uggus @
.ADO.NET

8 JDBC (i) 5ilal) ADO.NET (he 13 ap o3lal claa appes 1(Al5 cilliadle) 1Sl Aoy @
LB Jaad) 48 sy 2ladl ADOLNET a2y NET. 8 bl Jsaasll 35k gyul (0 ixy (Java

Customer List<CustomerLivePlace> GetCustomersLivePlaces

return (List<CustomerLivePlace>) conne .Query<CustomerLivePlace>(@"
d) as count

CustId

CompanyName
ContactName
ContactTitle
Address
City

Region
PostalCode
Country
Phone
Mobile
Email

Fax

Dapper 5 <ledleinyl s UGS <&y yai 46y b e Ja14 S

dgylail) Jualall 5S35 gty a3l o S o1l Ao pas g Dolaal) Djlal) ol 2mys ¢ mile (Sl
i ¢l Jabeill Bl ladaia) Al 8858 55 puin (5205 L (sl 2 35aill o535 Lt IS e 4N
Al Jglaall L lgie dyylall chllaadally avasill 4 Cum e Lgiy gl (il
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GlLSY Ciis Al clolaiay) 4
POJOs + JPA JPQL /
Annotations /XML HQL,
Criteria API
POJOs + JPA JPQL,
Annotations/XML  Criteria API
Kotlin Data Kotlin DSL
Classes + Table
Definitions
(Interfaces)
Models extending z sl ailgs
base class, QueryBuilder
Conventions +
Properties/Methods
POJOs + JPA DaL /

Annotations/ XML  QueryBuilder

Caa &z Slaill QuerySet
Jiai Jsially sl API
Ca )i Coghia Session
3 i) 35l Query /
J by e ia Core API
Ay Buyha e z el il

sequelize.define()

dpleay) Jand) 401 Zisalll g gigall
EntityManager, Unit of Data Hibernate
Work, L1/L2 Cache Mapper
(JPA)
EntityManager, Unit of Data Eclipse
Work, L1/L2 Cache Mapper Link
(JPA)
Kotlin DSL for SQL SQL Ktorm
apad JAls 4se¥) LY e S, Builder /
ALalSl) Sl (4 Lightweight
ORM
d.m) AUl laia et z ol Active Eloquent
sle aial ((save() Record
A yat Ak g AEY CladUaaY)
DBAL bl 3ac 8
EntityManager, Unit of Data Doctrine
Work, L1/L2 Cache Mapper
ey Jaas JIga e Gsuﬂ\ J sl Django
objects duald xs zilail) Active ORM
Py PR N Record
Session (Unit of Work) Data SQL
oy (S ALlde Mapper Alchemy
iy Ladall aal i Gaaalii - Slad Active Sequelize
Sl al Record /
Data
Mapper
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Aila glaall 5 Ay g 9 Lulal) Aputigh) o glad) Abeds oaes dasly dlaa
el Al 2 e gl pali i sl ubh)a 2025 sls 6 2l 47 laall
Ladaas cala Prisma Lkl 3ac 8 Jaydads Calay alie Next—gen Prisma
'schema.prisma'’ Client API S ¢ gl Gl Sluae ;g ORM /
| dyyas Generator
Aol Jaandl (i
TypeScriptdisia  QueryBuilder EntityManager/Repositories Data TypeORM
Zdaaat M
- z il ailgs BaseEntity apper /
Decorators Active
(@Entity...) sl plasiuly AL Record
Lalpia ye YL
POCOs (Plain Old LINQ DbContext (Unit of Work, Data EF Core
CLR Object)s + (Language Repository Gateway) Mapper
Data Integrated
Annotations/Fluent Query)
APl Mapping
POCOs 2a SQL L L)) SQL J) cladlaial day Micro— Dapper
Castay bl Ailiag asis ORM

-

r

Gl 2l aagr Y

LJJ_‘AJ/HJL,J/.AUJ/g_;LdJcDm;'L_; JEFAEN

P EL|]
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