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Mechanisms to deter and protect against
cyber attacks within international and
regional legal framework

Abstract :

Traditional military power is no longer the only ruling element in
international relations in light of the rapid scientific and technological
development and the tyranny of the use of the Internet and electronic
governance in all aspects of life. Wars have now become wars of a
different kind that have contributed to radical changes in countries armies
and their operating mechanisms, and many new military strategic have
emerged, such as strikes without an attack or comprehensive disruption
without firing a single bullet, relying on the latest types of technology in
all stages of attacks, defense, protection, and prevention across the field
digital cyber space. In parallel with this, the international community
found itself facing an urgent necessity and urgent need to control and
organize this field and move it from the stage of defining duties to the
stage of preserving rights. In an attempt to confront the growing risks and
threats of cyber attacks, mitigate their role affecting international peas and
security, and secure the peaceful and civil character of cyber space in light
of the problem of legislative deficiency surrounding this issue.

Key words: Cyber war, Cyber attacks, Cyber space, Cyber
security, International organizations, Regional organizations.
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