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A Study about using Functions Composition for
Mixing some Cryptographic Algorithms

Ahmad Shaheen® and Prof. Mohamad Firas Al-halabi *
Department of Mathematics - Faculty of Science - Damascus
University —Syria

Abstract

Nowadays cryptography plays an important role in many areas. There-
fore, many cryptography algorithms were developed, but most of them
focus on one goal, such as the decryption complexity. Indeed, no study
proposes a clear mathematical technique that produces new crypto-
graphic algorithms aiming at generalizing and mixing some crypto-
graphic algorithms in a form of cryptographic functions. In this paper,
we study the functions of cryptography for multi goal. In one side, we
propose a complete mathematical model allow to describe the Vegener
family. In another side, we increase the possible total numbers needed
to break the cryptographic function keys. In order to achieve this, we
introduce two proposals: (i) a new technique for expanding the table of
numerical interviews; (ii) study the possibility of composition crypto-
graphic functions that constitute an effective technique for generalizing
and mixing function cryptography algorithms. We propose a new cryp-
tographic algorithm based on a cryptographic functions composition.
This gives generalization to some well-known cryptographic algo-
rithms with a modified numerical interview table. To verify the validi-
ty of our results, we study a special cases of the proposed algorithm for
specific conditions. We also study the possible total numbers needed to
breakdown the proposed algorithm encryption keys. Finally, we im-
plement the proposed algorithm with the modified numerical interview
table using C # programming language.

Keywords: Cryptographic function, Compound function, Function
transformation, Possible numbers, Possible chars, generalization algo-
rithm, table numerical interviews, breaking the encryption, family of
Vigener cipher.
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103 & 230 o 357 + 484 © 611
104 F 231 o= 358 + 485 e 612
105 f 232 o= 359 + 486 © 613
106 f 233 L 360 + 487 ® 614
107 G 234 L 361 4 488 @ 615
108 g 235 ¢ 362 T 489 ® 616
109 G 236 ¢ 363 $ 490 ® 617
110 H 237 < 364 + 491 d 618
111 h 238 3 365 T 492 (]
112 I 239 d 366 ® 493 J
113 i 240 < 367 T 494 g
114 24 < 368 F 495 O
115 i 242 J 369 £ 496 -
116 J 243 # 370 F 497 -
117 i 244 o 31 ¥ 498 =il
118 K 245 o 372 F 499 =
119 k 246 B 373 4 500 B
120 L 247 s 374 4 501 N
121 | 248 s 375 4 502 ~
122 M 249 5 376 5 503 v
123 m 250 s 377 % 504 4
124 N 251 ¢ 378 4 505 A
125 n 252 ~ 379 < 506 4
126 O 253 s 380 < 507 N
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